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1.0 Introduction

The Customer Experience Guidelines (“CEG”) have been designed to facilitate

w idespread use of Open Banking-enabled products and services in a simple and secure
manner. They bring together regulatory requirements and customer insight to create the
Open Banking Standard for both TPPs and ASPSPs.

Customers will only use Open Banking products and services if their experience matches
or betters their expectations, and information is presented in an intuitive manner that
allow s them to make informed decisions. It is therefore important that the interplay

betw een the TPP and the ASPSP is as seamless as is possible w hile providing customer
control in a secure environment. In particular it is essential that customers are clearly
informed about the consent they are providing and the service they are receiving.

These Guidelines address the “Customer Journey”, that is, the process that the customer
follow s from w ithin a TPP's online app or brow ser, through to authentication w ithin the
ASPSP domain, and completion in the TPP domain.

The intended audience for these Guidelines is Open Banking Participants (ASPSPs,
AISPs, PISPs and CBPIis) and competent authorities w ith regulatory oversight of any
Participant that adopts the Open Banking Standard. They should also be of use for
Participants w ho build their ow n dedicated interface or adopt any other market initiative
standard.

The contents of the CEG and CEG Checklistdo not constitute legal advice. While the CEG
and CEG Checklist have been drafted with regard to relevantregulatory provisions and best
practice, they are not a complete list of the regulatory or legal obligations that apply to
Participants. Although intended to be consistent with regulations and laws in the event of
any conflict with such regulations and laws, those regulations and laws will take priority.
Participants are responsible for their own compliance with all regulations and laws that
apply to them, including without limitation, PSRs, PSD2, GDPR, consumer protection laws
and anti-money laundering regulations.
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OPEN BANKING

1.1 The Customer Experience Guidelines form part of the Open Banking

Standard Implementation Requirements

The Customer Experience Guidelines and Checklist form part of the OBIE Standard
Implementation Requirements, and set out the customer experience required to deliver a
successful Open Banking ecosystem, alongside technical, performance, non-functional
requirements and dispute resolution practices.

The CEG Checklist has been developed for ASPSPs and TPPs to assess compliance to
this aspect of the OBIE Standard Implementation Requirements.

The CEG and CEG Checklist are consistent w ith:

* The Revised Payment Services Directive (PSD2) (Transposed in the UK by the
Payment Services Regulations 2017 (PSRs))

* The Regulatory Technical Standards on Strong Customer Authentication and
Common and Secure Communication (RTS))

* The UK CMA Retail Banking Market Investigation Order w hich applies to the nine
largest UK retail banks only (know nas the CMA9)).

In developing its Standard Implementation Requirements, OBIE has undertaken
extensive engagement w ith different market participants, and analysis to ensure that its
standards have been designed in line with relevant regulatory and market requirements.

On this basis, wherean ASPSP seeking an exemption notifies the relevant National
Competent Authority (NCA) (e.g. the FCA in the UK) that its dedicated interface follow s
the OBIE Standard Implementation Requirements, w e expectthis will provide a level of
assurance that the ASPSP meets the requirement of RTS Article 30(5). Conversely,

whenan ASPSP has deviated from the Standard Implementation Requirements, we
expect that the NCA may require additional information to enable it to consider more
closely w hether the ASPSP's implementation is compliant w ith the relevant regulatory
requirements. This may include the NCA requesting additional details on how and w hy
there has been a deviation.

For this purpose, w e w ould expect an ASPSP to complete and submit the CEG
Checklist, providing supporting evidence as appropriate, to OBIE. This can then be
provided to the NCA in support of its application for an exemption.

Customer Experience Guidelines Checklist

The CEG Checklist takes the form of key questions that have been designated as either
"required" or "recommended".

The CEG Checklist sets out w hich specific requirements are relevant to the Open
Banking Standard Implementation Requirements, PSD2, the RTS and the CMA Order.
Where relevant, it provides a regulatory reference (as per the CMA Order, PSD2/PSRs
and the RTS on SCA and CSC). These are marked as either mandatory, optional or
conditional in line with the definitions used across the Open Banking Standards.

For TPPs, certifying against the CEG CheckKlist is considered as a signal of best practice
to the marketplace.

OBIE will consider the CEG Checklist for quality assurance and compliance purposes
alongside other sources of information.

In designing the CEGsand CEG ChecKist OBIE has considered and referenced, where appropriate, the EBA Guidelineson the contingency mechanism exemptionand the FCA Approach Documenton

the FCA’s role underthe PSRs2017 (version 3, December2018).

<O o2
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1.2 About these guidelines

Theseguidelinescover authenticationand the core
use casesthatsupport market propositions

Customer insight and regulation-driven principles underpin the core customer journeys
described in four sections:

* Authentication Methods: The primary forms of Authentication, in generic form, that
may be used through a variety of services and interactions.

* Account Information Services (AIS): Service propositions that are enabled or
initiated by customers (PSUs) consenting to share their payment account data with
Account Information Service Providers.

+ PaymentInitiation Services (PIS): Service propositions enabled by customers
(PSUs) consenting to Payment Initiation Service Providers (PISPs) initiating
payments fromtheir payment accounts.

+ Card Based PaymentInstrument Issuers (CBPIIs): Service propositions enabled
by customers (PSUs) giving their consent to a CBPIl to submit Confirmation of Funds
(CoF) requests to an ASPSP.

ASPSPs should be familiar with their ow nrole and that of other participants across all
these proposition types.

TPPs (AISPs, PISPs and CBPIs) will naturally focus on the proposition types that are
relevant to their business model, but they should still be aw are of the roles of all
participants in order to ensure they understand the lines of demarcation and differences
betw een each type.

<O o2
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The customerjourneyis described for each of the
core use cases

Each unique journey has been broken out and described over a number of pages. They
can be then be referenced in a number of w ays according to individual priority e.g.

w hether the reader is, for example, a Regulatory Expert, Product Ow ner, Technical Lead
or CX Designer. The page types are:

+ Journeydescription: A high-level description of the specific account information,
payment initiation or confirmation of funds customer journey.

+ Ajourneymap: This is a macro view of the customer journey, broken dow n by
optimal steps and customer interaction points e.g. from payment initiation through
authentication to completion.

+ A ‘wireframe’ journey: This is represented by annotated ‘screens’ to identify key
messages, actions, interactions and information hierarchy, as well as process
dependencies.

+ Journeyannotations: This is the annotation detail referenced in the wireframes.
These consist of both CEG Checklist items informing or requiring specific messaging
or interactions etc. or CX considerations, w here research has raised specific
customer priorities or concerns that should be addressed through the eventual
solution.
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1.3 The Open Banking Customer Journey

For the purposes of the Customer Experience Guidelines as explained on the previous
page, foreach core use case customer journey, interaction and hand off have been
broken into a set of clear, highly simplified w hite-label ‘wireframes’. These are
intended to be platform agnostic, to place focus on only the key elements w ithin (e.g.
messages, fields, checkboxes) and the specific number of steps that the customer
must navigate. In all cases they are constructed around the primary Open Banking
Customer Journey, w hichis illustrated to the right.

At the core of all Open Banking customer journeys is the mechanism by w hich the
PSU gives consentto a TPP (AISP or PISP or CBPIl) to access account information
held at their ASPSP or to initiate payments fromtheir ASPSP account.

In general, simplified terms, the consent request is initiated in the TPP domain

(step 1right). The PSU is then directed to the domain of its ASPSP for authentication
(step 2 right). Then, once authentication is complete, the ASPSP will be able to
respond to the TPPs account information or payment initiation request and redirect
the PSU back to the TPP for confirmation and completion of the journey (step 3 right).

< [_| > © Open Banking Limited 2019
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1.4 Design and experience
principles

The OBIE has employed a number of design and experience principles to create the
CEG. This section lays out the principles of informed decision making, providing
customers withw ell designed experiences (using the principles of control, speed,
transparency, security and trust) as w ellas how to protect vulnerable customers.
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Open Banking productsand services must place
the customer in control

ASPSPs and TPPs should design customer journeys equivalent to or better than
the journeys described in these guidelines in order to deliver the best possible
experience and outcome.

Open Banking products and services must therefore enable:

* Informeddecision making: Customer journeys must be intuitive and
information must be easily assimilated in order to ensure informed customer
decision making.

Simple and easy navigation: There must be no unnecessary steps, delay or
friction in the customer journey.

Parity of Experience: The experience available to a PSU w hen authenticating
a journey via a TPP should involve no more steps, delay or friction in the
customer journey than the equivalent experience they have w heninteracting
directly withtheir ASPSP.

Familiarity and trust: The customer must only need to use the login credentials
provided by the ASPSP.
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1.4.1 Customer in control

The Open Banking Implementation Entity (OBIE) has undertaken considerable customer research over 18 months in order to understand how to enable customers to make informed
decisions w hile enjoying a simple and easy navigation and a secure customer journey. A key principle throughout has been to ensure clarity of information, presented and described in
a manner that ensures that Open Banking customer journeys are easy to understand, thereby enabling customers to make informed decisions. The results of this research have been
shared w ith stakeholders as the foundations for Open Banking have been established.

The OBIE recognises that consumers and SMEs are not yet familiar w ith Open
Banking enabled propositions. They have therefore had to interpret the concepts to
be investigated based on their experience and the explanations provided in the
research groups or panels. This form of ex-ante research has some limitations as
there is often a difference betw een w hat customers say they willdo and w hat they
then actually do. Observed behaviours and attitudes from respondents have at times
been contrary. For example, respondents willexpress a concern that they wantto be
secure and protected, but in practice they value convenience and will react with
frustration to complex journeys often skimming the most important information. The
consequence of this is that customers may not review the information sufficiently and
may make decisions that they might later wishto reconsider. It has become clear that
it is extremely important to minimise unnecessary information and process, and then
to package only the most important information in an easily understandable, intuitive
w ay sothat the customer can actually assimilate the information and therefore make
better informed decisions.

OBIE research has therefore identified information and steps w hich assist the
customer as well as unnecessary steps, delays, inputs or additional information that
may lead to customer frustration and subsequent drop out, or a failure to review
important relevant information. In future research it is expected that further
refinements based on ex-post data will be possible.

We examine the nature of both useful and unhelpful elements of the customer
journey below .
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Useful elementsinthe customerjourney

Many customers are prone to skim through the information presented to them when
setting up online products because the information is not w ell presented. In their
desire to achieve the promised benefit, insufficient notice is taken of the implications
of their actions, or the terms and conditions. It is commonplace to discover, once they
have completed the customer journey, that they cannot spontaneously describe w hat
they have just agreed to. The research has show nthat a better understanding can be
achieved by carefully designing the customer journey, and reveals that the solution is
about effective, intuitive presentation of information, and is not about introducing
steps to slow the customer dow nor repeating information. The follow ing methods
have been found to be the most effective:

® Effective messages and navigation appropriate to the redirection screens w hen
the customer is redirected from the TPP to the ASPSP, and then again w henthe
customer is redirected back fromthe ASPSP to the TPP. For a customer that has
granted consent to the TPP the redirection screen creates a clear sense of
separation as they enter the ASPSPs domain w here they authenticate, before
clearly being passed back to the TPP. This provides a familiar and trusted
experience to the customer and signposts the customer’s journey from one
domain to the other.
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1.4.1 Customer in control

* Providing useful information presented in an intuitive and easily consumable w ay.
The principle here is to ensure that the information that the customer is presented
withis kept to a minimum. If it is unavoidably necessary for the TPP to convey more
complex information, it is more likely to be read and understood w hen presented as a
series of smaller amounts of information across more than one screen. This is a
much more effective method than the use of a single text-heavy screen.

* Providing supplementary information at specific points in the customer journey is
useful, helping the customer to understand the process as w ellas ensuring
comprehension of a product or offer and its implications. If executed well, it will
enhance the customer journey and does not lead to increased propensity to drop off.

Unhelpful elementsinthe customerjourney

The research has show n that superfluous information, poor or confusing choice of

w ords, repetition, large amounts of text, too many steps or avoidable delays in the
customer journey can lead to frustration, an even greater tendency to skim, and
ultimately increase customer drop off. The follow ing unhelpful elements w ere identified in
the research and must be avoided:

* A customer authentication journey that takes too long and requires the use of
separate devices such as one time passw ord generators, especially if applied
multiple times in the customer journey.

»  Where there are few er screens but a significant amount of text on the screen. This is
particularly evident w hen this requires customers to scroll up and dow nthe screen to
progress the customer journey.
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Providing superfluous information that does not add to the customer’s understanding
or trust, especially w hen presented in a separate step or screen.

Delays such as slow loading times, as well as w eb pages or apps that have not been
effectively debugged, and unexpected crashing of web pages or apps.

Inappropriate use of language, particularly language w hichmay create a level of
concern, uncertainty and doubt w hen going through the customer journey.

The use of language that is too long, complex or legalistic to be easily understood
w hen going through the customer journey.

Asking for the same information twice, and asking forinformation forw hich there is
no obvious purpose, e.g. replaying the consent to the customer that w as granted to
the TPP, or asking fora PIN w henit is not needed.

Forcing the customer to open a new brow ser window during the customer journey,
and having to toggle betw een screens in order to progress.

Introducing the requirement fora customer to input information that they don'’t readily
have to hand, such as unique customer reference numbers

Requesting input of information that could reasonably be expected to be pre-
populated once the customer has authenticated.

Failing to differentiate betw een new users and experienced regular users w ho may
w antto shorten the customer journey w ithout exposing themselves to risk.

10
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1.4.2 Customer experience principles

The Open Banking customer experience must ensure informed decision making w hile Extensive customer research undertaken by OBIE has demonstrated certain recurring
remaining understandable, intuitive and effective. The customer experience must be themes that customers deeply care about or are w orried by. To promote engagement,
shaped and positioned into content and functionality that clearly communicates and understanding and ensure adoption these must be addressed, to varying degrees, w ithin
facilitates purpose, intent and relevance. each of the Open Banking customer journeys described in these guidelines.

This is especially true in a transactional context w here customers need to know and To support and achieve the goal of creating trust, these themes have been aggregated
understand at all times: and synthesised into a number of driving experience principles for Open Banking. These

principles underpin the range of core journeys and key customer interactions described

* Where they are in a specific process (and w hatthey should expect from that throughout these guidelines.

process).
*  Where they have come from.
* What options, actions or steps they have in front of them (if any).
» The (implicit) consequences of taking those actions or next steps. +lr

* Anunambiguous signal, feedback and/or response, once that action is taken.
Control

It is essential to move beyond the pure mechanics of the transactional process and into
a meaningful, supportive and trusted experience that directly addresses the customer’s
needs, goals and concerns. This can be achieved in the way atransaction is structured,
but also how it is expressed, designed for and organised around a range of fluctuating
human needs.

A series of guiding ‘experience principles’ are outlined here that can be, through careful .
design, baked into a process or transaction, and dialled up and dow nw here certain Secu I'Ity Trust Sp eed
interactions become more critical.

These guiding experience principles are deeply customer-centred, shaped by research
and insight that reflects and meets specific customer needs. They are used to drive and
focus design and User Experience (UX) decisions i.e. whatkind of widget, interaction,
font, colour, technology, UX and User Interface (Ul) best serves the aspirations and
requirements of the business but also meets the needs of the customer in simple,
effective ways.

Transparency

< [_| > © Open Banking Limited 2019 11
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1.4.2 Customer experience principles

+1T Control

The introduction of any kind of new
transaction, product or service -
especially online - can create an
opportunity fordeeperengagement.
However, it can also create barriers
through poorimplementation. From
a consumer perspective, thisis often
about a perceived sense of control.

If customers feel they understand
whatisgoing onin a process, are
able to make informed decisionsand
choiceson theirown terms-
including recourse to change their
mind -it providesa sense of
ownership and control overwhatis
happening. In atransactional
context, where money and data are
potentially at stake, getting thisright
isessential.

For Open Banking, controlcomes
from providing the the right toolsand
clarity of information at the right time
(e.g. knowing the account balance at
the point of payment, or knowing
thatthey can view and revoke
consents given when they feel itis
appropriate to do so).

TPPsand ASPSPsneed to consider
howthey provide thissense of
ownership and specific optionality
throughout - enabling customersto
feel thisisa process they are both
choosing and in charge of.

<0 >

Speed

Speed must be appropriate to the
customerand the journey they are
undertaking. Convenient, speedy
and intuitive designisa question of
execution and interaction.

In transactional context, anything
that seems more time consuming or
onerousthan customers are used to
isgoing to represent a barrierto
adoption. We have to manage and
optimise each interaction, aswell as
hand-off between systemsfor
speed, clarity and efficiency, but
without sacrificingthe principlesof
security and control.

In addition, we have to be mindful
that speed of transaction or
interactionisnot necessarily about
the ‘fastest possible’ experience.As
we have indicated, we must support
informed decision making through
comprehension andclarity
(especially in the context of AIS),
allowing customersto, above all,
move at a pace that suitsthem.

TPPsand ASPSPsneed to ensure
that Open Banking customer
journeysremain flexible enough to
support different customer contexts,
expectationsand situationsand —
critically - avoid any unnecessary
friction in the completion of any
journey.

© Open Banking Limited 2019

Transparency

Transparency of choice, action, and
importantly the consequencesof
actionsorsharing of datais crucial
to promoting the benefitsof Open
Banking, creating engagement and
supporting adoption.

In new transactional scenarios
where customers are being
encouraged to share personal
information thisiscritical. Itisnot
only about communicating the
benefitsof a new service, but being
explicitly clearon whatisrequired
from the customer, why itis
required, and forwhat purposes.
Customers need to be able to make
aninformed decision and, in turn,
understand the consequencesof
thatdecision.

Sharing informationisseen as
unavoidable, and a trade-off for
convenience andbenefits. And while
thisisa great opportunity for TPPs
and ASPSPs, the value exchange
for the consumerneedsto be
explicitly clear.

Atthe same time, we do not want to
overburden the customerorweigh
down the business opportunity with
excessive explanations.
Transparency isabout providing
progressive levelsofinformation, in
plain language, thatinform and
support customerdecisions.

Security

In the context of Security the key
concerns forcustomers are fraud,
which everyone understands, and
data privacy, which isless well
defined in the mindsof consumers,
since not everyone hasthe same
idea about what ‘my data’ actually
means(e.g. isitmy name and
address? Passwords? Namesofmy
kids? Transactional history?) Noris
itwell understood what businesses
even do with theirdata once they
gettheirhandson it. Such concerns
can be even deeperamongst SMEs

Explicit clarity and reassurance will
be required in relationto data
definition, usage, security and above
all, protection.

In addition to personal data,
transactional (data) security isthe
critical factorto ensure adoption of
PISP services. As a minimum, TPPs
and ASPSPsmust ensure thisis no
less than consumersexpect today.

As anewservice, all security
messaging should be clearand
reassuring in tone, but not alarmist.

OPEN BANKING

Trust

Customers are aware of the risks of
sharing personal information and as
expected some typesof customer,
particularly olderdemographics may
initially expresscautiousnessand
nervousness.

Itistherefore critical to establish and
reinforce trustworthiness- trust in
the service provider, trust in the
transactional processand trust in
the role and relationshipwith their
ASPSPs, especiallyin a payment
context where traditional, deeply
established alternativesremain
available.

The principlesof control, speed,
transparency and security combine
to create a trusted environmentfor
the customer.

TPPsand ASPSPsneed to
consider, engenderand promote
valuesof trust through every part of
their Open Banking customer
journeys, to foster understanding,
acceptance and adoption of new
innovative productsand services.

12
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1.4.3 Protection for vulnerable customers

Customers deemed as vulnerable, or in vulnerable circumstances, may be significantly
less able to effectively manage or represent their ow ninterests than the average
customer, and more likely to suffer detriment. This may take the form of unusual
spending, taking on unnecessary financial commitments or inadvertently triggering an
unw anted event . Any customer can become vulnerable at any time in their life, for
example through serious illness or personal problems such as divorce, bereavement or
loss of income. Consent and data privacy issues are particularly relevant and important

for people withmental health issues. Work done by the Money and Mental Health Policy

Institute in the UK has show nthe need to emphasise informed decision making, w ith
appropriate steps and information in online experiences in order to help those with
mental health problems to make informed decisions, understand the potential
consequence of their decisions, or even deter a particular course of action.

ASPSPs have a particular responsibility to identify and protect vulnerable customers,

needing to pay attention to possible indicators of vulnerability at a holistic level and have

policies in place to deal with customers w here those indicators suggest they may be at
greater risk of harm. For those customers identified as vulnerable, the policies applied
should be implemented at customer level, not at the transaction level or not specifically
to Open Banking, just as is the case for vulnerable customers using other products
provided by the ASPSP.

<O o2
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ASPSPs should take the following steps for vulnerable customers using products
that make use of Open Banking:

Provide support for vulnerable customers incorporating information from the Open
Banking channel. ASPSPs should consider this issue holistically, treating Open
Banking as they would any other customer channel. The ASPSP, having insight into
customer behaviour, is well placed to provide the appropriate support, recognising
that no single Open Banking customer journey should trigger vulnerability flags to the
ASPSP.

Provide useful and informative access dashboards w ithin the ASPSPs domain that
give vulnerable customers the control they need over their financial affairs and
personal data. Vulnerable customers should be able to see full details of all the
consents granted to TPPs, the data shared, the expiry date and to have the ability to
revoke their consent.

It is suggested that provision should be made in the ASPSPs access dashboard
enabling customers to switch on a summary information step as an opted-in choice.
This represents a final chance for the customer to pause and review w ithin the
ASPSPs domain so that this step is show nto them in all Open Banking customer
journeys.

13
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2.0 Authentication methods

One of the primary objectives of the Customer Experience Guidelines is to provide
simplification and consistency across all Open Banking implementations. As such, we
have defined a core set of authentication methods that can and should be used, subject
to the scope and flexibility of any payment initiation and/or account information services
provided by TPPs.

< C] > © Open Banking Limited 2019 o
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2.1 Overview

The EBA notes that "there w ould appear to currently be three main w ays or methods
of carrying out the authentication procedure of the PSU through a dedicated
interface, and APIs in particular, namely redirection, embedded approaches and
decoupled approaches (or a combination thereof). In the cases of redirection and
decoupled approaches, PSU's authentication data is exchanged directly betw een
PSUs and ASPSPs, as opposed to embedded approaches, in w hich PSU's
authentication data is exchanged betw een TPPs and ASPSPs through the interface."

PSD2 requires strong customer authentication to be performed in certain
circumstances. The RTS requires that this application of strong customer
authorisation is based on the use of elements, w hich are categorised as know ledge
(something only the user know s), possession (something only the user possesses)
and inherence (something the user is). These elements require adequate security
features, w hichinclude ensuring that they are applied independently, so that the
breach of any element does not compromise the reliability off the other.

ASPSPs implementing redirection should note that the FCA Approach document
(Payment Services Regulations 2017 and the Eectronic Money Regulations 2011)
states it is not aw are of any reason for ASPSPs to request strong customer
authentication more than once w hen facilitating authentication for a single session of
access to account information or a single payment initiation.

The Open Banking 2.0 standards specified redirection authentication flow s only
and the current ASPSP implementations of redirection are predominantly brow ser-
based, w hereby the PSU is redirected fromthe TPP app or w ebsite to the ASPSP's

w ebsite in order to authenticate. It is essential that w henredirection is implemented it

also allow s for the PSU to use their ASPSP mobile app to authenticate, if the PSU
uses this method of authentication w hen accessing their ASPSPs channel directly.

Redirection has a specific TPP channel and device dependency and therefore
cannot support channel agnostic use cases that involve telephony, POS, and loT
devices, or w here physical PSU interaction is either not possible or not required
w ithin the TPP channel. These use cases can be supported using a decoupled
approach to authentication.

© Open Banking Limited 2019

OPEN BANKING

In view of the above, the Open Banking 3.0 standards willsupport both
redirection and decoupled authentication to allow a PSU to use the same
authentication mechanisms w hile using an AISP or PISP as they use w hen
accessing the ASPSP directly.

The general principles that apply relating to authentication are:

1. ASPSPs authenticate: PSU needs to go through a strong customer
authentication (SCA) at their ASPSP in order fora TPP request (i.e. access
to information or payment initiation) to be actioned by the ASPSP.

2. PSUs musthavetheir normal authentication methods available:
A PSU must be able to use the elements they prefer to authenticate w ith their
ASPSP if supported w heninteracting directly w ith their ASPSP.

3. Parity of experience: The experience available to a PSU when
authenticating a journey via a TPP should involve no more steps, delay or
friction in the customer journey than the equivalent experience they have with
their ASPSP w heninteracting directly.

4. Strong Customer Authentication: It is not expected that SCA w ould be
required more than once w hen facilitating authentication for a single session
of access to account information or a single payment initiation.

15
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2.2 Redirection based
authentication

Redirection based authentication has a range of possible experiences fora PSU
based on w hether the PSU has an ASPSP app or not, and the device on w hich the
PSU is consuming the TPP (AISP/PISP/CBPII) service.

The FCA have made clear in their Approach document that PSUs must be able to
authenticate using the authentication methods they are accustomed to using via the
banking application (‘app’) on a mobile phone if accessing accounts via a TPP.

We have used one example of an AISP and PISP journey to demonstrate how
redirection flow s must w ork. These apply to variations in AIS/PIS/ICBPII journeys
related to the order of application of SCA and are covered in sections 5, 6 and 7.

< C] > © Open Banking Limited 2019

Featured journeys

2.2.1 Browser based redirection- AIS

2.2.7 Effective use of redirection screens

OPEN BANKING
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2.2.1 Browser based redirection - AlIS

m Wireframes )—( Requirementsand Considerations )
nnnnnnp — T
ASPSP Selection & AISP to ASPSP Authentication Account ASPSP to AISP Successful
Data Cluster Consent Redirection Screen Selection Redirection Screen Completion of Account
Steps Information Request

Relevant Customer Insight and

PSU Authenticationwith the ASPSP using browser based redirection froman AISP foran AlS request.
supporting regulation

Thisenablesa PSU to authenticate with their ASPSPwhile using an AISP for an AIS service, using the same web based authentication method

which the PSU uses when accessing the ASPSP web channel directly. > View CX C R
Thismodel works when the PSU is consuming the AISP service on a device that doesnot have the ASPSP app, orthe PSU doesnot have the > View CEG Checkist

ASPSP mobile app.

< u > © Open Banking Limited 2019 17
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2.2.1 Browser based redirection - AlIS

( User Journey )—m Requirementsand Considerations

OPEN BANKING

./

o ' Transferring you to
- YOUR ASPSP

IlIIIIIIIIIIIIIII’

You are now leaving TPP and we
are securely transferring you over
to YOUR ASPSP to authenticate

ASPSP Selection &
Data Cluster Consent
Steps

< u > © Open Banking Limited 2019

YOUR ASPSP

Please enter your security credentials
to log in - These credentials will not be
shared

Enter your user ID
Enter your memorable word

+ 0000 @

1st 2nd 3rd  4th  S5th  6th

Use your Smartkey to generate a security code

[ Je

Transferring you back to
G i PP

L%

Account
Selection

You have securely logged off
from ASPSP and will shortly
be transferred back to TPP

ﬂ'é_l_"""""""lmm

Successful
Completion of Account
Information Request

18
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2.2.1 Browser based redirection - AlIS

( User Journey )—( Wireframes Requirementsand Considerations

: . Regulatory CEG ChecKist P Implementation . .
CEG Checklist Requirements N il Eol, Participant e irements CX Considerations
* PSRs Reg.
68(3)(a), 69(2) AISP should make the PSU aware on the inbound redirection screen that th
R Arvarerd ey
AISPs must initially ask the PSU to identify the ASPSP so that the consent and 70(3)(a) . ill be taken to their ASPSP f thentication f t
request can be constructed in line with the ASPSP's data clusters. « FCA Approach 8 R Reqliited " N fotherr or authentication for account access.
Document 17.55,
17.56
* Trustee P3/P4 ASPSP should make the PSU aware that the PSU login details will not be
letter Actions P3 \isible to the AISP.
- . A2 and P3 A6
The redirection must take the PSU to the ASPSP web page (deskiop/mobile) - EBAFinal
for authentication purposes only without introducing any additional screens. Guideline 5.2 (3)
;Ir—gf r@bpgaje&ﬁfmﬁ;tﬁl n\:ﬁ:rt] r:j?\r': CTJO an;:%rgst:iin t&z %n;%egsg{f/_t\%pssp * FCA Approach a A=RSH Reqliiced ASPSP should have an outbound redirection screen which indicates the status
channel (d esnoplnn:)ﬁz) y 9 Document of the request and informs the PSU that they will be automatically taken back to
: 17.132,17.136, the AISP.
17.138
* Trustee P3/P4 ASPSP should inform the PSU on the outbound redirection screen that their
letter Actions P3 session with the ASPSP is closed.
A2 and P3 A6
PSUs must be able to confirm the account(s) which theywould like the * EBAFinal
AISP to have access to without having to go through any further unnecessary Guideline 5.2 (a) 1 ASPSP Required
screens. « FCA Approach
Document
17.132,17.136,
17.138
AISPs should confirm the successful completion of an account information .
data request. n/a 18 AISP Recommended

To demonstrate the web based redirection part of the journey,we have used an AISP initial setup (Sec 3.1.1) asone example.

The redirection flow appliesto other AIS journeyscovered in detail under Section 3.

< u > © Open Banking Limited 2019 19
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2.2.2 Browser based redirection - PIS

m Wireframes )—( Requirementsand Considerations )
NN — I
Enters Account PISP to ASPSP Authentication ASPSP to PISP Successful
Details & Confirms Redirection Redirection Payment Initiation
Screen Confirmation

Payment Screen

PSU Authenticationwith the ASPSP using browser based redirection fora PIS request. Relevant Customer Insight and
supporting regulation

Thisenablesa PSU to authenticate with their ASPSPwhile using a TPP for the PIS service, using the same web based authentication method
> View CX Customer Research

which they use when accessing the ASPSP web channel directly.
Thismodel works when the PSU is consuming the PIS service on a device that doesnot have the ASPSP app, orthe PSU doesnot have the > View CEG ChecKlist

ASPSP mobile app.

20
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2.2.2 Browser based redirection - PIS

OPEN BANKING

./

( User Journey )—m Requirementsand Considerations

YOUR ASPSP

Payment total £31.94 : Thank you
Te t to this t i i i Authenticate o make payment : Your payment has been submitted
o consent to this transaction H i H
' i H £31.94 to MERCHANT H
check the details below i H e s — oosamarang
Payee information e Payment details H ) Payment details e Total paid: £31.04
Payes same: NERGHANT £31.94 to MERCHANT i I ] £31.94 to MERCHANT
Sort coda: 20-40-60 i Payment detalls
H i Ento ble word 1 H
Account number: 98765432 : Mz, H e memere H W, E Bank name: YOUR ASPSP
P | paymentreforence:  Merchant i S 3 mem » O 000 g e 3 — wsese  MUIIIIIIIIOIUIUIITITININININN
H a st 2nd 3 4th G 6t ! i
Account number: 123468870
P infe H H
‘ayment information You are now leaving TPP and H Use your Smartkey to generate a You have securely logged off from : Order reference: Merchant Ltd
Py AR are being securely transferred { Securty code YOUR ASPSP and will shortly be |
s o el EEN o e R o
' to authenticate H H
Account number: 12346879
You will be securely transferred to YOUR H
ASPSP to authenticate and make the payment H i m

G These detailsmust be displayed aspart of the authenticationjourney on atleastone
of these screens without introducing additional confirmation screens(unless
supplementary informationisrequired, referto section 4.1.2)

< [j > © Open Banking Limited 2019

What the research says

Research amongst consumershas shown that 29% of participants
actively prefera browser based PIS journey fora single domestic
payment, whilst 32% prefer an app based journey. Those
preferring a browser based journey referto security and ease to
explain their choice. Those preferringthe app based alternative
selectitbecause they deem it easierthan the web based
experience, with fewer mentioning security.

> See more
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2.2.2 Browser based redirection - PIS

C User Journey )—C Wireframes Requirementsand Considerations

< u > © Open Banking Limited 2019

. . Regulatory CEG ChecHist Implementation A .
CEG Checklist Requwemen Reference Reference Requirements C onsiderations
PSU payment Account Selection e e EEE @ AV SR S -
: g P s should m: e aware through an inbound redirection screen
PSP ! p_rowde F,,SUS ERSREIDEE f‘."!m“g opthns. . they are being taken to their ASPSP for authentication to complete the
«  Enter their Payer's payment Account Identification details. * nfa 24 PISP Required 3 | payment.
+ Select their Account Identification details (this assumes they have been PISP should displayin the Redirection screen the Payment Amount, Currency
saved previously). and the Payee Account Name to make the PSU aware of these details.
* PSRs Reg.
68(3)(a), 69(2) ASPSPs should h utbound redirecti which indicates the
PISPs must communicate information clearlyto the PSU when obtaining and 70(3)(a) S EEUIE LEVSEMENTILE RERlt=Eieh SEREn illE ) [t
consent in order to initiate the payment order. - FCA Approach 8 PISP Required 7 status of the request and informs the PSU that they will be automatically taken
Document 17.55, back to the PISP.
17.56
« Trustee P3/P4 3 ASPSPs should inform the PSU on the outbound redirection screen that their
letter Actions P3 session with the ASPSP is closed.
The redirection must take the PSU to an ASPSP web page (desktiop/mobile) A2 and P3 A6
for authentication purposes only without introducing any additional screens. « EBA Final
The web based authentication must have no more than the number of steps Guideline 5.2 (a) 1 ASPSP Required
that the PSU would experience when directly accessing the web based ASPSP | * FCA Approach
channel (desktop/mobile). Document
17.132,17.136, . .
17.138 To demonstrate web based redirection we have used one
ASPSP + disol — the P ¢ Amount. C it variation of PIS journey (Sec 4.1.1) asan example, where the
's must display, as minimum, the Payment ount, Currencyand the f p
Payee Account Name to make the PSU aware of these details (unless an SCA ASPSP recelv_es al! the details O_f the paym ent_ °r_der from the
exemption is being applied). PISP. Thisredirection flow appliesto othervariationsof PIS
' ) o . journeyscovered in detailunder Section 4.
These details must be displayed as part of the authentication journey on at * RTS Art. 5(1)(a) 28 ASPSP Required
least one of the following screens without introducing additional confirmation
screens (unless supplementary information is required, refer to section 4.1.2):
1. Authentication screen (recommended).
2. ASPSP to PISP redirection screen.
* Trustee P3/P4
letter Actions P3
A2 and P3 A6
ASPSPs web based authentication must have no more than the number of + EBAFinal
steps that the PSU would experience when making a payment directly through Guideline 5.2 (a) 1 ASPSP Required
the ASPSP web based channel (desktop/mobile). * FCA Approach
Document
17.132,17.136,
17.138
PSUs must be redirected straight back to the PISP website/app on the same . ]
device where PISP displays confirmation of successful initiation. ESREIREGI() 25 BISE Reqlired
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2.2.3 App based redirection - AIS
Wireframes )—( Requirementsand Considerations

-/

IIIIIIIIIIIIIIIII} — Hnnnnnm

ASPSP Selection AISP to ASPSP Authentication Account ASPSP to AISP Successful
& Data Cluster Redirection Screen Selection Redirection Screen Completion of Account
Consent Steps Information Request
PSU authenticationwith the ASPSP using the ASPSP mobile appinstalled on the same device on which the PSUisconsumingthe A ISP service. Relevant Customer Insight and

. . ) . . ) . L supporting regulation
Thisenablesthe PSU to authenticate with the ASPSPwhile using an AISP foran AIS service using the same ASPSP app based authentication

method which they use when accessing the ASPSP mobile channel directly. > View CX Customer Research
AISP service could be web based or app based. The redirection must directly invoke the ASPSP appto enable the PSU to authenticate and must > View CEG Checkist

notrequire the PSU to provide any PSU identifier or other credentials to the AISP.

< u > © Open Banking Limited 2019 23
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2.2.3 App based redirection - AlS
( User Journey )—m Requirementsand Considerations

./

YOUR ASPSP

Transferring you back to e

H Transferring you to
o H YOUR ASPSP TPP

rQ‘
W

M, e,

T 3 — 3 Face ID for “ASPSP" — F T
H Press the sensor lo authenticate i 94

H ‘You are now leaving TPP and we H Cancal H You have securely logged off :
ASPSP Selection H are securely ransferring you over i - Account H from ASPSP and will shortly H Successful
& Data Cluster 1o YOUR ASPSP to authenticate i Selection be transferred back to TPP : Completion of Account
Consent Steps H i Information Request

< u > © Open Banking Limited 2019 o
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2.2.3 App based redirection - AIS

OPEN BANKING

( User Journey )—( Wireframes Requirementsand Considerations

CEG Checklist Requirements Regulatory tores ™ Participant  FPIEmeRaIOn CX Considerations
* PSRs Regs. AISPs should make the PSU aware on the inbound redirection screen that
o . : 68(3)(a), 69(2) and they will be taken to their ASPSP for authentication for account access.
AISPs must initially ask PSU to identify ASPSP so that the consent request 70(3)(a) 8 AISP Reguired
can be constructed in line with the ASPSP's data cluster capabilities. » FCA Approach €
Document 17.55,
17.56
ASPSPs should have an outbound redirection screen which indicates the
* Trustee P3/P4 status of the request and informing the PSU that they will be automatically
If the PSU has an ASPSP app installed on the same device the redirection letter Actions P3 A2 taken back to the AISP.
must invoke the ASPSP app for authentication purposes only without and P3 A6
introducing any additional screens. The ASPSP app based authentication must | « EBA Final
have no more than the number of steps that the PSU would experience when Guideline 5.2 (a) 1 ASPSP Required ; —— q
directly accessing the ASPSP mobile app(biometric, passcode, credentials) * FCA Approach ?;Zﬁ)?mj{]hotﬁ ‘Ld Agfgrsrg tirsleclli’ossgdon hieloutbolpdlredirecrionSercenitiati ely
and offer the same authentication method(s) available to the PSU when Document .
authenticating in their ASPSP’s direct channels. 17.132,17.136,
17.138
« Trustee P3/P4
letter Actions P3 A2
After authentication the PSU must be deep linked within the app to confirm and P3 A6
the account(s) which they would like the AISP to have access to without having * EBAFinal
to go through any further mandatory screens. Guideline 5.2 (a) 1 ASPSP Required
« FCA Approach
For details on deep linking see Appendix 7.3. Document
17.132,17.136,
17.138
,rAeIEE:s?hould confirm the successful completion of the account information — 18 AlSP D

To demonstrate an app based redirection part of the journey, we have used the AISP initial setup (Sec 3.1.1) asone example.

The app based redirection flow appliesto other AlS journeyscovered in detailunder Section 3.

< u > © Open Banking Limited 2019 o5
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2.2.4 App based redirection - PIS

m Wireframes )—( Requirementsand Considerations )
NI — T
Enters Account PISP to ASPSP Authentication ASPSP to PISP Successful Payment
Details & Confirms Redirection Redirection Initiation Confirmation
Payment Screen Screen
PSU authentication, with the ASPSP using the ASPSP mobileapp installed on the same device on whichthe PSU isconsuming the PISP service. Relevant Customer Insight and

. . . . . i . o supporting regulation
Thisenablesthe PSU to authenticate with the ASPSPwhile using a PISP for a PIS service using the same ASPSP app based authentication

method that they use when accessing the ASPSP mobile channel directly. > View CX C R
The PISP service could be web based orapp based. The redirection must directly invoke the ASPSP appto enable the PSU to authenticate and > View CEG Checkist

must not require the PSU to provide any PSU identifier or other credentials to the PISP.

< u > © Open Banking Limited 2019 26
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2.2.4 App based redirection - PIS
( User Journey )—m Requirementsand Considerations

./

Vo - I
Payment total £3194 0 H . ] H

To consent to this transaction, i Authenticate to make payment e

Thank you

Your payment has been submitted

check the details below

Payee information : : Amount: £31.94 : s Transaction ID: 0-9328-472398
yee : Payment details To: MERGHANT H Payment details H Total paid: £31.94
£31.94 to MERCHANT H e
e . MERCHANT £31.94 to MERCHANT
Sort code: 20-40-60 H Payment details
Account number 08765432 H Me, = i A :
TR paymentreference:  MerchontLid [N g ® | x jo— Berkneme YOURASPSE g pnuunnn i mn
: H H Sort code: 48-59-60
i i Account number: 12348879
P inf « " e H
ayment information You are now leaying TPP and Fingerprint ID for “ASPSP' i You have securely logged off from : P — A
Press the Home Button to Access. H H
ank—e YOURASPSP are being securely ransferred to i | YourAseseanwilsnortybe | i
YOUR ASPSP to authenticate ' transferred back to TPP H Do you want lo save these payment
Sort code: 48-60-60 Cancel : detals for future ransactions?
Account number: 12346879 H
You will be securely transferred to YOUR H i
ASPSP to authenticate and make the payment : H : H

. . o What the research says
e These detailsmustbe displayed aspart of the authenticationjourney, on atleast one Consumer research has shown that people feel authentication
ofthe foIIowmg_screensywtr_]out |nFroducmg addltlopal confirmationscreens (unless via Fingerprint ID addsa reassuring sense of security to the
supplementary informationisrequired, referto section 4.1.2) ]
— journey.
> See more
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CEG Checklist Requirements

PISPs must allow the PSU to either enter the account details or select the

Customer Experience Guidelines | Authentication methods

2.2.4 App based redirection - PIS
C User Journey )—C Wireframes

ntsand Considerations

Regulatory

Reference

OPEN BANKING

CEG ChecHist
Reference

Participant

Implementation
Requirements

account with their ASPSP. ° WA 28 FIEP Requiiee
* PSRs Reg.
68(3)(a), 69(2) and
PISPs must communicate information clearly to the PSU when obtaining . ;%?f) ] 8 PISP Required
consent in order to initiate the payment order. Docu m';’?'n 17.55 ed
17.56
» EBAFinal
Guideline 5.1(b)
and 5.2(a)
If the PSU has an ASPSP app installed on the same device the redirection : EaBrA Orplr;:osrz)
must invoke the ASPSP app for authentication purposes only without . .ﬁ’. ruz?e:,;slp 4 5a ASPSP Required
introducing any additional screens and offer the same authentication method(s) Jetter Action P3 A6 &
available to the PSU when authenticating in their ASPSP’s direct channels. - FCA Approach
Document
17.132,17.136,
17.138
ASPSPs must display as minimum the Payment Amount, Currency and the
Payee Account Name on to make the PSU aware of these details (unless an
SCA exemption is being applied).
These details must be displayed as part of the authentication journey on at * RTS Art. 5(1)(a) 28 ASPSP Required
least one of the following screens without introducing additional confirmation
screens (unless supplementary information is required, refer to section 4.1.2)
1. Authentication screen;
2. ASPSP to PISP outbound redirection screen.
* Trustee P3/P4
letter Actions P3 A2
and P3 A6
ASPSPs app based authentication must have no more than the number of * EBAFinal
steps that the PSU would experience when directly accessing the ASPSP Guideline 5.2 (a) 1 ASPSP Required
mobile app (biometric, passcode, credentials). » FCA Approach
Document
17.132,17.136,
17.138
PSU must be redirected straight back to the PISP website/app on the same - PSRs Reg. 44(1) 2% PISP Required

device where PISP displays confirmation of successful initiation.

< u > © Open Banking Limited 2019

CX Considerations

PISPs should provide messaging on their inbound redirection screen to inform
PSU that they will be taken to their ASPSP to authenticate to complete the

3 payment.
PISP should displayin the Redirection screen the Payment Amount, Currency
and the Payee Account Name to make the PSU aware of these details.

ASPSPs should have outbound redirection screen which indicates the status
7 of the request and informs the PSU that they will be automatically taken back to
the PISP.

8 ASPSPs should inform the PSU on the outbound redirection screen that their
session with the ASPSP is closed.

To demonstrate an app based redirection part of the journey we have
used one variationof PIS journey (Sec 4.1.1) asan example, where the
ASPSP receivesall the detailsof the payment order from the PISP.
Thisredirection flow appliesto othervariationsof PIS journeyscovered
in detail under Section 4.
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2.2.5 App-to-browser redirection — AIS

It is possible that a PSU using a mobile device does not have their ASPSP mobile app

installed, or their ASPSP does not provide an app at all. In these instances, the TPP app

will need to launch the native mobile brow serin order to present the PSU w ith their
ASPSP's webchannel to authenticate.

It is imperative in these circumstances that the brow ser channel has been optimised for
mobile brow ser and device type.

2.2.6 Browser-to-app redirection

Conversely, a TPP may be brow ser only, but this should not preclude a PSU from
having their ASPSP app invoked if the PSU is using a mobile brow ser and has the
ASPSP app installed on their device. In this situation, the TPP brow ser should invoke
the app for authentication and follow ing authentication, the PSU needs to be redirected
back to the TPP brow ser.

If a PSU is using a desktop to access the TPP, then under the redirection model the
journey will have to be completed on the ASPSP brow ser channel. Only w ith Decoupled
authentication can the PSU use their app to authenticate in this situation.

< [_| > © Open Banking Limited 2019

OPEN BANKING
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2.2.7 Effective use of redirection screens
Within a typical redirection journey, a customer is presented withtw oredirection screens:

* Inbound redirection screen (from TPP to ASPSP) — ow ned by the TPP - fromthe TPP
domain to the ASPSP domain, after the PSU has provided consent to the TPP for the
account information or payment initiation service. For the avoidance of doubt, ASPSPs
must not present any additional inbound redirection screens.

» Qutbound redirection screen (from ASPSP to TPP) — ow ned by the ASPSP - from the
ASPSP domain to the TPP domain, after the ASPSP has authenticated the PSU.

The research has suggested that the redirection screens are a useful part of the process,
providing customer trust. The follow ing reasons are noted:

» They help customers navigate their online journey and inform them of w hatis going to
happen next.

» They help create a clear sense of separation betw een the TPPs domain and the ASPSPs
domain.

The research has suggested that the messaging on the redirection screens serves to
reassure the customer that they are in control and helps engender trust. For example,
customers w ill be more willing to trust the process if they feel there is a partner (TPP or
ASPSP) on their side that is know nand reputable (use language such as ‘we’, ‘our’). In this
sense, the use of words that indicate that the customer is in control and taking the lead are

key, as these are indications that the TPP or the ASPSP is w orking with or for the customer.

< [_| > © Open Banking Limited 2019

OPEN BANKING

Transferring you to your i Transferring you back to
ASPSP : TPP
You are now leaving TPP and : You have securely logged off
we are securely transferring you : from ASPSP and will shortly
over to your ASPSP be transferred back to TPP
to authenticate :

encourage widertake up without causingirritation asthe time
delay providesreassurance of the bank's involvement. Thisis
important to older consumersand the lessfinancially savvy.

> See more

What the research says
A two to three second delay on the redirectionsscreens, may
=
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2.3 Decoupled authentication

A major addition to the Open Banking standards know n as “Decoupled”
authentication, w heretypically the PSU uses a separate secondary device to
authenticate withthe ASPSP. This model allow s for a number of innovative solutions
and has the added benefit of allowing a PSU to use their mobile phone to
authenticate. Taking advantage of biometrics for SCA, w herethey are engaging with
a PISP through a separate terminal, such as a point of sale (POS) device.

We have used examples fora PIS journey, but the same principles apply for AIS and
CBPIl journeys.

Under the Decoupled standard, the follow ing customer experiences are available:

< C] > © Open Banking Limited 2019

OPEN BANKING

Featured journeys

2.3.1 Model A: Static PSU identifier

2.3.2 Model B: ASPSP generated identifier

2.3.4 Model D: PSU witha TPP account
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2.3.1 Model A: Static PSU identifier

PSU provides a static identifier to the TPP (AISP/PISP/CBPII) which is passed to ASPSP to identify the PSU

m Wireframes )—( CEG ChecKist Requirements )—( CXConsiderations)

Select ASPSP, Payment Information Confirm
Select Mobile App Summary & Proceed Transaction
Available & Enter ID

Push Payment Confirmation &
Notification Authentication Original Device Referral

—O0—0—0—

A decoupled authentication flow, where the PSU providesa static identifierto the TPP (AISP/PISP/CBPIl) which isused by the ASPSP to notify the

Relevant Customer Insight and
PSU, such thatthe PSU can authenticateusing the ASPSP appon a separate device.

supporting regulation
Thisenablesthe PSU to use the same app based authentication method with the ASPSP they use when accessing the ASPSP mobile appdirectly.

> View CX Customer Research
Thismodel isbest suited to TPP appswith good userinput options(e.g. website on PC/laptop ) but also where POS terminalscan scan debit card > View CEG ChecKist
numbersand automatically resolve the ASPSP ifthese are used as a customeridentifiers.

The exact type of identifier supported by the ASPSP must be published by the ASPSP.
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2.3.1 Model A: Static PSU identifier

PSU provides a static identifier to the TPP (AISP/PISP/CBPII) which is passed to ASPSP to identify the PSU

( User Journey )—m CEG CheckKist Requirements )—( CXConsiderations)

ASPSP APP

PISI WEB
PISP DESKTOP

PISP DESKTOP PISP DESKTOP

Payment total: £3194 Payment total £31.94 Your payment has been submitted
FURCERRRRERRRN R RR | - Select payment method s To consent to this transaction, -’ g Thank you
" check the details below -
DR Cort £ Payoe nformation Transaction ID: 00326472308
Total paia: 3134
Piyky samny: MEHCHANT: YOUR ASPSP APP YOUR ASPSP APP
Pay by bank account v oot cotve 20090, Payment details
Paying with your bank account is completely o e
sate and secure with Open Barking. Payment ref.: MERCHANTLTD e ' AR Your ASPSP
Name: MERCHANT Payment information Thank you Ordor reforence:  MERCHANTLTD
R e ‘Bank name: You ASPSP Your payment has been submitted
Paymont reference;  Morchant Lid
YOUR ASPSP APP ot mow For sacurity reasons you have naw
been logged off the mobile banking app.
- &
List of banks (ASPSPs) v
[ npineey ¥ b 3154 T R T )
Do you have
pedoctiound N O XU O L
AEC AR Mot | “

payment. Thismeansthat, if PIS journey designsfollow similar
patterns, consumers will be comfortable with them. Many
welcome the additional level of security decoupled
authentication provides.

> See more

What the research says
O Research shows that consumers are familiar with decoupled
authentication when making a payment or setting up a new
—
=
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2.3.1 Model A: Static PSU identifier

PSU provides a static identifier to the TPP (AISP/PISP/CBPII) which is passed to ASPSP to identify the PSU

( User Journey )—( Wireframes CEG ChecKist Requirements CX Considerations )

: . Regulatory CEG ChecHist <64 Implementation
CEG Ch ec kl ist Re q uirements Reference Reference I PEETE Requirements
PSU payment Account Selection
1 | PISPs must provide PSUs at least one of the following options: * nfa 24 PISP Required
. Enter their Payer's payment Account Identification details.
*  Select their Account Identification details (this assumes they have been saved previously).
* Trustee P3/P4 letter Actions P3 A2 1
and P3 A6
5 After the PSU enters the specified identifier, if the PSU has an ASPSP app then the ASPSP must notify the PSU through the ASPSP app for authentication E(B:ﬁl:na: ogghdggiigr@ ASPSP Required
purposes, without introducing any additional screens. The notification must clearly mention the payment request with the amount and the payee. 17132 '1"; 136, 17.138 €
- RTS Art. 5(1)(3) 2
* Trustee P3/P4 letter Actions P3 A2
- . ) . and P3 A6
6 ;r(;i iﬁeSPSP(gi%[;n k;e:rsigd aut:ggﬂd:agfgd‘ren nz :]tsr)la\e no more than the number of steps that the PSU would experience when directly accessing the ASPSP - EBA Final Guideline 5.2 (a) ASPSP Required
ap » pas ! . * FCA Approach Document 1
17.132,17.136, 17.138
8 The PISP must confirm successful confirmation of payment initiation. * PSRs Reg 44(1) 26 PISP Required

To demonstrate a Model A based decoupled journey, we have used one variation of PIS journey (Sec 4.1.1) asan example
where the ASPSP receivesall the detailsof the payment order from the TPP.

Thisflow appliesto othervariationsof PIS journeyscovered in detail under Section4, AISP journeyscovered under Section 3
and CBPIljourneyscovered under Section5.
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2.3.1 Model A: Static PSU identifier

PSU provides a static identifier to the TPP (AISP/PISP/CBPII) which is passed to ASPSP to identify the PSU

( User Journey )—( Wireframes )—( CEG CheckKist Requirements CX Considerations
CX Considerations

2 PISPs should present the PSU with the authentication options supported by the ASPSP which in turn can be supported by the TPP
device/channel (for e.g. A TPP kioskthat can only support authentication by ASPSP mobile app).

3 If PISPs and ASPSPs support Model A, then the TPP should request from the PSU the identifier which is supported by their ASPSP.

4 The PISP should make the PSU aware about how this identifier will be used.

7 If the PSU is logged off from the ASPSP app, the ASPSP must make the PSU aware that they have been logged off and notify them to check
back on the originating TPP app.
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2.3.2 Model B: ASPSP generated identifier

PSU provides an ASPSP generated unique identifier to the TPP (AISP/PISP/CBPII) which is then passed back to ASPSP to identify the PSU

m Wireframes )—( Requirementsand Considerations )

=S

Payment Receive Code Confirm
Summary with Transaction
Instructions
Generate Payment Info Payment Confirmation &
Code & Proceed Authentication Original Device Referral

—0— 0—0—0—

A decoupled authentication flow where the PSU providesa dynamic identifier generated with their ASPSP to the TPP (AISP/PISP/CBPII) which is Relevant'F CUSton; etr Insightand
then used by the ASPSP to identify the PSU throughthe ASPSP app to authenticate and action the TPP request. supporting regufation
Thismodel isbest suited to a TPP app that can "capture” the code from the ASPSP app (e.g. by scanning a QR code). > View CX Customer Research

. . . Y . . . . g S !i S ; g! S
Alternatively,the PSU can be promptedto type in an identifierinthe TPP App. Thismay be a long seriesof charactersand m ay resultin a sub- > Yiew CEG Checki
optimal customer experience.
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2.3.2 Model B: ASPSP generated identifier

PSU provides an ASPSP generated unique identifier to the TPP (AISP/PISP/CBPII) which is then passed back to ASPSP to identify the PSU

( User Journey )—m Requirementsand Considerations )

Your payment has been submitted

n Payment total: 9 = 9 Thank you T

£31.04 Transaction ID: 0-8328-472398.

Scan QR Code here Tl e Aie
YOUR ASPSP APP YOUR ASPSP APP YOUR ASPSP YOUR ASPSP APP
> Payment details

Authenticate to make payment .

@ 0 © I ek

To consent to this transaction, please One Time ID Bank name: Your ASPSP
3 Pleasa check the details beiow are cormect Order reference: MERCHANT LTD
::w-mmmmrum 45678 - i
Payee name: 'MERCHANT
YYour code will be valid for: PR 3 Your paymant has been submited
30s Accountno.: sa785432
For security reasans you have row
been logged off the mabile banking app
Y
Please rotum jnal device
= -‘9 == (e, —

—‘ Sort code.

kit e i L n ﬂ

Payment ret.: MERCHANT LTD
Amount £3194
-
-

What the research says
We have illustrated an examplewhere the dynamic identifierisa QR code and is scannable by the TPP. Research shows that consumers are familiar with decoupled
The code generatedby the ASPSP ishowever not limitedto QR code. authentication when making a payment or setting up a new
) ) . ) ) o —] payment. Thismeansthat, if PIS journey designsfollow similar
The general guidanceisthat the code generationwith the ASPSP should notintroduce friction in the =] patterns, consumers will be comfortable with them. Many
journey. ' ’

welcome the additional level of security decoupled
authentication provides.

> See more
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2.3.2 Model B: ASPSP generated identifier

PSU provides an ASPSP generated unique identifier to the TPP (AISP/PISP/CBPII) which is then passed back to ASPSP to identify the PSU

( User Journey )—( Wireframes Requirementsand Considerations

OPEN BANKING

If PISPs and ASPSPs support Model B then the PISP should provide the PSU
information on how the identifier can be generated with their ASPSP and make
the PSU aware about how this identifier will be used.

CX Considerations

PSUs should be able to easily provide the identifier to the PISP application
(e.g. scan the code into the Kioskin this instance).

ASPSPs must make the PSU aware that they have been logged off from the
ASPSP app and notify them to check back on the originating PISP app.

: . Regulatory CEG ChecKist P Implementation
CEG Ch ec kl ist Re CI uirements Reference Reference PN Requirements
1,2 Not shown in the diagram but as in 1 & 2 in Model A. * RTS Art. 36(4) 22 PISP Required
« EBA Opinion
paragraph 50
« Trustee E‘BIP4
4 PSUs use the ASPSP app to generate the unique identifier. IAeéter Acuoily 6 ASPSP Recommended
« EBAFinal
Guideline 5.1
After the PSU provides the ASPSP app generated identifier to the PISP, then « RTS Art. 5(2)(a)
6 the ASPSP must display the payment request within the same session of the . 28 ASPSP Required
ASPSP app and clearly mention the amount and the payee.
« Trustee P3/P4
letter Actions P3
A2 and P3 A6
ASPSPs must apply SCA which should have no more than the number of « EBA Final
7 steps that the PSU would experience when directly accessing the ASPSP Guideline 5.2 (a) 1 ASPSP Required
mobile app (biometric, passcode, credentials). « FCA Approach
Document
17.132,17.136,
17.138
9 The PISP must confirm successful confirmation of payment initiation. * PSRs Reg. 44(1) 26 PISP Required

To demonstrate a Model B based decoupledjourney, we have used one variationof the PIS journey (Section 4.1.1)asan
example, where the ASPSP receivesall the detailsof the paymentorder from the PISP.

Thisflow appliesto othervariationsof PIS journeyscovered in detail under Section4, AISP journeyscovered under Section 3
and CBPIl journeyscovered under Section5.

< u > © Open Banking Limited 2019
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2.3.3 Model C: TPP generated identifier

PSU provides a TPP (AISP/PISP/CBPII) generated unique identifier to the ASPSP to identify the request from the TPP

m Wireframes )—( Requirementsand Considerations )

J :
I|IIIIII|I|II> % %lIIlIIllIIlIIIIIIIIII|IIII
Select ASPSP Payment Information Sl
& Select Mobile Summary & Code Transaction
App Available Generated + Instructions
Payment Info Payment Confirmation &
Receive Code & Proceed Authentication Original Device Referral
A decoupled authentication flow where the PSU providesa dynamic identifier generated with their ASPSP to the TPP (AISP/PISP/ CBPII), which is Relevant'F CUSton; etr Insightand
then used by the ASPSP to identify the PSU throughthe ASPSP appto authenticate and action the TPP request. supporting regufation
Thismodel isbest suited to a TPP app that can "capture” the code from the ASPSP app (e.g. by scanning a QR code). Alternatively, the PSU can be > View CX Customer Research

prompted to type in an identifierin the TPP App. Thismay be a long seriesof characters and may resultin a sub -optimal customer experience. > View CEG ChecKi
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2.3.3 Model C: TPP generated identifier

PSU provides a TPP (AISP/PISP/CBPII) generated unique identifier to the ASPSP to identify the request from the TPP

( User Journey )—m Requirementsand Considerations )

KIOSK ASPSI

\L Payment total £31.94 Payment total £31.94
7 1| Select payment method s To consent to this transaction, -’ sl Thank you T
Pavira 1 check the details below ‘
vevice 1 Transaction ID: 0-8328-472398
Payee information:
Total paid: £31.94
— R YOUR ASPSP APP YOUR ASPSP APP
Q"y by bank account v Sort code: 204060 Payment details
Paying with your bank s completely fccoiet eos T
| ey | | IR | 1B . ° I o S s
Order reference: MERCHANT LTD
Name: MERCHANT Payment nlormai Thank you
Sort code: 204080 it Your payment has boen submitied
Sort code: 48.50-60 ‘Account no.:.
Payment reference: Merchant Lid
Account numbar: 12348879 Payment rof - o
‘Amount
‘Selact your account -
(@) P-v::vmu-mw - o Ploasa rotum to your orginal device -P’
: © sotyourbank e % oo s e s L2 b
2 ool gyt e e st
PRI -
EiE =
Account rumber
o iy :
Back - H _‘ a
=l Cted =
Q) ‘swlect your bank 45678
=n

We have illustrated an examplewhere the dynamic identifierisa QR code and scannable by the ASPSP app.
The code generatedishowevernot limited to QR code and the optionssupported are chosen by the ASPSP.
The general guidanceisthat the use of the code within the ASPSP app should notintroduce frictionin the journey.
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2.3.3 Model C: TPP generated identifier

OPEN BANKING

PSU provides a TPP (AISP/PISP/CBPII) generated unique identifier to the ASPSP to identify the request from the TPP

( User Journey )—( Wireframes Requirementsand Considerations

: . Regulator CEG ChecKist P Implementation . .
CEG Checklist Requirements e Reforence | Participant b e CX Considerations
PISPs must present PSUs with the authentication options supported by the
1 For this step, please refer Section 4.1.1, step 1 & step 2. ASPSP which in turn can be supported by the PISP device/channel (e.g. A
PISP kiosk that can only support authentication by ASPSP mobile app).
After the PSU the scans identifier from the PISP within the ASPSP app, then g:r:zfa?e?jnf? oernStFt:SF:Si’lg)mrot t’;feog%lg (?Zn (F;Eiidr:;J ::] gzﬁé?ﬁéﬂeggim
5 the ASPSP must display the payment request and clearly mention the amount * RTS Art. 5(1)(a) 28 ASPSP Required P o e )
the identifier should be used within the ASPSP app (e.g scan QR code with the
and the payee and payment account. ASPSP app).
« Trustee P3/P4 ) o
letter Actions P3 PSUs should be able to easily use the identifier presented by the PISP
ASPSPs performs SCA. A2 and P3 A6 application (e.g. scan the code from the Kioskin this instance) without much
« EBAFinal friction (e.g of manually entering an alphanumeric code).
The ASPSP app based authentication must have no more than the number of Guideline 5.2 (a) 1 ASPSP Required
steps that the PSU would experience when directly accessing the ASPSP « FCA Approach
mobile app (biometric, passcode, credentials). Document
17.132,17.136, ASPSPs must make the PSU aware that they have been logged off from the
17.138 ASPSP app and notify them to check back on the originating PISP app.
8 The PISP must confirm successful confirmation of payment initiation. * PSRs Reg. 44(1) 26 PISP Required

To demonstrate Model C based decoupled w e have used one variation of PIS journey (Sec 4.1.1) as an
example, wherethe ASPSP receives all the details of the payment order via the code generated by the PISP.

This flow applies to other variations of PIS journeys covered in detail under Section 4, AISP journeys covered
under Section 3 and CBPIl journeys covered under Section 5.

< u > © Open Banking Limited 2019
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2.3.4 Model D: PSU with a TPP account

TPP (AISP/PISP/CBPII) passes the PSU's stored unique identifier to the ASPSP to identify the PSU

m Wireframes )—( Requirementsand Considerations )

OPEN BANKING

IIIIIIIIIIIII}

Voice Command
Checkout Using
Stored Details

Push Payment Confirmation &
Notification Authentication Original Device Referral

Confirm

Transaction

A decoupled authentication flow where the TPP (AISP/PISP/CBPII) providesthe ASPSP a stored PSU identifier, generated by the ASPSP

from a previousPSU transaction. Thisisused by the ASPSP to notify the PSU such that the PSU can authenticate using the ASP SP app on a
separate device.

Thismodel isideally suited where the servicesoffered by the TPP involvesPOS, telephony, orwhere PSU interactionwith the TPP isnot
possible through a graphical interface (IoT devices), oreven when the PSU may not be present within the TPP channel.

< u > © Open Banking Limited 2019

Relevant Customer Insight and
supporting regulation

S Vi
> View CEG ChecHKist
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2.3.4 Model D: PSU with a TPP account

TPP (AISP/PISP/CBPII) passes the PSU's stored unique identifier to the ASPSP to identify the PSU

( User Journey )—m Requirementsand Considerations )

loT DEVICE ASPSP APP loT DEVICE
mn ﬁ ﬁ TR
Device 1
Payment total:
£31.04 YOUR ASPSP YOUR ASPSP APP
Payment to be made from
‘'saved payment details? “Thank you, your
order is now
----------- - - - - - complote ———— -
Yes
Your payment has been submitted
3 =
YOUR ASPSP APP S For security reasons you have now
been logged off the mobile banking app
Please respond to the Payment request notification Fingerprint ID for “ASPSP”
o mn::ﬂtnﬁ::'w:w ?n:ounl: £31.94 To: MERCHANT Press the Home Button to Access Phaaan rakin o ycus el cevios
) this payment securely P
Device 2 Cancel

Note: Thisexample isnot
illustrating a voice based
SCA with the ASPSP.
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2.3.4 Model D: PSU with a TPP account

TPP (AISP/PISP/CBPII) passes the PSU's stored unique identifier to the ASPSP to identify the PSU

( User Journey )—( Wireframes Requirementsand Considerations

OPEN BANKING

CEG ChecHist
Reference

Regulatory
Reference

Implementation
Requirements

CEG Checklist Requirements

Participant

CX Considerations

The ASPSP must notify the PSU through the ASPSP app for authentication
2 purposes only without introducing any additional screens. The notification must
clearly mention the payment request with the amount and the payee.

* Trustee P3/P4
letter Actions P3
A2 and P3 A6

» EBAFinal
Guideline 5.2 (a)

* FCA Approach
Document
17.132,17.136,
17.138

* RTS Art. 5(1)(a)

28

ASPSP

Required

PISP |oT device through wice enabled commands asks if they would like to
checkout for the requested payment using their stored ASPSP account.

After the PSU confirms, the PISP uses the stored PSU identity with the ASPSP
to request for payment.

The ASPSP must make the PSU aware that they have been logged off from
the ASPSP app and notify them to check back on the originating PISP app.

The ASPSP app based authentication must have no more than the number of
3 steps that the PSU would experience when directly accessing the ASPSP
mobile app (biometric, passcode, credentials).

* Trustee P3/P4
letter Actions P3
A2 and P3 A6

» EBA Final
Guideline 5.2 (a)

» FCA Approach

ASPSP

Required

Document
17.132,17.136,
17.138

5 The PISP must confirm successful confirmation of payment initiation. * PSRs Reg 44(1) 26 PISP Required

We have used one variation of the PIS journey (Sec 4.1.1) asan example, where the ASPSPreceivesallthe
detailsof the payment orderviathe TPP device.

The voice commandsare an example of howthe PSU interactswith the TPP.

Thisflow appliesto othervariationsof PIS journeyscovered in detail under Section4, AISP journeyscovered
under Section 3 and CBPIl journeyscovered under Section 5.

< u > © Open Banking Limited 2019

44



Customer Experience Guidelines | Authentication methods OPEN BANKING

2.4 RTS SCA Exemptions

SCA -RTS includes a number of exemptions fromthe application of strong customer 1

authentication, w hichinclude payments made to trusted beneficiaries, low value Featured Journ eyS
payments and payment based on transaction risk analysis. The application or not of

SCA and th t impl tati f SCA ti is at the ASPSP . . .
discr:t?on S REHI ST ST SIS D U - 2.4.1 ASPSP applies an available exemption

This section highlights the OB API Standard capabilities to allow PISPs to provide
sufficientinformation about a transaction and about the PSU (if available) to enable
the ASPSP to determine w hether or not the exemptions are applicable.
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2.4.1 ASPSP applies an available exemption

m Wireframes )—( Requirementsand Considerations )
NN — T
Enters Account PISP to ASPSP Authentication ASPSP to PISP Successful
Details & Confirms Redirection Redirection Payment Initiation
Payment Screen Screen Confirmation

Where all information fora complete payment order (including the PSUs account details)ispassed from PISPsto ASPSPs, once PSUs have been
authenticated, PSUsmust be directed backto the PISP domain withoutany further stepstaking place. Thisexcludesthe cases where supplementary
information isrequiredto be provided to PSUsas described in Section 4.1.2.

When the ASPSP determinesthat an available exemptionisapplicable to the payment order submitted viathe PISP, they may choose notto apply
SCA. The SCA and the application of exemptionsissolely within the domain of the ASPSP.
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2.4.1 ASPSP applies an available exemption

( User Journey )—m Requirementsand Considerations

Payment total £21.94
Select payment method
Pay by bank account v

Paying with your bank account is completely
safe and secure with Open Banking.

Name:

Sort code:
Account number:
Payment reference:

MERCHANT
20-40-60
88765432
Merchant Lid

O setect your account

(®) Add your bank details

| Sort code |
| Account number |
Back

O seiect your bank

OPEN BANKING

./

£21.94

Payment total

To consent to this transaction,
check the details below

Payee information
Payee name: MERCHANT
Sort code: 20-40-60
Account number: 88765432
Payment reference: Merchant Ltd
Payment information
Bank name: YOURASPSP
Sort code: 48-59-60
Account number: 12346879
Payment date: 19/03/18 (today)

You will be securely transferred to YOUR
ASPSP to authenticate and make the payment

“ .

Payment details
£21.94 to MERCHANT

\I/’

e You are now leaving TPP and

are being securely transferred
to YOUR ASPSP. You may have
o authenticate

YOUR ASPSP

Authenticate to make payment

Amount: £21.94 6

To: MERCHANT

Enter your user ID

Enter your memorable word

- 0.000@

1st  2nd  3rd  4th  S5th 6th

Forgotten your Lisemame?

These detailsmust be displayed aspart of the authenticationjourney on atleastone
of the following screenswithout introducing additional confirmation screens(unless
supplementary informationisrequired, referto section 4.1.2)

< [j > © Open Banking Limited 2019

Payment details
£21.94 to MERCHANT

\I['

You have securely logged off from
YOUR ASPSP and will shortly be
transferred back to TPP

Thank you

Your payment has been submitted

Transaction ID: 0-9326-472398
Total paid: £21.94
Payment date: 18/03/19 (today)
Payment details
Bank name: YOURASPSP
Sort code: 48-59-60
Account number: 12346879
Order reference: Merchant Ltd
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2.4.1 ASPSP applies an available exemption
( User Journey )—( Wireframes

CEG ChecHist

Regulatory

Implementation

CEG Checklist Requirements Reference Reference Participant | g o lirements CX Considerations
1 PISPs must allowthe PSU to either enter the account details or - 24 PISP Required PISPs should provide messaging on their inbound redirection screen to inform
select the account with their ASPSP. PSU that they will be taken to their ASPSP to authenticate to complete the
3 payment.
- PSRs Reg. 68(3)(a), 69(2) PISP should displayin the Redirection screen the Payment Amount, Currency
2 PISPs must communicate information clearlyto the PSU when and 70(3)(a) q TR Required and the Payee Account Name to make the PSU aware of these details.
obtaining consent in order to initiate the payment order. « FCA Approach Document <y
17.55, 17.56 ) )
7 The ASPSP may to apply an available SCA exemption.
« EBA Final Guideline 5.1(b)
If the PSU has an ASPSP app installed on the same device the and 5.2(a) ASPSPs should have outbound redirection screen which indicates the status
redirection must invoke the ASPSP app for authentication purposes « EBA Opinion paragraph 50 A q g
4 only without introducing any additional screens and offer the same « Trustee P3/P4 letter Action 5a ASPSP Required 8 g;hslsrgq Uestandiniorste RSUltattbeyvilbeaionarcel Vitalealbacki
authentication method(s) available to the PSU when authenticating in P3 A6 i
their ASPSP’s direct channels. « FCA Approach Document
17.132,17.136,17.138 9 ASPSPs should inform the PSU on the outbound redirection screen that their
session with the ASPSP is closed.
ASPSPs must display as minimum the Payment Amount, Currency
and the Payee Account Name on to make the PSU aware of these
details (unless an SCA exemption is being applied).
These details must be displayed as part of the authentication journey | .
S on at least one of the following screens without introducing additional RISACED () 28 ASheh Requited
confirmation screens (unless supplementary information is required,
refer to section 4.1.2):
1. Authentication screen;
2. ASPSP to PISP outbound redirection screen.
« Trustee P3/P4 letter Actions
ASPSPs app based authentication must have no more than the P3 A2 and P3 A6
6 number of steps that the PSU would experience when directly « EBA Final Guideline 5.2 (a) 1 ASPSP Required
accessing the ASPSP mobile app (biometric, passcode, credentials). « FCA Approach Document
17.132, 17.136, 17.138
PSU must be redirected straight back to the PISP website/app on the
10 same device where PISP displays confirmation of successful * PSRs Reg. 44(1) 26 PISP Required
initiation.
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To demonstrate an app based redirection part of the journey we have
used one variationof PIS journey (Sec 4.1.1) asan example, where the
ASPSP receivesall the detailsof the payment order from the PISP.
Thisredirection flow appliesto othervariationsof PIS journeyscovered
in detail under Section 4.
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2.4.2 Using an available exemption with a customer identifier

Wireframes )—( Requirementsand Considerations )
Hunnnnnnnnnp — T L
Enters Account PISP to ASPSP ASPSP to PISP Successful Payment
Details & Confirms Redirection Redirection Initiation Confirmation
Payment Screen Screen

Where all information fora complete payment order (including the PSUs account details)ispassed from PISPsto ASPSPs, once PSUs have been
authenticated, PSUsmust be directed backto the PISP domain withoutany further stepstaking place. Thisexcludesthe cases where supplementary
information isrequiredto be provided to PSUsas described in Section 4.1.2.

ThisJourney can be used for subsequent transactionsafteran initial payment hasbeen successfully made and detailsheld for future use See 4.1.1
#11. The PISP will provide to the ASPSPin any subsequent transactionsa hint of the PSU’sidentity by sending the customeridentifier aspart of the

paymentrequest. Thiswillenablethe ASPSPto facilitate a journey withlessfriction, in instanceswhere the ASPSP determinesthat SCA isnot
required based on an available exemption.
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OPEN BANKING

2.4.2 Using an available exemption with a customer identifier

( User Journey )—m Requirementsand Considerations

Payment total £21.94

Select payment method

Pay by bank account v

Paying with your bank account is completely
safe and sacure with Opan Banking.

Name: MERCHANT
Sort code: 20-40-60
Account number: 98765432
Payment reference: Merchant Ltd

() Select your previously saved account G

O Acd your bank detaits

I Sort code |

[ Aocount e |

O select your bank

./

Payment total £21.94

'To consent to this transaction,
check the details below

Payee information

Payee name: MERCHANT
Sort code: e 20-40-60
Account number: 98765432
Payment reference: Merchant Ltd
Payment information
Bank name: ‘YOUR ASPSP
Sort code: 48-50-60
Account number: 12348879

By clicking on confirm you will be
authorising this payment and will be
securely transferred to YOUR ASPSP to
authenticate,

“

Payment details
£21.94 to MERCHANT

A

You are now leaving TPP and
are being securely transferred
o YOUR ASPSP. You may have
to authenticate

@ These detailsmustbe displayed aspart of the authenticationjourney on atleastone
of the following screenswithout introducing additional confirmation screens (unless
supplementary informationisrequired, referto section 4.1.2)

<0 >
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Payment details
£21.94 to MERCHANT

vy,

You have securely logged off from
YOUR ASPSP and will shortly be
transferred back to TPP

Thank you

Your payment has been submitied

Transaction ID: 0-9328-472398
Total paid: £21.94
Payment details
Bank name: YOUR ASPSP
Sort code: 48-58-60
Account number: 12346879
Order reference: Merchant Ltd
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Customer Experience Guidelines | Authentication methods
2.4.2 Using an available exemption with a customer identifier
( User Journey )—( Wireframes

CX Considerations

PISP should allowthe PSU to select the payment account identification details
of a particular ASPSP that have previously been used and stored.

The PISP will need to provide to the ASPSP a hint of the PSU’s identity by
sending the customer identifier as part of the payment request. This could then
be used by the ASPSP to facilitate a journey with less friction, in instances
where the ASPSP determines that SCA is not required based on an available
exemption.

PISPs should provide messaging to inform PSUs that they will be taken to their
ASPSPs to complete the payment.

Example wording: “You will be securely transferred to YOUR ASPSP to
authenticate and make the payment”.

PISPs should provide messaging on their inbound redirection screen to inform
PSU that they will be taken to their ASPSP to authenticate to complete the
payment.

PISP should displayin the Redirection screen the Payment Amount, Currency
and the Payee Account Name to make the PSU aware of these details.

ASPSPs should have outbound redirection screen which indicates the status
of the request and informs the PSU that they will be automatically taken back to
the PISP.

ASPSPs should inform the PSU on the outbound redirection screen that they

are being redirected backto the PISP.

Note: This would be based on customer identifier being provided by the PISP

and the transaction being eligible for any available exemptions and the ASPSP
applying the exemption.

CEG .
. : Regulatory . . Implementation
CEG Checklist Requirements i il Checklist - Participant  pgirements
PISPs must allow the PSU to either enter the account details or select the .
2 account with their ASPSP. i 2 PP ReqUied
* PSRs Reg. 68(3)(a),
3 PISPs must communicate information clearly to the PSU when obtaining 69(2) and 70(3)(a) 8 PISP Reguired
consent in order to initiate the payment order. « FCA Approach a
Document 17.55, 17.56
« EBA Final Guideline
5.1(b) and 5.2(a)
If the PSU has an ASPSP app installed on the same device the redirection : EOBA Opinion paragraph
must invoke the ASPSP app for authentication purposes only without . q
6 introducing any additional screens and offer the same authentication method(s) ;2:3?%2%24 (e o2 R REgEE
available to the PSU when authenticating in their ASPSP’s direct channels. « FCA Approach
Document
17.132,17.136, 17.138
ASPSPs must display as minimum the Payment Amount, Currency and the
Payee Account Name on to make the PSU aware of these details (unless an
SCA exemption is being applied).
8 These details must be displayed as part of the authentication journey on at * RTS Art. 5(1)(a) 28 ASPSP Required
least one of the following screens without introducing additional confirmation
screens (unless supplementary information is required, refer to section 4.1.2):
1. Authentication screen;
2. ASPSP to PISP outbound redirection screen.
PSU must be redirected straight backto the PISP website/app on the same . q
10 device where PISP displays confirmation of successful initiation. BSRSIREg R 28 RSP Reqliced

< u > © Open Banking Limited 2019
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3.0 Account Information Services (AlS)

One of the primary ambitions of these guidelines is to provide simplification and
consistency throughout each stage of the Open Banking implementation. As such, we
have defined a core set of AIS journeys to illustrate the roles played by each of the
Participants in the Open Banking ecosystem.

< C] > © Open Banking Limited 2019
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3.1. AIS Core Journeys

The Open Banking Read/Write API specifications support Account Information
Services (AIS). They enable an Account Information Service Provider (AISP) to
access account information from online payment accounts held at Account Service
Payment Service Providers (ASPSPs), in order to provide account information
services to a Payment Service User (PSU), provided they have obtained the PSU's
explicit consent.

This section describes the core journeys that support the set-up and management of
AIS. The key components are:

Account Information Consent - PSU giving consent to an AISP to request account
information from their ASPSP

Refreshing AISP Access - PSU authenticating at their ASPSP to refresh on-going
access they previously given consented to

Consent Dashboard and Revocation - AISP facility to enable a PSU to view and
revoke consents given to that AISP

Access Dashboard and Revocation - ASPSP facility to enable a PSU to view
all AISPs that have access to their account(s) and the ability to revoke that
access

Generic guidance around the effective use of re-direction screens (w henthe PSU
is transferred to and from the ASPSP domain) is included in section 2.2.5

Access Status Notifications by ASPSPs — Notifications by ASPSPs to inform
AISPs about access revocation and other access status changes related to the
PSUs account(s).

AIS Access for PSUs from Corporate Entites — PSU acting w ith delegated user
authority on behalf of a corporate entity, may only be able to use AISP services, if
this is permitted w ithin the parameters of that delegated user authority.

(Note: This section does notincludeguidancearound scenarioswhen more
thanone TPPisinvolvedinthe delivery of a service - sometimes referred to as
"Onward Provisioning". Thissubject will beaddressed as partofthe on-going
OBIE evaluationsof eIDAS and Consent/Access Dashboards.)

__} © Open Banking Limited 2019

OPEN BANKING

Featured journeys

3.1.1 Account Information Consent

3.1.2 Refreshing AISP Access

3.1.3 Consent Dashboard & Revocation

3.1.4 Access Dashboard & Revocation

3.1.5 Access Status Notifications by ASPSPs

3.1.6 AIS Access for PSUs from Corporate Entities
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3.1.1 Account Information Consent

OPEN BANKING

Wireframes )—C Requirementsand Considerations )
Optional data
access
IR
Select ASPSP, Authentication Select Accounts
Review Data Request & Proceed

& Consent

Data Request
Confirmation

In this journey the AISP presentsto the PSU a description of the data thatit requiresin orderto supportitsservice propo sition.

PSU selects the ASPSP(s) where their payment account(s)isheld. The PSUisthen directedto the domainof itsASPSP for
authentication andto select the account(s) they want to give access to. Once the PSU has been authenticated, their ASPSP wil | able
to respond to the AISP'srequest by providing the account informationthat hasbeen requested .

When considering AISP requests submitted by a PSU acting with delegated user authority on behalf of a corporate entity, the PSU
may only be able to use AISP services, if this permitted within the parameters of that delegated user authority. If the PSU does not
have the appropriate delegated user authority, please referto journey 3.1.6.

Note: Thisrefersto individualsinthe Corporate / BCP space that have the authority to share data orany other entity that has
credentials withthe ASPSP and have the authority to access the corporate accounts under their profile permissions.

< [_| > © Open Banking Limited 2019

Relevant Customer Insight and
supporting regulation

> View CX Customer Research

> View CEG ChecHKist
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3.1.1 Account Information Consent

-/

C User Journey Requirementsand Considerations

TPP AISP YOUR ASPSP TPP AISP

Consent Select and confirm account(s) to share Consent  Authenticate Complete
4 information with TPP AISP
Which bank would you like to connect to? Thank you
| Current Account wen ved the fol - )
List of banks (ASPSPs) v | o /e have received the following information
o (BERED TARESR) from your selected account(s) at ASPSP:
In order for us to offer this service, we need Savings Account Data you have shared v
your approval to access the following D

information from the accounts you hold at your WEDE) TEREE

bank or building society: -
Credit Card Account D
Data you will be sharing v 3456 8126 2193 8271

Your Account Details

Your Account Beneficiaries Details

Your Products

Your Account Details Authentication

. . N Your Transaction Credits
Your Account Beneficiaries Details Review the data you will be sharing
Your Balances

Your Products TPP AISP will access your information from your

account(s) until: Monday 20th March 2020 Your Direct Debits

Your Transaction Credits

Your Standing Order Details
Your Balances
Canc: Proce: Your Transaction Debits
Your Direct Debits
We will access your information from your
account(s) until: Monday 20th March 2020

Your Standing Order Details

Your Transaction Debits

We will access your information from your
account(s) until: Monday 20th March 2020

m e
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OPEN BANKING
3.1.1 Account Information Consent

C User Journey )—C Wireframes Requirementsand Considerations

< [_| > © Open Banking Limited 2019

: . Regulator CEG ChecKist P Implementation . .
CEG Checklist Requirements e Reforence | Participant b e CX Considerations
« PSRs Regs. AISPs should askthe PSU to identify their ASPSP before requesting consent
AISPs must provide PSUs sufficient information to enable PSUs to make an 68(3)(a), 69(2) 3 so that the consent request can be constructed in line with the ASPSP's data
informed decision, for example, detail the purpose for which the data will be and 70(3)(a) ICaplabﬂltl?St_(VW"Ch_tge Ai;’_sr]’ muslt métl"la aVEt“r:abg 103‘13" TEPS)bASF;SP
used (including whether any other parties will have access to the information) « FCA Approach TPP it EILeEs, WIS NERDITE S LD Cfran Sty DIty
the period over which it has been requested and when the consent for the Document 17.55, Required Zone will have information about the ASPSP's data capabilities.
RN W) R (EERSER CRILED CR-EIE & Qrseli) 17.56 AlSh If the customer-facing entity is acting on behalf of an AISP as its agent the PSU
1o e e A SRR e i " FCAApproach . should be made aware that the agent is acting on behalf of the AISP.
mustbe © aware ¢ agent!s acting on ortne ’ 17.55, 17.67 - This can be presented to the PSU by displaying both the agent’s name and the
regulated AISP name as:
The AISP must provide the PSU with a description of the data being requested Select and confirmaccount(s) to share information with <agent>, who is acting
using the structure and language recommended by OBIE following customer on behalf of <TPP>
research (see Data Cluster Structure & Language below) and ensure that this
request is specific to only the information required for the provision of their
account information service to the PSU.
The AISP must present the data at a Data Cluster level and allow the PSU to
expand the level of detail to show each Data Permission. The AISP should only PSRs, Reg. 70(3)( 13b AISP Required
present those data clusters relevant for the product type in question. Where the
request is for multiple product types then the detail shown in the data cluster
should explain to the customer the product types to which it applies or state that
itis shared across multiple product types.
Orf]ce PS;J hazszcgr;sent(?d, thte PSU Wi|.| be directed to their ASPSP. Please Note: “Agent" meansa person or ent|ty who acts on behalf of
refer section 2.2 Tof relevant messaging. an authorised paymentinstitution ora small payment
If the ASZSP pf:O\Iides té]mhoption for the P|SU to View thfe data th6yhhave be institutionin the provision of payment servicesincluding
consented to share with the AISP as supplementary information, this must H : P
done using the structure and language recommended by OBIE following CMA Order 10.2 13a ASPSP Required accountinformation services.
customer research (see Data Cluster Structure & Language below). Display of i
such information must not be provided to the PSU as a default. When an agent actson behalf of the AISP, the PSU mustin
« EBA Opinion the case of requirement#2 and should in the case of
paragraph 13 requirement #4 be made aware of thiswithin the consent
ASPSPs must not seek confirmation of the consent that has already been « EBA Final jou mey.
provided by the PSU to the AISP. Guideline 5.2(c) 2 ASPSP Required
Once the PSU has selected the account(s), refer to section 2.1.5 for redirection and 5.2(d) = Please see detailsin requirements#2 and #4.
messaging. - RTS Art. 32(3)
« FCA Approach
Document 17.58
The AISP should confirm the successful completion of the account information
request to the PSU. n/a 18 AISP Recommended
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3.1.2. Refreshing AISP access

Wireframes )—C Requirementsand Considerations )—( Additional Information )
Optional data

access

O
I T

Customer Refresh Data Access Authentication Account Update
Alert Requirements & Confirmation
Confirm

The PSRsrequire strong customer authenticationto be performed each time the PSU accesses its online payment account, Relevant Customer Insight and

eitherdirectly orusing the servicesof an AISP. The frequency of authentication can be reduced if an ASPSP appliesthe
exemptionrelevant to accountinformation access(RTS, Article 10). However, thiswill still require the PSU to be
authenticated at least every 90 days. Thissection describesthe customerjourney when a PSU needsto refresh AISP access,
so the AISP can continue to provide the service previously consented to by authenticatingagain at their ASPSP. All other

elementsofthe consent (data permissionsrequired, purpose for which the data will be used, transaction history periodand > View CEG ChecHist
consent expiration date) remain unchanged.

supporting regulation

> View CX Customer Research

(It should be noted that the API specificationallowsthe AISP to informthe ASPSP thatthe requestisa refresh ratherthan a
new request).

< [_| > © Open Banking Limited 2019 -
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3.1.2. Refreshing AISP access
C User Journey )—m Requirementsand Considerations )—C Additional Information

%

TPP AISP TPP AISP TPP AISP

Refresh data access Optional data
i access
Data access unavailable Allow access to E

ASPSP 1- CURRENT ACCOUNT (\ e

Access to L
ASPSP 1 eData you will be sharing v
CURRENT ACCOUNT Your Account Details Thank you
requires renewal
Your Account Beneficiaries Details ‘We have received confirmed access to:
T nnnm N oducts - ASPSP 1 - Current account I nnnnm

Please re-authenticate with your account

provider for us to continue accessing the Your Transaction Credits

information you previously consented to.
Your Balances Authentication

Your Direct Debits
Continue
Your Standing Order Details

Your Transaction Debits
Dismiss

We will access your information from your
account(s) until: Monday 20th March 2020
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3.1.2. Refreshing AISP access

OPEN BANKING

C User Journey )—C Wireframes Requirementsand Considerations

Additional Information )

< [_| > © Open Banking Limited 2019

: . Regulator CEG ChecKist P Implementation . .
CEG Checklist Requirements e Reforence | Participant b e CX Considerations
. p2and P150f AISPs should make it clear that the PSU is being asked to authenticate to
AISPs should alert the PSU when authentication needs to be performed to extend the AISP access to their account data and that no other element of the
Agreed 16 AISP Recommended 2
refresh AISP access. A?ran IS consent (e.g. the data permissions required, the purpose for which it will be
9 used etc.) will change.
AISPs must present a high level summary of the data that is being requested As part of the authentication journey, the ASPSP could have a call to action, far
and make it clear that this data and the purpose for which it will be used are the example, to an expandable section that the PSU can click on for information
same as when originally requested. This should be done using the structure purposes only.
and language recommended by OBIE following customer research (see Data If the ASPSP provides this option for the PSU as supplementary information, it
Cluster Structure & Language below) . AISPs must ensure that this request is will enable the PSU to view the data they have chosen to share with the AISP.
_specmc to onlyt_he information required for the prowvision of their account This should be done using the structure and language recommended by OBIE
information senvice to the PSU. PSRs, Reg. 70(3)() 13b AISP Required following customer research (see Data Cluster Structure & Language below).
AISPs should only present those data clusters relevant for the product type in 5
question. Where the request is for multiple product types then the detail shown . L . .
in the data cluster should explain to the customer the product type to which it !L;g?r:;%gfﬁéng\;qgg':tiﬂgg A%spasnpa?r:een:g::tsrl; :Il'niplc?nn(:at}lsthe —
applies or state that it is shared across multiple product types. ! - trlm tlhe agentis acting on behalf of tﬁe AISP =
If the customer facing entity is acting on behalf of an AISP as its agent, the . . ] ) 5
PSU must be made aware that the agent is acting on behalf of the AISP. Iergilca?gdbilgﬁmdatso heBSUlbyldisplayinglbotitislagentisipamelandjtie
« EBA Opinion The information will be shared with <agent>, who is acting on behalf of <AISP>
paragraph 13
ASPSPs must not replay the data requested (as a default) or seek « EBA Final
re-confirmation of consent. Guideline 5.2(c) )
and 5.2(d) 2 ASPSP Required
« RTSArt. 32(3)
« FCA Approach
Document 17.58 Note: “Agent”meansa person orentity who acts on behalf of
an authorised paymentinstitution ora small payment
AISPs should confirm the successful completion of the account information a o AEE Recommended instituti onin the provision of payment servicesincluding
request to the PSU. accountinformation services.

When an agent actson behalf of the AISP, the PSU mustin
the case of requirement#3, and should inthe case of
requirement #5 be made aware of thiswithin the consent
journey.

Please see detailsin requirements#3 and #5.
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3.1.2. Refreshing AISP access
C User Journey >—< Wireframes >—< Requirementsand Considerations

OPEN BANKING

<O o2

90 day access period

With the PSU’s consent, the AISP can access accountinformation covering any period of time
going back, provided that the information isavailable to the PSUin theirdirectchannelsand the
AISP doesnot request more account informationthen they need to support their service
proposition. Article 10 requiresSCA to be performed by the ASPSP priorto the AISP'sfirstaccess
and subsequently re-performed at least every 90 days (where the ASPSP isapplying the Article
10 exemption) or otherwise where required by the ASPSP.

For example, let'ssay the PSU (on 14 September2019) consentsto AISP1 accessing the last
three years' of accountinformation (i.e. from15 September 2016 - 14 September 2019)from
ASPSP2 with the consent validity lasting until14 September 2020. If ASPSP2 isapplyingthe
Article 10 exemption, AISP1 can then continue to accesseither orboth of the account balance
and/orthe last 90 days’ of executed paymenttransactionswithout SCA havingto be performed
again until 13 December2019, whenthe 90 day period expires, unlessotherwise where required
by the ASPSP.

Practically, within the 90 day period afterthe PSU hasbeen authenticated with SCA, when an
ASPSP2 appliesthe Article 10 exemption,the AISP1 may request periodic account information,
using the 90 day access token within the parametersof Article 10i.e. balancesand/or
transactionsexecuted withinthe last 90 days). However, when an AISP1
requestincludesaccountinformation whichfallsoutside the parametersof the 90 days and Article
10 (e.g. scheduled payments) using the 90 day access token, the OBIE Standard supports
application of SCA to receive any additional accountinformation (otherthanbalance(s)

and transactionsexecuted within the last 90 days).

Upon the expiry of the 90 day access token period, the application of SCA by the ASPSP isthe
only step required by the ASPSP refreshing AISP accessand the PSU must not be required to go
through the same account(s) selection processto confirm the access.

In this example,the PSUwill need to provide a new consent forthe AISP to access the account
information after 14 September 2020.

© Open Banking Limited 2019

Amending Consent

In situationswhere a PSU wants to amend the accessthey have given to an AISP (e.g. they want
to allowthe AISP access to additional data elements) the AISP will haveto take the PSU through
anew consent process (asin section 3.1.1) as the API specificationsdo not support the ability to
edit specific elementsof a consent. Itisin the domainof the AISP to clearly explain thisprocess
to the PSU and develop customerjourneysfor each scenario where thismight apply.

Accounts associated with AISP long lived consent

From a technical perspective, the consent given by the PSU with respect to accountinformationis

bound to the data clustersrequested by the AISP and the period over which accesshas been

requested (including any expiry date).

The actual selection of the designated payment account(s) then happensin the ASPSP space.

The designated payment account(s) could subsequently change for the following reasons:

*« The ASPSP offersa dashboard functionality which allowsa PSU to manage the designated
payment accountsto which an AISP hasaccess.

« A designated payment accountisno longeravailable asit hasbeen closed ortemporarily
suspended etc.

In these circumstances, the consent given to the AISP isstill valid (provided itis“long-lived”), and
the AISP should checkthe most updated list of designated payment accountsduring subsequent
requests for data access.
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OPEN BANKING
3.1.3. Consent Dashboard & Revocation

Wireframes )—C Requirementsand Considerations )
I T T T T TR A
Consent Selection Select Consent Confirm Consent Update
to revoke revocation Confirmation

AISPs must provide PSUs with a facility to view and revoke on-going consentsthat they have given to that AISP. They may Relevant Customer Insight and
have consented to share data from several ASPSPswith a single AISP. Thissection describeshow these consents should be supporting regulation

displayed and howthe customerjourney to revoke them should be constructed.

> View CX Customer Research

> View CEG ChecHKist
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3.1.3. Consent Dashboard & Revocation

C User Journey )—m Requirementsand Considerations

-/

TPP AISP TPP AISP TPP AISP TPP AISP

Your connected accounts ASPSP 1 - CURRENT ACCOUNT 3 Thank you
We have cancelled access to:

Authorised: 19/06/19
Select the account you want to manage: ASPSP 1 - CURRENT ACCOUNT

In order for us to offer this service we SAVINGS ACCOUNT

have access to the following information Cancel data access
from these accounts that you hold with

ASPSP 1 ASPSP 1 Are you sure you want to cancel Your connected accounts

Current Account our access 1:

010203 12345679 Account Details Select the account you want to manage.

Savings Account Account Beneficiaries Details ASPSP 1

TR RN 010203 92345678 | I CURRENT ACCOUNT I e

Authorised:  19/0612019 Products

SAVINGS ACCOUNT ASPSP 2
Expires: 18/06/2020 Transaction Credits Businisss Acoount

Balances. Yes

ASPSP 2
Business Account Direct Debits

No
090443 12345678 Standing Order Details
Authorised:  01/04/2019

Expires: 31/03/2020 Transaction Debits

O What the research says
In addition,consumerresearch hasshown that respondents
prefer confirmation of a revocation inwriting via email in addition
—] to text on the website.

L)

> See more
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3.1.3. Consent Dashboard & Revocation

C User Journey )—C Wireframes

CEG Checklist Requirements ety Riaeodt paricipant  FREMeNEION CX Considerations

AISPs must describe the data being shared through each consent using the
structure and languag e recommended by OBIE following customer research
(see Data Cluster Structure & Language below) and ensure this request is
specific to the only the information required for the provision of their account
information service to the PSU.

AISPs should present the data at a Data Cluster level and allow the PSU to
expand the level of detail to show each Data Permission.
The Consent Dashboard should also describe:
« The purpose of the data request (including whether any other parties will
have access to the information). Where the request is for multiple product
1 types, the detail should explain to the customer the product type to which it PSRs, Reg. 13b AISP
applies or state that it is shared across multiple product types. 70(3)(f)

« The period for which the transaction data has been requested.
» When the TPP's access to the data will expire.
* The date the consent was granted.

ntsand Considerations

2 The AISP should make the exact conseguences of cancelling the consent clear to
the PSU - i.e. they will no longer be able to provide the specific service to the PSU

Required

If the customer-facing entityis acting on behalf of an AISP as its agent, the PSU
must be made aware that the agent is acting on behalf of the AISP.
“Agent” means a person or entity who acts on behalf of an authorised payment

institution or a small payment institution in the provision of payment serices
including account information services.

AISPs must inform the ASPSP that the PSU has withdrawn consent by making
a call to DELETE the account-access-consent resource (as described in
Release 3 of the API specifications). This will ensure that no further account P2 and P15

3 information is shared. of Agreed 9 TPP Required
ASPSPs must support the Delete process as described in the Release 3 API Arrangements
specifications. (This is not uisible to the PSU but will ensure no further account
information is provided by the ASPSP to the AISP).
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OPEN BANKING
3.1.4 Access Dashboard & Revocation

Wireframes )—C Requirementsand Considerations )
T TR TR ALY IR
Select Service Your Service Full Account Service Provider
Provider to Manage Provider Details Detail - Deactivate Update

Confirmation

ASPSPsmust provide PSUswith a facility to view and revoke on-going accessthat they have given to any AISP for

Relevant Customer Insight and
each account held atthat ASPSP. Thissection describeshow AISP’saccess should be displayed and howthe supporting regulation
customerjourney to revoke them should be constructed.

> View CX merR rch

> View CEG ChecHKist
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3.1.4 Access Dashboard & Revocation
( User Journey )—m Requirementsand Considerations

./

YOUR ASPSP YOUR ASPSP YOUR ASPSP YOUR ASPSP

TPP1

Service providers with Thank you
account access Active: Expires Tuesday 18th June 2020 We have cancelled access for:
This service provider has access lo the Cancel data access TPP1
Select the provider 1 to manage. following informatian from this account
Are you sure you want to cancel
Account Details. [
™R 1 access for

Your service provider access

understand the implications of Select the provider you want to manage:

Expires on: 18th June 2020 Active Transaction Credits withdrawing access.

Current Account -ount Beneficiaries Details TPP1
010203 12345679 You shauld contoct TER1 fa flly to accounts
TR iy 4 thorised on: 20th Jan 2020 roducts 1 | IR nmn

Balances
™PP2 TR

Savings Account [ Direct Debits - Current Account Manage
010203 82345678 010203 12345679

Authorised on: 20th Jan 2020 Standing Order Details Authorised on: 20th Jan 2020

Expires on: 18th June 2020 Active Transaction Debits No Expires on: 18th June 2020 InActive

TPP3 - TTP2

Current Account Manage EEHACEESS Savings Account

090443 12345678 010203 92345678

Authorised an: 20th Jan 2020 Autharised on: 20th Jan 2020

Expires on: 18th June 2020 Active Expiras on: 18th June 2020 Active
TIP3

Current Account
090443 12345678

Authorised on: 20th Jan 2020
Expires on: 18th June 2020 Active

that arevocation hasbeen actioned, when itishastaken place
with an ASPSP. Theirperception isthat they are 'stopping' the
information at 'source' ratherthan instructing a TPP notto 'take'
the information.

> See more

What the research says
Consumerresearch has shown that people feel most confident
=
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3.1.4 Access Dashboard & Revocation

C User Journey )—C Wireframes

CEG Checklist Requirements ety Riaeodt paricipant  FREMeNEION CX Considerations

ntsand Considerations

ASPSPs must describe the data being accessed using the structure and If the customer-facing entity is acting on behalf of an AISP as its agent, the PSU

languag e recommended by OBIE following customer research (see Data should be made aware that the agent is acting on behalf of the AISP.

Cluster Structure & Language below). This can be presented to the PSU by displaying both the agent's name and the

ASPSPs should present the data at a Data Cluster level and allow the PSU to * CM2A Order 1 regulated AISP name inthe list of providers, where applicable.

expand the level of detail to show each Data Permission. 10. “Agent” means a person or entity who acts on behalf of an authorised payment

The Access Dashboard should also describe: +  P2and P15 13a ired institution or a small payment institution in the provision of payment services
2. The status of the authorisation e.g. Active/Inactive. /(?\fr?:n;eggle 10 ASPSP el including account information servces.

> WiED E2AERE a;cess DEBEREENE) Wl EFle nts ASPSPs should advise PSUs that they should contact the associated AISP to

* The date the authorisation was granted. inform them of the cancellation of access and/or understand the consequences of

The access dashboard must allowa PSU to view or cancel the access they 3 doing so.

have given consent to. These 2 functions should be given equal prominence

when offered to the PSU.
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3.1.5 Access Status notifications by ASPSPs

OPEN BANKING

m Requirementsand Considerations )—( )

Additional Information

A - Real-time Notifications

ASPSP
notifies TPP
about access
revocation in
Real-Time

PSU views
ASPSP

ASPSP
confirms to
PSU access

revoke

Account
Access
revoked at
ASPSP

PSU revokes
access access

CEELLLET

AISP
informs
PSU access
has been
revoked

If the PSU wants
to provide access
to the AISP again,

they need to
authenticate with
their ASPSP

v

A

‘A'I’

B - Aggregated Polling Notifications

ASPSP
updates status
of multiple
access
resources in
Repository

ASPSP
confirms
multiple PSUs
access
revoked

Access for
multiple PSU

AISP polls
repository for
the status of

multiple access
resources

Multiple PSUs
view their
ASPSP access
dashboard

Multiple PSUs

revoke AISPs’

access to their
accounts

accounts
revoked at
ASPSP

AISP
informs all

PSU(s) access

has been
revoked

If a PSU wants to
provide access to
the AISP again,
they need to
authenticate with
their ASPSP

v

A

mi

In addition to the mandatory notificationsbetween AISPsand ASPSPs(referto section 3.1.5.1), OB Standardshave been extended to provide the
following additional notification mechanisms:

A.

Real Time / Push Notifications: Functionality to enable ASPSPsto notify AISPsin real time (i.e.immediately) when a PSU revokes theiraccess

+ak nla

Relevant Customer Insight and
supporting regulation

> View CX Customer Research

hanaesevent
changesevenisiake piace.

Aggregated 'Polling' / Pull Notification: Provision of notification of revocationsfrom ASPSPsto AISPs, upon AISP request. It allowsan AISP to
request an aggregated set of access revocationsand otheraccount accesseventsrelated to multiple accessconsents from multiple PSUsduring
a specific period.
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3.1.5 Access Status notifications by ASPSPs

C User Journey Requirementsand Considerations Additional Information )

CX and other processing requirements

A — Real-time / Push Notifications

PSU revokes access from the ASPSP Access Dashboard

A The PSU follows the journey shown in section 3.1.4 to rewoke access to their account for a specific AISP. ASPSP should confirm to the PSU that access to the account(s) has been revoked.
B Real Time Push Notification from ASPSP to AISP

The ASPSP should notifythe AISP in real time (i.e. immediately) after the PSU revokes their access at their ASPSP Access dashboard. The implementation of the real-time mechanismis defined in the OBIE technical specifications.

Push Notification for Offline AISPs (ASPSP to AISP)

ASPSPs should also be able to use push notification mechanisms to notify AISPs whose systems are offline that PSUs revoked their access using the ASPSPs' access dashboards. This removes the requirement for AISPs to have systems up and running 24x7
C in order to receive real-time push notifications from ASPSPs. Once the AISPs’ systems are available again, ASPSPs should push again any notifications required to the AISPs, so that AISPs can update their systems.

In addition to PSU rewvocation of access, ASPSPs should be able to notify the AISPs when access to account(s):

*  has been suspended by ASPSP due to changes in the account access resource for any valid reason (e.g. CASS by PSU, joint holder revoking access, account closed, etc.) and could provide the reason code, if appropriate.

« isnolonger available due to changes in the state of the access token for any valid reason (e.g. token has expired, token has been suspended by the ASPSP due to fraud etc.) and could provide the reason code, if appropriate.

Notification to PSU by AISP

*  Upon receipt of the notification by the ASPSP, the AISP should notify the PSU, if required, that the access to their ASPSP account(s) is no longer possible. AISPs should present the PSU with the implications of the access revocation in case there are
D ‘unintended’ consequences’. However, unintended consequences may not be applicable in many cases.

. PSUs could then take their preferred actions such as continuing to use the service or stop. If the former, they will be required to authenticate again with their ASPSPS in order to provide access to the AISPs. If the latter, PSUs may also want to remove
their consent with the AISPs.

B — Aggregated Polling / Pull Notifications

Multiple P! revok from the ASPSP A Dash
E Multiple PSUs, during a period of time, follow the journey shown in section 3.1.4 to rewoke access to their account for a specific AISP. For each PSU access, revocation, the ASPSP should confirm to the PSU that access to the account(s) has been revoked.
= ASPSP updates the access status on events Repository
For all PSUs access revocations, the ASPSP should update the status of the access resources in an events Repository organised per each AISP.
Aaaregated 'Polling' / Pull Notification of ASPSP by AISP
«  Similar to basic polling, aggregated Poalling is about the provision of notification of revocations from ASPSPs to AISPs, upon AISP request, enabling AISPs to update their records and contact the PSUs, if required, at the point in time of the request.
However, the key difference is that rather than focusing on a specific access resource’s status (via a GET request on that specific resource), aggregated polling allows an AISP to request an aggregated set of access revocations and other account access
ewvents related to multiple access consents from multiple PSUs during a specific period.
«  ASPSPs should provide to the polling AISP all the access resource status and other information stored in the repository for that specific AISP, upon AISP request.
G In addition to PSU rewvocation of access, ASPSPs should be able to notify the AISPs when access to account(s):
«  has been suspended by ASPSP due to changes in the account access resource for any valid reason (e.g. CASS by PSU, joint holder revoking access, account closed, etc.) and could provide the reason code, if appropriate.
« isnolonger available due to changes in the state of the access token for any valid reason (e.g. token has expired, token has been suspended by the ASPSP due to fraud etc.) and could provide the reason code, if appropriate.
Note: This functionality mekes much nore efficient usage of the ASPSPs and AISPs network bandwidth as multiple single polls, especially with no change of access status, are avoided. Moreover, it allows AISPs to receive all the required notifications without
the need to inplement systens with high availability (e.g. systenms running 24x7) or systerrs based on real-time push notifications, providing full flexibility to AISPs about the tining they want to receive the notifications based on their business nodels.
*  Upon receipt of the aggregated polling information by the ASPSP, the AISP should notify all the PSUs, when required, that their access to their ASPSP account(s) is no longer possible. AISPs should present to all PSUs the implications of the access
H revocation in case there are ‘unintended’ consequences’. However, unintended consequences may not be applicable in many cases.

. PSUs could then take their preferred actions such as continuing to use the service or stop. If the former, they will be required to authenticate again with their ASPSPS in order to provide access to the AISPs. If the latter, PSUs may also want to remove
their consent with the AISPs.
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OPEN BANKING

3.1.5 Access Status notifications by ASPSPs

( User Journey )—( Requirementsand Considerations Additional Information

3.1.5.1 Mandatory notification mechanisms between AISPs
and ASPSPs:

C. Real Time Notification from AISP to ASPSP on revocation of consent

Thisfunctionality enablesthe AISP to notify the ASPSP in real time (i.e.immediately) after the
PSU revokes theirconsentat their AISP consent dashboard, providedthat the AISP takes
immediate action uponthe PSU revocation. The current OpenBanking V3 Read/MWrite
specificationsenablean AISP to use the 'DELETE' APl endpoint and notify the ASPSP that the
PSU hasrevoked theirconsent.

The implementationof the ‘DELETE’ APl endpointismandatory for ASPSPs.

Note: For AISPs, when the PSU revokes their consent at the consentdashboard, AlSPs nust notify the ASPSP
"immediately", by using the ‘DELETE’ end point. Froma technical perspective, if theAISP fais to use the
‘DELETE’ endpoint and accordingly the ASPSP does not receive the notification, the AISP wouldstillbe able to
access the PSU's account for the remaining duration of their access token (notwithstanding any SCA
requirements). We note that failure of deletion and subsequent use of the access consent could have
implications under both GDPR and PSRs. As, such, we would expectAlSPs to have robust controlsin place to
ensure that the use of the ‘DELETE’ endpoint occurs seamessly uponrevocation of the consent at their
dashboard by the PSU and that no further accessto the account takes place. AISPs wishing to regain access to
the PSU's account, must agree new consent parameters with the PSU.

D. Basic 'Polling'/ Pull Notification of ASPSP from AISP

Thisis the provision of pull notification (polling) forAISPsto poll the statusof theiraccount access
atrelevant ASPSPs. Thisfunctionality enablesAISPsto update theirrecordsand to notify PSUSs,
ifrequired, that theiraccessat the ASPSP isno longervalid. The current Open BankingV3
Read/Write specificationsenablethe AISP to use the 'GET' APl endpoint to pollthe ASPSP and
checkthe status of theiraccountaccess. It should be noted that, thissimple mechanism of
checking the account access using basic polling isvery inefficientinitsuse of network bandwidth
for both AISPsand ASPSPs. Basic polling may not be scalable enough to support the growing
ecosystem of Open Banking, especiallywhenthe volumesof account accessconsents grow
significantly during the following few years

The implementationof the ‘GET’ APl endpointismandatory for ASPSPs.

Note: When the PSU revokes access at their ASPSP and the AISP receives the notification of the

revocation,. whilethe consent agreed with the PSU remains valid, the notification will serve as a clearindication
that the PSU has revoked account access. As such, the AISP shouldconsider either contacting the PSU toask
whether they wish to revoke their consentor request accessto theaccount or the AISPs could decide to remove
the consent automaticaly and notify the PSU. AISPs should consider the most appropriate approach based on
their terms and conditions with the PSU, aswell as, their service offering.

<0 >
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3.1.5.2 Definitions

In the context of thisdocument, the following definitionsapply:

1. Pull notification (also referred to aspolling) iswhere the initial request for data originates
from the client and thenisresponded by the server.

2. Push notification iswhen serverwill notify client when there isan update inreal time.

3. 'Real-time' notification of revocation isa system which triggersa message from ASPSP to
AISP, orvice versa, immediately afterthe PSU revokes consent or access at the respective
dashboard.

4. 'Polling' requiresthe AISP to call the relevant ASPSP AP| end-pointto determine whether
theiraccess to the PSU's account(s) at a specific ASPSP isvalid.

3.1.5.3 Rationale for real-time notification of revocation

'Real-time' notification enablesthe best conceivable customer experience:

1. ItenablesAlISPsto immediately provide PSUswith informationaboutthe consequences of
access revocation, ensuring thataction can be taken before a service “fails”, if necessary.

2. ltreducesthe chance of a PSUreceiving confusingmessaging (e.g. remindersor marketing)
afterrevocation of accessbut before the AISP isaware of it.

3. It*future proofs’ the system against potential use cases or business modelsthat are
extremely time sensitive.

4. Itprotectsthe broadersystem from artificially inflated usage due to repeat “polling” simply for
the sake of checking access isavailable.

However, enablingonly 'real-time' revocation presentscertain challengesasoutlined below:

1. 'Real-time'systemsrequire potentially significant build and maintenance resourcesthat may
not be required for many use cases where 'polling' might be more than adequate. In these
cases, forcing the use of 'real time' revocation may reduce active use of the system.

2. Thereisno ability to mandate that AISPsimplement specific infrastructure to receive “real-
time” messages, nor to set or measure performance SLAsof these.

3. Evenwhere 'real time'isthe optimal solution, the ability to fall backon 'polling'significantly
addsto the robustness, and availability levelsof the service offered, especially by AISPs.

4. 'Polling'isa significantly smpler mechanism (one thatisalready enabled).

In conclusion, enabling both methodologiesensure that the system is flexible enough to

accommodate all use cases and business models, enabling participantsto tailor their systems to
best suitthe needsof their PSUs and addsto the stability of the overall system .
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3.1.6 AIS Access for PSUs from Corporate Entities

OPEN BANKING

Wireframes )—C Requirementsand Considerations )
Optional data
access
R T
Select ASPSP, Authentication Select Accounts Request received
Review Data Request & Request by ASPSP for
& Consent Authorisation Authorisation

PSUs, with delegated userauthority on behalfof corporateswho are authorised to receive corporate account information viaAISPs, will be able
to provide consent to the AISPsusing the standard AIS journey shown in section 3.1.1.

In this journey the AISP presentsto the PSU a description of the data thatit requiresin orderto supportitsservice proposition.
PSU selects the ASPSP(s) where theirpayment account(s)isheld. The PSUisthen directed to the domain of itsASPSP for auth entication and
to select the account(s) they want to give access to. Once the PSU has been authenticated, their ASPSP will be able to respond to the AISP's

request by providing appropriate message to inform the corporate PSU that request to access via AISP is received butissubject to further
authorisation. Please note thatitisin the domainof the ASPSPsto determine howto do thisin alignment with their own corporate journeys.
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Relevant Customer Insight and
supporting regulation

> View CX Customer Research

> View CEG ChecHKist
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3.1.6 AIS Access for PSUs from Corporate Entities
( User Journey )—m Requirementsand Considerations

-/

YOUR ASPSP LREAIST
(-] (V] (v]

Consent Salect and onfirm accouni(s) fo ahars Consent  Authenticate Complete 4
information with TPP AISP
o Which bank would you like to connect to? Thank you
Current Account i .
I List of banks (ASPSPs) v | 48-5060 72346879 ASPSP has recaived your request and is
" awaiting authorisation.

In order for us to offer this service, we need Savings Account
your approval 1o access the following 10-150-60 789012345 D

information from the accounts you hold at your
T Jbank or building society: — —) L
Credit Card Account D

Data you will be sharing v 3456 8126 2193 8271
Account Details Authentication You do not have relevant authorisation to share
Account Beneficiaries Details data with AISP:
Your AISP will be able to access the data only
Products after this request is approved by your relevant
authoriser.
Transaction Credits

Balances "
equest
Cancel =
Direct Debits Authorisation

‘Standing Order Details

Transaction Debits

We will access yaur information from your
accountfs) until: Monday 20th March 2020

< u > © Open Banking Limited 2019 71



Customer Experience Guidelines | Account Information Senices OPEN BANKING

3.1.6 AIS Access for PSUs from Corporate Entities
C User Journey )—C Wireframes

CEG Checklist Requirements Regulatory e CX Considerations

ntsand Considerations

The AISP must provide the PSU sufficient information to enable the PSU AISP should ask PSU to identify their ASPSP before requesting consent so

to make aninformed decision, for example, detail the purpose for which that the consent request can be constructed in line with the ASPSP's data

the data will be used (including whether any other parties will have » PSRs Reg. 68(3)(a), 69(2) 1 capabilities (which the ASPSP must make available to all TPPs). ASPSP

access to the information), the period over which it has been requested and 70(3)(a) 8 TPP implementation guides, which are located on the Open Banking Developer
2 and when the consent for the account information will expire (consent + FCA Approach Document Required Zone will have information about the ASPSP's data capabilities.

could be on-going or one-off). paragraphs 17.33, 17.55 12 AISP

If the customer-facing entity is acting on behalf of an AISP as its agent and 17.56

the PSU must be made aware that the agent is acting on behalf of the

AISP.

The AISP must provide the PSU with a description of the data being
requested using the structure and language recommended by OBIE
following customer research (see Data Cluster Structure & Language
below) and ensure this request is specific to only the information required
for the provision of their account information service to the PSU.

The AISP must present the data at a Data Cluster level and allow the

3 PSU to expand the level of detail to show each Data Permission. The PSRs, Reg. 70(3)(f) 13b AISP Required
AISP should only present those data clusters relevant for the product type
in question. Where the request is for multiple product types then the detail
shown in the data cluster should explain to the customer the product type
to which it applies or state that it is shared across multiple product types
Once PSU has consented, the PSU will be directed to their ASPSP.
Please refer section 2.2.5 for relevant messaging.

The AISP should confirm to the PSU:
4 «  the successful completion of the account information request . na

*  Therequest for access has been received by their ASPSP but is
subject to further internal authorisation.

18 AISP Recommended
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3.2 Permissions and Data Clusters for AIS journeys

3.2.1 Permissions

In the Open Banking API design, data elements are logically grouped together into
"permissions”. It is at this level that AISPs request data access. If they request access to
a specific permission they will have accessto all the data elements in the permission.
This provides a pragmatic approach, allowing AISPs to be selective but at the same time
creating a consent process that is at an acceptable level of granularity forthe PSU.
Details of the data elements within each permission are included in the APl technical
specifications.

3.2.2 Data Clusters

OBIE customer research found that grouping permissions together and adding another
layer of description aided the PSU's understanding of the data they w ere being asked to
consent to share. This approach also allow s a consistency of language across AISPs
and ASPSPs to provide additional comfort to PSUs that they are sharing the data they
intended to. If consistent language is used across all Participants this will drive PSU
familiarity and adoption. These groups of permissions are know nas Data Clusters. Data
Clusters are not reflected in the APl specifications, they are purely a presentational layer
on top of permissions to aid PSU understanding.

It should be noted that the P15 Evaluation (Efficacy of Consent Dashboards) currently
underw ay w ill consider the structure of data clusters and the language used to support
them. These guidelines willbe amended in line withthe output of that evaluation
exercise.

< |_| > © Open Banking Limited 2019
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3.2 Permissions and Data Clusters for AlS journeys

3.2.3 Data Cluster Structure & Language

OPEN BANKING

The follow ing table describes how permissions should be grouped into Data Clusters and the language that must be used to describe the data at each of these levels (Checklist item
13a and 13b). Both AISPs and ASPSPs must describe the data being shared at a Data Cluster level and allow the PSU to "drill-dow n" to see the detail at Permission level using the

permission language set-out in the table below .

Where both Basic and Detail permissions are available fromthe same APl end point, the Detail permission contains all data elements of the Basic permission plus the additional
elements described in the table.

Data Cluster Language API End Points Permissions Language Information av ailable

Your Account Details

Your Regular Payments

Your Account Transactions

Accounts

Balances

All where PAN is available

Beneficiaries

Standing Orders

Direct Dehits

Scheduled Payments

Transactions

< [_| > © Open Banking Limited 2019

Accounts Basic

Accounts Detail

Balances

PAN
Beneficiaries Basic

Beneficiaries Detail

Standing Order Basic

Standing Order Detail
Direct Debits

Scheduled Payments Basic

Scheduled Payments Detail

Transactions Basic Credits

Transactions Basic Debits

Transactions Detail Credits

Transactions Detailed Debits

Any other name by which you refer to this account

Your account nane, nunber and sort-code

Your account balance

Your card nurber
Payee agreenents you have set up

Details of Payee agreenents you have set up

Your Standing Orders

Details of your Standing Orders
Your Direct Debits

Recurring and future dated paynents

Details of recurring and future dated payments

Your inconing transactions

Your outgoing transactions

Details of your incoming transactions

Details of your outgoing transactions

Currency of the account, Nickname of account (E.g. ‘Jakes
Household account’)

Account Name, Sort Code, Account Number, IBAN, Roll
Number (used for Building Society) (plus all data provided in
Accounts Basic)

Amount, Currency, Credit/Debit, Type of Balance, Date/Time,
Credit Line

PAN masked or unmasked depending on how ASPSP
displays online currently

List of Beneficiaries

Details of Beneficiaries account information (Name, Sort
Code, Account) (plus all data provided in Beneficiaries Basic)

SO Info, Frequency, Creditor Reference Info, First/Next/Final
Payment info

Details of Creditor Account Information (Name, Sort Code,
Account) (plus all data provided in Standing Order Basic)

Mandate info, Status, Name, Previous payment information

Scheduled dates, amount, reference. Does not include
information about the beneficiary

Scheduled dates, amount, reference. Includes information
about the beneficiary

Transaction Information on payments made into the
customer’s account (Reference, Amount, Status, Booking
Data Info, Value Date info, Transaction Code). Does not
include information about the entity that made the payment

Same as abowe, but for debits

Transaction Information on payments made into the
customer’s account (Reference, Amount, Status, Booking
Data Info, Value Date info, Transaction Code). Includes
information about the entity that made the payment

Same as abowve but for debits
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3.2 Permissions and Data Clusters for AIS journeys

Data Cluster Language API End Points Permissions Language Information av ailable

Transaction Information on payments for both credits in and debits out of the customer’s
Transactions Basic Your transactions account (Reference, Amount, Status, Booking Data Info, Value Date info, Transaction
Code). Does not include information about the payer/payee.

Transaction Information on payments made both credits in and debits out of the customer’s

Transactions Detail Details of your transactions account (Reference, Amount, Status, Booking Data Info, Value Date info, Transaction
Code). Includes information about the payer/payee.

All statement information excluding specific amounts related to various balance types,

Statements Basic Information contained in your staterrent payments due efc.
Your Statenments Statements
: . . . . . All statement information including specific amounts related to various balance types,
Statements Detail Details of information contained in your statement payments due etc.
. . X Refers to customer account product details defined in the Open data API ( the fees,
. Products Product Product details - fees, charges, interest, benefits/rewards charges, interest, benefits/rewards). Applicable to PCA and BCA.
Your Account Features and Benefits
Offers Offers Offers available on your account Balance transfer, promotional rates, limit increases, start & end dates.
The narre of the account and your full legal nane. The name of the account. Full Legal Name, Address, telephone numbers and email
Party PartyPSU Optionally this can also include your address, telephone address of the PSU as held by the bank/card issuer and party type (sole/joint etc.).

nunbers and engil address as held by the bank/card issuer

il
Contactand party details Account specific: The_ nane of_the account and the fL_lII legal nane(s) of all parties. = The name of the account. Full Legal Name(s), Account Role(s), Ben_eficial Ownership,
Parties . Party Optionally this can also mcIL_Jde their address or addresses, Legal Structurg, Address or addresses, tele_phone numbers and email address as held by
Party telephone numbers and ereil addresses as held by the the bank/card issuer and party type (sole/joint etc.).
bank/card issuer

324 Optlonal Data Note: With respect to the clusters and permissionslanguage, ASPSPsshould
If an AISP requests additional information (e.g. Party) and the ASPSP chooses to considerwhetherthe language thatisdisplayed to the PSUisappropriate when
provide this information to the AISP, both parties must ensure that they consider GDPR the information being accessed relatesto more than one party. Forexample,

: . . . . "Yourdata" may need to be adapted to just “data” to indicate to the PSU that
in the processmg.of this request i.e. both parties must ensure that they have a legal the account information being displayed may not be solely specific to them, As
basis for processing.

isthe case of joint accountswhen the account information of both partiesis

3.2.5 Relevance of data cluster against product type requested.

The AISP must ensure they have business rules that manage the relationship betw een O What the research says

data cluster to product type and omit access to data clusters that are irrelevant to a Ifan AISP is asking for data access to Bank and cards they
product type, as well as their service offering. If an AISP requests a cluster of data that is should adjust the language they use to describe the ASPSP
irrelevant to the product type associated to the payment account e.g. Direct Debit cluster — (e.g. “card provider’ratherthan "bank’)and certain data clusters
requested for a Savings Account product type, the ASPSP may provide that cluster as = and permissions

empty. > See more
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Customer Experience Guidelines

4.0 Payment Initiation Services (PIS)

One of the primary ambitions of the Customer Experience Guidelines is to provide
simplification and consistency throughout each stage of the Open Banking
implementation. As such, w e have defined and illustrated a core set of payment
initiation journeys.

< C] > © Open Banking Limited 2019
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4.1 PIS Core Journeys

Open Banking APl specifications support Payment Initiation Services (PIS)

that enable a PISP to initiate a payment order, withthe PSU's explicit consent, from
their online payment account held at their ASPSP. The PISP is then further able to
retrieve the status of a payment order. This section describes how each of the
Participants (PISPs and ASPSPs) in the delivery of these services can optimise the
customer experience for these services. Furthermore, it provides some clarifications
to these Participants on the usage of the APIs w hich are not covered by the technical
specifications, and some best practice guidelines forimplementation of the customer
journeys.

Please note that ASPSPs do not need to support the initiation of certain payment
methods described in this section by a PISP, w here the ASPSP does not support
such transactions through any of their ow nonline channels (such as future dated
foreign transactions and bulk payment files).

If the customer is able to initiate, for example, international payments, recurring
transactions or a batch file of payments online, they should also be able to do so via
a PISP, irrespective of the channel the customer has used to access the PISP.

1 FCA consultation on updated Approach to RTS and EBA guidelines under revised
PSD2 and CEG Checklist Reference ref
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4.1.1 Single Domestic Payments - a/c selection @ PISP

OPEN BANKING

m Wireframes )—( CEG ChecKist Requirements )—( CXConsiderations)

IIIIIIIIIIIIIIIIIIuIIIIIIIIIIIIIII\} *

Enters Account PISP to ASPSP Authentication ASPSP to PISP
Details & Confirms Redirection Redirection
Payment Screen Screen

Successful
Payment Initiation
Confirmation

PSUs can initiate, by providingtheirconsent to PISPs, an instruction to their ASPSPsto make a one -off payment for a specific amount to a specific
payee.

Where all information fora complete payment order (including the PSUs account details)ispassed from PISPsto ASPSPs, once PSUs have been
authenticated, PSUsmust be directed backto the PISP domain withoutany further stepstaking place in the ASPSP domain.

Thisexcludesthe cases where supplementary information isrequiredto be providedto PSUsas described in Section 4.1.2).
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Relevant Customer Insight and
supporting regulation

S Vi
> View CEG ChecHKist
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4.1.1 Single Domestic Payments - a/c selection @ PISP
( User Journey )—m CEG ChecKist Requirements )—( CXConsiderations)

YOUR ASPSP
Payment total £31.94 Payment total £31.94 Thank you
Select payment method To consent to this transaction, Authenticate to make payment Your payment has been submitted
check the details below —e
Payes infornaion . . Transaction ID: 0-8326-472398
: Payment details Payment details i Total paid: £31.94
Payee name: MERCHANT £31.94 to MERCHANT £31.94 to MERCHANT H Pa dute: 18103119 (today)
Pay by bank account v Sort code: 20-40-60 : :
Paying with your bank account is completely Account number: 88765432 : iz Az H Payment details
safe and secure with Open Banking. Payment reference: Merchant Ltd i - - 3
m | - _: o VOURASPSP LLLLLI
Name: MERCHANT Payment informaton i @ Sort code: 4B-59-60
Sort code: 20-40-60 ) You are now leaving TPP and are = You have securely logged off Account number: 12346879 @
Account number: 98765432 ENER JOLHATE i being securely transferred to : O e from ASPSP and will shortly ] Ordor reference:  MERCHANT LTD
Payment reference: Merchant Lid Sortcode: e YOURASPSP to authenticate : pn-w.m i e trnsferred back to TEP : Do you want to save these payment
Lo s i) : H : H details for future transactions and
Payment date: 18103118 (today) e : i refunds?
Q) select your Account E ]
@ Add your bank details You will be securely transferred to YOUR : H
ASPSP to authenticate and make the payment : i ] H
| Sort code | H H
e reemeeeereee et e : e e e H
| Acoount number |
m
Q) select your bank

be shown confirmation that the payment hasbeen received at
the TPP. Thiswould provide reassurance that the processhas

What the research says
Consumerresearch has shown that 64% of customers preferto
Lo worked.

@ These detailsmust be displayed aspart of the authenticationjourney on atleastone
of the following screenswithout introducing additional confirmation screens (unless
supplementary informationisrequired, referto section 4.1.2) > See more
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4.1.1 Single Domestic Payments - a/c selection @ PISP

OPEN BANKING

C User Journey )—C Wireframes CEG ChecHKist Requirements CX Considerations )

Regulatory
Reference

CEG Checklist Requirements

Minimum Set of Parameters

PISPs must either allow PSUs to specify the below minimum set of parameters or pre-populate them for the PSUs:

» Payment Amount and Currency (GBP for UK implementations).

« Payee Account Name.

» Payee Account Identification details (e.g. account number and sort code or additionally roll number or full IBAN).

« Payment Reference - This is optional but it is good practice to be populated for a payment.

« Any supplementary information required which the ASPSP has published as required and is specific to that ASPSP.

« RTSAt. 36(4)

CEG ChecHist
Reference

22

Participant

PISP

Implementation
Requirements

Required

PSU payment Account Selection
PISPs must provide PSUs at least one of the following options:
« Enter their Payer's payment Account Identification details.
» PISPs must allow PSUs to enter their payment Account Identification details in at least one of the ways specified in the OBIE V3 Read/Write API Specifications (e.g.
account number and sort code - with additional roll number if required, IBAN, PAN, Paym and other formats).
« Select their Account Identification details (this assumes they have been saved previously).
« Select their ASPSP in order to select their PSU payment Account from there later on in the journey.
Note 1: In sorre of the above cases, PISPs may also need PSUs to provide their ASPSP nane so that PISPs can check whether ASPSPs will be able to match the account
identifier to the underlying PSU paynent account.
Note 2: The use of IBAN as an identification of the payer account for UK ASPSPs is not expected to be heavily used as account and sort code are the main account identifiers
used in the UK. IBAN however will be used by non UK ASPSPs inplementing OBIE standards and offering their services in the UK.

* na

24

PISP

Required

P nsent to PISP
PISPs must request for the PSUs' consent to the payment in a clear and specific manner. PISPs must display the following information in the consent screen:
» Payment Amount and Currency (GBP for UK implementations).
« Payee Account Name.
» Payment Reference, and any supplementary info, if it has been entered by PSUs or prepopulated by PISPs in item #1.
* PSU payment Account Identification and/or the selected ASPSP (based on item #2 options).
* Note 1: if PSU payrrent Account identification is selected in item #2, PISPs should mask the PSU payment Account details on the consent screen. Otherwise, if the PSU
payment Account identification has been input by PSUs in item#2, PISPs should not mask these details to allow PSUs to check and verify correctness.
« Note 2: if PSU paynment Account identification is provided by PSUs in item#2, PISPs could use this to identify and display the ASPSP without having to ask PSUs.
For Payee Account Identification details (e.g. account number and sort code or additionally roll number or full IBAN):
« If this has been provided by PSUs in item #1, then PISPs must also display this in the consent screen to allow PSUs to check and verify correctness.
« If this has been pre-populated by PISPs (e.g. in aeCommerce payment scenario) PISPs could choose whether to display this information or not.

* PSRs Reg. 68(3)(a), 69(2)
and 70(3)(a)

» FCA Approach Document
17.55, 17.56

TPP

Required

ASPSPs must display as minimum the Payment Amount, Currency and the Payee Account Name to make the PSU aware of these details (unless an SCA exemption is
being applied). These details must be displayed as part of the authentication journey on at least one of the following screens without introducing additional confirmation
screens (unless supplementary information is required, refer to section 4.1.2).

1. ASPSPs’ Authentication screen (recommended).

2. ASPSP to PISP redirection screen.

« RTS Art. 5(1)(a)

28

ASPSP

Required

SCA Authentication (including dynamic linking) must be the only action required at the ASPSPs (unless supplementary information required, refer to section 4.1.2).
The ASPSP authentication must have no more than the number of steps that the PSU would experience when directly accessing the ASPSP channel.

* RTS Art. 32(3)

» EBA Final Guideline 5.1(b)
and 5.2(c)

* Trustee P3/P4 letter
Actions P3 A2 and P3 A6

» EBA Final Guideline 5.2 (a)

» FCA Approach Document
17.132,17.136, 17.138

19

ASPSP

Required
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4.1.1 Single Domestic Payments - a/c selection @ PISP
( User Journey )—( Wireframes CXConsiderations)

RE[VE Y CEG ChecHist Implementation

CEG CheCkl iSt Req u irements Reference Reference PRI Requirements

PISP Confirmation

PISPs must display the information received from the ASPSP. This information may include: + PSRs Reg. 69(2)(b)

« The unique identifier assigned to the payment instruction by ASPSPs. * RTS Art. 36(1)(b) 25 ;

« The payment status (and status update date & time) — Confirmation of successful payment initiation. « FCA Approach Document ASPSP Required
10 If received by ASPSPs, PISPs must display any of the following information regarding initiation and execution of the payment: 17.28-17.30 PISP Required

» The expected payment execution date & time. 26

+ The expected settlement date & time (i.e. the value date of the payment). * PSRs Reg. 44(1)

« The ASPSP charges (where applicable).

Eurther Payment Status Update
12 PISPs should follow up with ASPSPs in order to checkand update the PSUs with the most updated information that can be received by ASPSPs in relation to the execution . nfa 27 PISP Recommended
of the payment. For more details on Payment Status, please also refer to section 7.8
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4.1.1 Single Domestic Payments - a/c selection @ PISP
( User Journey )—( Wireframes )—( CEG ChecHKist Requirements

CX Considerations

PISPs should provide messaging to inform PSUs that they will be taken to their ASPSPs to complete the payment.
Example wording: "You will be securely transferred to YOUR ASPSP to authenticate and meke the paynment*.

4

5 Generic PISP to ASPSP redirection screen and message. Please refer toSections 2.2.2,2.2.4 and 2.2.7

*  ASPSPs should inform PSUs about their “point of no return” for making the payment and that their payment will be made after authenticationoccurs. Example wording: "Authenticate to make payment’.
. For recognition based biometrics (e.g. Face ID) which can be more immediate the biometric authenticationshould be invoked after a delay or through a call to action to allow the PSU the abilityto view the details.

*  ASPSPs could display the balance of PSUs payment account(not shown on user journey as part of the authentication journey on any of the following screens:
1. ASPSPs’ Authentication screen.
2. ASPSP to PISP redirection screen.
Displaying the balance in this instance need not require any additional strong customerauthentication.

9 Generic ASPSP to PISP redirectionscreen and message. Please refer to Section2.2.7

If PSUs provide their payment account identification details (as per item #2 options), the PISP could, with the consent of the PSU, save the account details for future transactions (such as making further payments or initiating refunds back to PSUs) where
this is part of the payment initiation service explicitly requested by the PSU For example, a merchant, upon request from the PSU, may initiate a refund back to the PSU, by instructing the same PISP thainitiated the initial PSU transaction to use the saved
11 PSU payment account identification details as the beneficiary details for the refund. This will be dependant on the same PI® being used by both the PSU and the merchant, their specific contractual terms and relevant regulatory obligations under
GDPR/PSRs.

Moreover, PISPs can use this consent to provide a hint of the PSU’s identity using the customer identifier as part of the payment request taenable the subsequent payment journeycontemplated in2.4.2.

Note: Thiscore journey will resultin a single domestic payment whichwill be
processed by the ASPSPsas a Single Immediate Payment (SIP) via Faster
Payments. Single domestic paymentsthrough other payment schemescan be
initiated asdescribed in section 4.1.2.1.
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4.1.2 Single Domestic Payments - a/c selection @ PISP (Supplementary info)
m Wireframes )—( Requirementsand Considerations )—( Additional Information )

Enter ASPSP Payment Information Authentication Supplementary Payment

Information Summary & Confirm Information & Confirmation
Proceed

In some scenarios, an additional step in ASPSPs journeysmay be requiredto display supplementary information to PSUs. ASPSP sshould Relevant Customer Insight and

determine the situationswhere thissupplementary information isrequired, having regard to the principle that parity should be maintained between supporting regulation
Open Banking journeysand ASPSPs online channel journeys, such thatif supplementary informationisnot provided within the ASPSPs online
channelsdirectly to PSUs, then it must not be provided duringan Open Banking PIS journey. ASPSPsshould also ensure that thisinformation > View CX Customer Research
does not constitute an obstacle oradditional checkon the consent provided by the PSU to the TPP. y G Check

> View CEG ChecHist
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4.1.2 Single Domestic Payments - a/c selection @ PISP (Supplementary info)
( User Journey )—m Requirementsand Considerations )—( Additional Information )

TS — R e

Payment total £31.94 Payment total £31.94 Thank you
Select payment method To consent to this transaction, Payment request Your payment has been submitted @
) Please check the detals below are correct.
check the details below
payee information e Payee name: MERCHANT @ Transaction ID: 0-9328-472398
Sort code: 20-40-60 Total paid: £31.94
Payee name: MERCHANT Account number: 98765432 Payment date: 19/03/19 (today)
Pay by bank account v Sort code: 20-40-60 Payment reference: Merchant Ltd
gPAying with your bank account is completely Account number: 98765432 Amount: £31.94 Payment details
'safe and secure with n Banking. .
T Oren Banne WY Pomestrefersnce:  Mechantlid g, Debto reference: invoice 456 -} — vourmspsp MIMITIIEHIIIEIIINITI
Debtor reference: Invoice 456 neme:
Name: MERCHANT Sort code: 48-50.60
Sort code: 20-40-60 Payment information Overdraft alert A Account number: 12346879 @
Account number: 98765432 Authentication “This payment wil take your following Order reference:  MERCHANT LTD
e Payment reference: Merchant Ltd Ear aloos: YOURASPOR accountin to an unarranged overdrat.
= 3 Sort code: 48-59-60 Do you want to save these payment
Dabtacreimmon Jonoion A58 e i Your Account 48-59-60 72346879 details for future transactions and
s To avoid overdraft interest please repay refunds?
the unarranged overdraft by 23:45 today
O Select your account You will be securely transferred to YOUR
ASPSP to authenticate and make the payment
Pross Proceed to make payment
(® Addyour bank details
Confirm
“ - Pronenst
I Sortcode I

| Account number I

M

o Select your bank
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OPEN BANKING

4.1.2 Single Domestic Payments - a/c selection @ PISP (Supplementary info)

( User Journey )—( Wireframes Requirementsand Considerations

CEG Checklist Requirements

Minimum Set of Parameters: As per 4.1.1, item #1

Regulatory
Reference

Additional Information

CEG ChecKist
Reference

Participant

Implementation
Requirements

1 | Additionally allowto capture Debtor reference to enable * RTSArt. 36(4) 2 PISP Required
matching/reconciliation of an entry by commercial customers
2 PSU payment Account Selection: As per 4.1.1, item #2 *nfa 24 PISP Required
» PSRs Reg. 68(3)(a), 69(2
and 70(3)(a)
3 PSU Consent to PISP : Asper 4.1.1, item #3 « FCA Approach Document 8 TPP Required
paragraphs 17.55 and
17.56
ASPSPs must apply SCA including dynamic linking, unless an : ;::ltjif)tr?%gingznga 26
exemption applies. - RTS Art. 32(3) 19
6 | The ASPSP authentication must have no more than the number of . Eg’é‘ (;n”"?il)'”es 5.1(b) and . ASPSP Required
ZtseppsS githtarﬁ eF;ISU would experience when directly accessing the « FCA Approach Document
' 17.132,17.136, 17.138
Supplementary Information
ASPSPs must be able to introduce a step as part of the authentication
journey to display supplementary information associated with that
7 payment if required. . EE(AC )Gwdellnes 5.1(b) and 20 ASPSP Required
If the supplementary information screen is displayed ASPSPs must
display as minimum the Payment Amount, Currency and the Payee
Account Name to make the PSU aware of these details.
ASPSPs must allow PSUs to review as a part of the authentication
process any supplementary Information. . -
10 The PSU can either proceed with the payment or cancel it on the EZ(AC)G uidelines 5.1(b) and 20 ASPSP Required
same screen with items #7 & #8,using options with “"equal i
prominence”.
* PSRs Reg. 69(2)(b)
* RTS Art. 36(1)(b) 25 ASPSP Required
12 PISP Confirmation: As per 4.1.1, item #10 « FCA Approach Document
paragraphs 17.28 — 17.30 26 PISP Required
* PSRs Reg. 44(1)(a)
13 Further Payment Status Update: Asper 4.1.1, item #12 *nfa 27 PISP Recommended
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CX Considerations

4

As per 4.1.1, item#4

As per 4.1.1, item #5

ASPSPs should displayto PSUs any additional payment instruction
information received from PISPs together with the supplementary
information. This information may include the following:

. Payment Reference, if it has been entered by PSUs or prepopulated by
PISPs initem #1

. PSU payment Account Identification and/or the selected ASPSP (based
on item #2 options).

. Payee Account Identification details (e.g. account number and sort code o
additionally roll number or full IBAN)

ASPSPs could display the balance of PSUs payment account (see Section 2.2
for clarification on SCA requirements)

ASPSPs should inform PSUs about their “point of no return” for making the
payment and that their payment will be made after pressing the Proceed button.
Example wording: “Press Proceed to make payment"

11

As per 4.1.1, item#9

13

As per 4.1.1, item #11
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4.1.2 Single Domestic Payments - a/c selection @ PISP (Supplementary info)
C User Journey )—C Wireframes )—C Requirementsand Considerations

List of Supplementary Information: 4.1.2.1 Single Domestic Payments - BACS and CHAPS
ASPSPsmust determine the situationswhere Supplementary Information isrequiredto be shown

to the PSU, having regard to the principlethat parity should be maintained between Open Journey 4.1.2 can be used to initiate single domestic paymentthrough Bacsor CHAPS,
Banking journeysand ASPSP direct online channel journeys. Supplementary Information may be with the chosen payment scheme to be captured andincluded inthe payment order.
required: Thus:

* Where fees, charges or Forexapply (e.g single CHAPS international payments). * Minimum Set of Parameters: PISPsmust gither allow PSUsto specify the Payment

Scheme aspart of the information they provide to the PISP or pre-populate this

* Where interest ratesapply. information forthe PSUs(in use cases where applicable).

» Todisplay a PSUwarning that the relevant paymentaccount will become overdrawn/exceed an .

Y@ | The payment scheme (Bacs, CHAPS, or Faster Payments) will then be includedin the
overdraft limitasa result of the intended payment.

PSUs consent screen and will be forwarded to the ASPSP aspart of the payment
« I the relevant payment submission cut-off time haselapsed and the ASPSP wishesto offeran order.
execution dateftime. + Please note that Faster Paymentsdoesnot need to be explicitly defined, asitis

« Where the PSU has been identified by the ASPSPsas a vulnerable customer (who therefore _considderfe_d t?i be the default payment scheme to use when the optional parameter
receivestailored journeysand messagesin ASPSP’sown online platforms. Isnotdefined.

« To show value-add information based on functionality implemented by ASPSPsin competitive Note: Single Bacs or CHAPS payments may require the display of supplementary
space which providespositive customer outcome (e.g. cashflow prediction engine). information due to cut-off times and potential additional charges.

« For high value transactionsusing a different payment scheme.

» Where the paymentsmay be duplicated by the customerin a short period (e.g. ASPSP may
display a warning that payment appearsto be duplicated).
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4.1.3 Single Domestic Payments - a/c selection @ ASPSP
Wireframes )—( Requirementsand Considerations

-/

Select ASPSP Payment Information Authentication Select Account Payment
Summary & Confirm & Proceed Confirmation
There are cases w here the payment order submitted by PISPs to ASPSPs is incomplete, such as w herethe PSU's account selection Relevant Customer Insight and

has not yet occurred. supporting regulation

In these scenarios, OBIE considers that SCA only needs to be obtained once, as part of the initial interaction betw een ASPSPs and )
. : . i S - ew CX Customer Researc

the PSU. The factthat the PSU has to then carry out account selection or provide other information does not invalidate the SCA just celmil mer Research

performed by the ASPSP. > View CEG ChecKist

Equally, the display of the account balance by the ASPSP as part of the account selection process in the payment initiation journey
should not require an additional application of SCA. We understand the FCA is comfortable w iththis approach, how ever w e note that
the application of SCA (and interpretation of relevant requirements) is a matter for individual ASPSPs.
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4.1.3 Single Domestic Payments - a/c selection @ ASPSP
( User Journey )—m Requirementsand Considerations

./

Your Asps? ]
Payment total £31.94 Payment total £31.94

Thank you
" " Your payment has been submitted
Select payment method To consent to this transaction, Confirm payment account pay
check the details below Please check the details below are correct.
P format Transaction ID: 0-8328-472398
ayee information
e e Payee name: MERCHANT Total paid: £31.94
Payee name: MERCHANT Sort code: 20-40-60
Pay by bank account ~ Sort code: 20-40-60 Account number: 98765432 Payment details
Paying wilth your bank account is completely Account number: 98765432 Payment reference: Merchant Lid e S
safe and secure with Open Bankin - 1 nk name:
T T T ? Lnnnnppgy  Peymentrefersnce: - Mehantlid gl Amount s -& P LT TRV
Name: MERCHANT Payment information Please salect the account to pay from: @
Sort code: 20-40-80
R —— 08765432 Bank name: YOUR ASPSP Authentication e ‘Cau;::t fgﬁ:ﬁ;:t
Payment reference:  Merchant Ltd Avaable: £345.67
e You will be securely transferred to YOUR Savings Account
O setect your hccount ASPSP to authenticate and make the payment 101112 788012345
O et yourbak coin @ Available: £678.90
Back Confir
il i Press Proceed to make payment
(®) Select your Bank or Building Saciety

ook

Example cases wherethe paymentorder submitted by PISP is incomplete include: What the research says
. Psu t th th lected When account selection isdone atthe ASPSP, research
paymentaccounthasnotbeen sefected. amongst consumershas shown that 58% of participantsprefer
« Anyotheroptional parametersof the OBIE standard required by the ASPSPto make the payment — to be shown the balance for their selected payment account,
have not been selected/definedat PISP (e.g. payment scheme for bulk/batch, payment priority, e before reviewing a payment. Thiswas felt to assist in good
charges model forinternational paymentsetc.). personal financial management.
> See more
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4.1.3 Single Domestic Payments - a/c selection @ ASPSP

C User Journey )—C Wireframes

ntsand Considerations

CEG

. . Regulatory : o Implementation
CEG Checklist Requirements I A Checklist  Participant gt LiCiEn
Reference
1 Minimum Set of Parameters: As per 4.1.1, item #1. * RTS Art. 36(4) 22 PISP Required
2 PSU payment Account Selection: As per 4.1.1, item #2. * nfa 24 PISP Required
PSU Consent to PISP
PISPs must request for the PSUs' consent to the payment initiation in a clear
and specific manner. PISPs must display the following information in the
consent screen:
«  Payment Amount and Currency (GBP for UK implementations).
. Payee Account Name.
«  Payment Reference, if it has been entered by PSUs or prepopulated by * PSRs Reg. 68(3)(a),
PISPs initem #1. 69(2) and 70(3)(a) q
3 . 8 PISP Required
+  Selected ASPSP (based onitem#2 options). E;:QS Aggrgg‘m Document
For Payee Account Identification details (e.g. account number and sort code R
or additionally roll number or full IBAN):
«  Ifthis has been provided by PSUs initem#1, then PISPs must also
display this in the consent screen to allow PSUs to checkand verify
correctness.
+  Ifthis has been pre-populated by PISPs (e.g. in a eCommerce payment
scenario) PISPs could choose whether to display this information or not.
* RTS Art. 32(3)
+ EBA Final Guideline
ASPSPs must apply SCA including dynamic linking, unless an exemption 5.1(b) and 5.2(c)
applies. * Trustee P3/P4 letter 19
6 Actions P3 A2 and P3 A6 ASPSP Required
The ASPSP authentication must have no more than the number of steps that » EBA Final Guideline 5.2 1
the PSU would experience when directly accessing the ASPSP channel. (a)
« FCA Approach Document
17.132,17.136, 17.138
Additional P: i * CMA Order 10.2
9 ASPSPs must allow PSUs to select the payment account to complete the * FCA Approach Document 23 ASPSP Required
payment order for execution. 17.145
* PSRs Reg. 69(2)(b)
* RTS Art. 36(1)(b) 25 .
. ASPSP Required
13 | PISP Confirmation: As per 4.1.1, item #10 Ef?sﬁ‘g’;%a‘:h DEEr
: : 2% PISP Required
* PSRs Reg. 44(1)
14 Eurther Payment Status Update: Asper 4.1.1, item #12 * nfa 27 PISP Recommended

< u > © Open Banking Limited 2019

CX Considerations

4 As per 4.1.1, item #4.
5 As per 4.1.1, item #5.
i ASPSPs could also display a message to prompt PSUs to authenticate to
continue with their payment instruction.
Once the PSU has selected their account, ASPSPs should display the
following information to the PSU:
«  Payment Amount and Currency (GBP for UK implementations).
. Payee Account Name.
8 . Payment Reference, if it has been entered by PSUs or prepopulated by
PISPs initem #1.
*  The account selected by the PSU for payment.
. Payee Account Identification details (e.g. account number and sort code o
additionally roll number or full IBAN).
ASPSPs should inform PSUs about their “point of no return” for making the
10 payment and that their payment will be made after pressing the Proceed button.
Example wording: “Press Proceed to make payment”.
ASPSPs must allow PSUs to review as a part of the authentication process the
11 information described in items #7 & #8. The PSU can either proceed with the
payment or cancel it, on the same screen with items #7 & #8, using options.
with "equal prominence”.
12 As per 4.1.1, item #9.
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4.1.4 Single Domestic Scheduled Payments (Future Dated)
Wireframes )—( CEG ChecHKist Requirements )—( CXConsiderations)

Enter ASPSP Payment Authentication Supplementary Payment
Account Information Information Summary Information/ Confirmation
& Payment Type & Confirm Payment Order
Parameters &
Proceed

PSUs can setup, through PISPs, an instruction to their ASPSPsto make a one -off payment for a specificamount to a specific payee on a specific Relevant Customer Insight and
future date. supporting regulation
The example referencejourney illustratesaccount selection occurring in the PISPdomain. However, please note that account selection can take > ViewCX C mer Research

place at the ASPSP domain. In thisscenario, please follow the approach of reference journey 4.1.3.
> View CEG ChecHist

Note: OBIE Standardsdo not currently support the amendmentor cancellation of Future Dated Paymentsvia PISPs. These paymentsmay be
amended orcancelled via the ASPSP’sdirect online channel (where supported). Cancellation of these paymentsmust be consistent with available
capabilitieson ASPSP'sexisting online platform, aswell as, in accordance with the provisionsof the PSRsrelating to revocation of payment orders.
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4.1.4 Single Domestic Scheduled Payments (Future Dated)
( User Journey )—m CEG ChecKist Requirements )—( CXConsiderations)

T T Your ase

Payment total £31.94 Payment total £31.94 Thank you
Select payment method Check and confirm Confirm payment details Your payment has been submitted and
payee information Please check the details below are correct. is now set up.
Payee: MERCHANT Payment details

Bank name: Your ASPSP
Sort code: 48-59-60

Payee name: MERCHANT

° Sort code: 20-40-60 e Sort code: 20-40-60
A t number: 98765432

Pay by bank account v Account no.: 98765432 ccount number:

Reference: MERCHANT LTD

Paying with your bank account is completely Payment ref.: MERCHANT LTD

Amount: £31.04 Account number: 12346879
safe and secure with Open Banking. : X
I QI j—) Payment date ootoe D Reference: wercHanTi  REEEEEEENNEERERERNRRRARE R

Payment information

Name: MERCHANT Amount: £31.94
o - e Bank name: Your ASPSP e payment date A Payment date: 20.01.2020
X Sort code: 48-59-60 Authenti jon Status: Pending
Account number: 98765432 uthenticatio 19.01.20 is a Sunday and future dated
Payment reference: Merchant Ltd Sccetnintmber 220 payments can be made during business
Payment date: 19.01.2020 days only.
This payment will be made on 20.01.20 @
O setect your Account You will be securely transferred to YOUR
ASPSP to authenticate and make the payment Press Proceed to make payment

9@ Add your bank details

I Sortcoce |

“

I Account rumber |

el Select payment date v |
ek

O select your bank

like to see the payment schedule at least once in the journey.

What the research says
Consumerresearch has shown that 82% of consumers would
=] > See more
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4.1.4 Single Domestic Scheduled Payments (Future Dated)

C User Journey )—C Wireframes G Checkist Requireme CX Considerations

OPEN BANKING

-/

. . Regulatory CEG ChecHist o Implementation
CEG CheCkl Ist Req uirements Reference Reference Relislba Requirements
1 Minimum Set of Parameters: As per 4.1.1, item #1. * RTS Art. 36(4) 22 PISP Required
2 PSU payment Account Selection: As per 4.1.1, item #2. * nfa 24 PISP Required
Execution Date: PISPs must either enable PSUs to select the expected execution date or populate and display the expected + EBARinal Guidelines 5.1 .
3 execution date for the payment order * PSRs Reg. 69(2)(c) 21 PISP Required
’ « FCA Approach Document 17.36-17.39, 17.138
PSU Consent to PISP
PISPs must request for the PSUs' consent to the payment in a clear and specific manner. PISPs must display the following
information in the consent screen:
+  Payment Execution Date.
*  Payment Amount and Currency (GBP for UK implementations).
*  Payee Account Name.
«  Payment Reference, if it has been entered by PSUs or pre-populated by PISPs in item #1.
*  PSU payment Account Identification and/or the selected ASPSP (based on item #2 options).
4 + Note 1: If PSU payment Account identification is selected in item #2, PISPs should mesk the PSU payment Account + PSRs Reg. 68(3)(a), 69(2) and 70(3)(a) 8 PISP Required
details on the consent screen. Otherwise, if the PSU payment Account identification has been input by PSUs in item#2, * FCA Approach Document 17.55, 17.56
PISPs should not mask these details to allow PSUs to check and verify corectness.
*  Note 2: If PSU paynent Account identification is provided by PSUs initem#2, PISPs could use this to identify and display
the ASPSP without having to ask PSUs.
For Payee Account Identification details (e.g. account number and sort code or additionally roll number or full IBAN):
+  Ifthis has been provided by PSUs in item #1, then PISPs must also display this in the consent screen to allow PSUs to check
and \erify correctness.
«  Ifthis has been pre-populated by PISPs (e.g. in aeCommerce payment scenario) PISPs could choose whether to display this
information or not .
* RTS Art. 32(3)
» EBA Final Guideline 5.1(b) and 5.2(c) 19
R * Trustee P3/P4 letter Actions P3 A2 and P3 A6 q
7 As per 4.1.1 item #8. - EBAFinal Guideline 5.2 (a) 1 ASPSP Required
» FCA Approach Document 17.132,17.136,
17.138
. i ideli 20
8 ASPSPs must display the payment details and any supplementary information about difference in actual execution date. . E?’AS I:rr:alsgt)n(t:)elmes 5.1(b) and 5.2(c) . ASPSP Required
* PSRs Reg. 69(2)(b) ;
11 | PISPConfirmation: As per 4.1.1, item #10. * RTS Art. 36(1) (b) » ASPSP Required
— : * FCA Approach Document 17.28-17.30 2% PISP Required
« PSRs Reg. 44(1) q
13 Eurther Payment Status Update: Asper 4.1.1, item #12. * nfa 27 PISP Recommended
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4.1.4 Single Domestic Scheduled Payments (Future Dated)
( User Journey )—( Wireframes )—( CEG ChecHKist Requirements

CX Considerations

5 As per 4.1.1, item #4.

6 As per 4.1.1, item #5.

9 ASPSPs should inform PSUs about their “point of no return” for making the payment and that their payment will be made after
pressing the Proceed button. Example wording: “Press Proceed to make payment".

10 As per 4.1.1, item #9.

12 PISPs must provide message to PSUs to inform that amendment or cancellation of the payment must be done at their ASPSP.

Note: If the payment account identifier used by PSUs to setup
a future dated payment order, viaPISPs, isno longervalid
(e.g. expired/reportedlost stolen PAN) ASPSPsshould still
allowthe execution of the payment, on the scheduled date for
which were setup.
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4.1.5 Standing Orders

OPEN BANKING

Wireframes )—( CEG ChecHKist Requirements )—( CXConsiderations)

I HuNNn N
Enter ASPSP Payment Authentication Supplementary
Account Information Information Summary Information/
& Payment Type & Confirm Payment Order
Parameters &
Proceed

Payment
Confirmation

PSUs can setup, through PISPs, an instruction to their ASPSPsto make a series of paymentsof a specificamount to a specific payee on a number of
specified future datesoron aregularbasis.

The example referencejourney illustratesaccount selection occurring in the PISPdomain. However, please note that account selection can take
place atthe ASPSP domain. In thiscase, please follow the approach of reference journey 4.1.3.

Note: OBIE Standardsdo not currently support the amendmentor cancellation of Domestic Standing Ordersvia PISPs. These paymentsm ay be
amended orcancelled via the ASPSP’sdirect online channel (where supported). Cancellation of these paymentsmust be consistent with available
capabilitieson ASPSP'sexisting online platform, aswell as, in accordance with the provisionsof the PSRsrelating to revocation of payment orders.

< u > © Open Banking Limited 2019

Relevant Customer Insight and
supporting regulation

> View CX Customer Research
> View CEG ChecKist
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4.1.5 Standing Orders
( User Journey )—m CEG ChecKist Requirements )—( CXConsiderations)

: Payment set up confirmation
Name: MERCHANT Check and confirm . . y P
Sort code: 20-40-60 Confirm payment details This payment is now set up with ASPSP as
N; 4 MERCHANT 3
Account number: 98765432 e ame: To: MERCHANT follows:
Payment reference:  Merchant Ltd Sort code: 204060 First payment due: ovou2018 e
Ac nt ber: 98765432
ceount number. Amount: £25.00 Payment ID.: 1234567-89
Payment reference: Merchant Ltd F . Montht
I Select first payment date v | requency: lonthly Amount: £25.00 Per Month
Last Date: Until Further Notice Start Date: 01/01/2018
Payment information From A " R B
Enter amount to pay | T2 E A End Date: Until Further Notice
||||||||||||||||||||||||||||||||e QI S vowasrse D ——) TR R
I select requency v | Sort code: 48-59-60 Payment information
Account number: 12346879 e
: : Payment date A @ Bank Name: YOUR ASPSP
Authentication
I Select last date v | Payments in this schedule that fall on Sort code: 48-59-60
First payment due: 01/01/2018 weekends and bank holidays will be made Account No.: 416879
. on the following business day.
Select payment method Smonst L2200 o 4 Order Ref: MERCHANT LTD
Frequency: Monthly
Last Date: Until Further Notice
ASPSP to authenticate and make the payment
Pay by bank account v
Paying with your bank account is completely Confirm
safe and secure with Open Banking.
(® select your Account
List of saved accounts v |
peck
O your bk dras What the research says
o Research amongst consumershas shown that they considerit
Select your bank q q a
important to be able to schedule a recurring payment to be paid
—] on the same date every month. There iscurrently some
L] frustration with providerswho do not take paymentson set

datesbut ratherindicate a window when payment will be taken.

> See more
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4.1.5 Standing Orders
C User Journey )—C Wireframes CXConsiderations)

OPEN BANKING

3 3 Regulatory CEG ChecKist - Implementation
CEG CheCkl Ist Req uirements Reference Reference PRI Requirements
Minimum Set of Parameters
PISPs must either allow PSUs to specify the below minimum set of parameters or pre-populate them for the PSUs:
«  Creditor Account Name. .
1 *  Creditor Account Identification (e.g. account number and sort code or roll number for UK implementations). RISAEE60D 22 RIS Reqlited
*  Reference of the payment (as per best practice).
*  Any supplementary information required which the ASPSP has published as required and is specific to that ASPSP.
Standing Order Schedule(s)
PISPs must either allow PSUs to select at least one of following options or pre-populate them for the PSUs:
The First payment date, payment Amount and Currency (GBP for UK implementations). « EBA Final Guidelines 5.1
2 The Recurring payment date, payment Amount and Currency (only if different from the first payment amount and date). * PSRs Reg. 69(2)(c) 21 PISP Required
If standing order is not open ended: * FCA Approach Document 17.36- a
«  Either the Final payment Date (onlyif different from the Recurring payment date), payment Amount and Currency (GBP for UK implementations). 17.39, 17.138
*  Or the Number of payments to be made by the standing order.
The Frequency of the payments (for available options on standing order frequency, please refer to Appendix section 7.4.1).
3 PSU payment Account Selection: As per 4.1.1, item #2. * na 24 PISP Required
PSU Consent to PISP
PISPs must request for the PSUs' consent to the payment in a clear and specific manner. PISPs must display the following information in the consent screen:
*  The Standing Order Schedule parameters including first payment, recurring payment, final payment and frequency as selected in item #3.
. Payee Account Name.
«  Payment Reference and any supplementary info, if it has been entered by PSUs or prepopulated by PISPs in item #1.
*  PSU payment Account Identification and/or the selected ASPSP (based on item #2 options). * PSRs Reg. 68(3)(a), 69(2) and
4 . Note 1: If PSU payment Account identification is selected in item #2, PISPs should mask the PSU payment Account details on the consent screen. 70(3)(a) 8 PISP Reguired
Otherwise, if the PSU paynent Account identification has been input by PSUs in item#2, PISPs should not nmask these details to allow PSUs to check | « FCA Approach Document 17.55, a
and verify correctness. 17.56
. Note 2: If PSU payment Account identification is provided by PSUs in item#2, PISPs could use this to identify and display the ASPSP without having to
ask PSUs.
For Payee Account Identification details (e.g. account number and sort code or additionally roll number or full IBAN):
«  |Ifthis has been provided by PSUs initem #1, then PISPs must also display this in the consent screen to allow PSUs to checkand verify correctness.
. If this has been pre-populated by PISPs (e.g. in a eCommerce payment scenario) PISPs could choose whether to display this information or not.
* RTS Art. 32(3)
« EBA Final Guideline 5.1(b) and
5.2(c)
. « Trustee P3/P4 letter Actions P3 A2 19 ;
7 As per 4.1.1 item #8. and P3 A6 2 ASPSP Required
« EBA Final Guideline 5.2 (a)
* FCA Approach Document
17.132,17.136, 17.138
« EBA Final Guidelines 5.1(b) and 20
8 ASPSPs must display the payment details, schedule and any supplementary information about difference in actual execution day for each transaction. 5.2(c) . ASPSP Required
* RTS Art. 5(1)(a)

< [_| > © Open Banking Limited 2019
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4.1.5 Standing Orders
( User Journey )—( Wireframes CXConsiderations)

: . Regulatory CEG ChecKist " Implementation
CEG Checklist Req uirements Reference Reference PRI Requirements
» PSRs Reg. 69(2)(b) >
* RTS Art. 36(1)(b) ]
11 | PISP Confirmation: As per 4.1.1, item #10. ", oproach Document 17.25- ASPSP AHEE
i PISP Required
26
* PSRs Reg. 44(1)
13 Eurther Payment Status Update: Asper 4.1.1, item #12. * na 27 PISP Recommended
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4.1.5 Standing Orders
( User Journey )—( Wireframes )—( CEG ChecHKist Requirements

CX Considerations

5 As per 4.1.1, item #4.

6 As per 4.1.1, item #5.

9 ASPSPs should inform PSUs about their “point of no return” for making the payment and that their payment
will be made after pressing the Proceed button. Example wording: “Press Proceed to make payment”.

10 As per 4.1.1, item #9.

12 PISPs must provide a message to PSUs to inform that modification or cancelling of the standing order must
be done at their ASPSP.

Note: If the payment account identifier used by PSUsto setup a Standing Order payment
ordervia PISPsisnolongervalid (e.g. expired/reportedlost stolen PAN) ASPSPsshould
still allow the execution of the standing order paymentson the scheduled datesforwhich

they were setup.
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4.1.6 International Payments

OPEN BANKING

Wireframes )—( )—( CX Considerations )—(

CEG ChecHKist Requirements Additional Information )

I Iy
Enter ASPSP Payment Information Authentication Supplementary
Information Summary & Confirm Information/
Payment Order
Parameters &
Proceed

Payment
Confirmation

PSUs can initiate,through PISPs, single international paymentsfrom their GBP orforeign currency payment accounts. Payments can be made inany
currency and to any country, using a number of routing optionsin orderto meet the priority required, provided that function ality isavailable to PSUs
when making international paymentsdirectly from their online payment account.

The authentication approach used in thisjourney replicatesjourney 4.1.2, where there issupplementary informationto be displayed. If the payment
orderisincomplete thenthe principlesof journey 4.1.3 apply. If all detailsof the payment order are provided by PISPsand ASPSPsdecide notto
display any supplementary information, then the principlesof4.1.1 may also be applied.

< u > © Open Banking Limited 2019

Relevant Customer Insight and
supporting regulation

> View CX Customer Research
> View CEG ChecKist
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4.1.6 International Payments
( User Journey )—m CEG ChecHKist Requirements )—( CX Considerations )—( Additional Information )

BTN TR — ==

Payment total 411.31 EUR Check and confirm Thank you
9 Confirm payment details Your payment has been submitted
= : Belgi
wm !l:um Eoiae Ea Please check the details below are correct.
o ) = e Priority: High Amount (EUR): 411.31 EUR
Account name: Merchant Account name: Merchant Payee name: MERCHANT J—— 408,07 08P
IBAN: BEG8539007657040 B AEASAI0CTSSI040 @ Sortcode: 09-01-20 S— 1500 8P
Reference: MERCHANTLTD Reference: MERCHANT LTD Account No.: 12347881 Total amount to pay: 323.07 GBP
IBAN: BEGB539007657040
Payment Date: 19/03/19 (today)
Payment information Reference: MERCHANT LTD
N Enler omaunt to pay QI j—) A oo [HED N
Bank name: YOUR ASPSP — s Payment information
Select payment date v | ae] 50.6 .
| G Ll o Exchange Rate: 1 GBP=13351 EUR @ Bank Name: YOURASPSP
Account number: 12346879 icati
Satoct ¢ method count number: Authentication et o 2 e 1 — P
elect payment met is rate is val next § minutes, if you .
pay @ navigate away from this page now the rate Account No.: 6879 @
've quoted chan,
Reference: MERCHANT LTD wee quoled you may change e [z
Pay by bank account ~ R A Do you want to save these payment
. Amount (EUR): 411.31 EUR *
Paying with your bank account is completely Payment date: 19/03/19 (today) R — 20807 GBP details for future transactions? .
safe and secure with Open Banking @ g
Pleasa note your account provider may apply Charges: 15.00 GBP
Name: MERCHANT charges Total amount to pay: 323,07 GBP
Sort code: 20-40-60 You will be securely transferred to YOUR B 19/03/19 (today)
[ — T ASPSP to authenticate and make the payment
Paymant refersnce: Merchant Ltd @ Please select your charges model
“ @ ’ s e
O Select your Account Review payment account
e (®) Acdyour bank detais From: Cument Account
@ 48-50-60 12346879
Sort code
| | Press Proceed to make payment
I frennn I
Bk
O sotect yourank What the research says

Consumerresearch has shown that people find a recognisable
ASPSP login page and processreassuring and increases their
confidence inthe journey.

> See more
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4.1.6 International Payments

C User Journey )—C Wireframes CEG ChecKist Requirements CX Considerations )—C Additional Information

OPEN BANKING

-/

CEG Checklist Requirements Regulatory

CEG ChecKHist

Participant

Implementation

Reference

: PISPs must either allow PSUs to specify the below minimum set of parameters or pre-populate them (e.g. in cases of supplier invoice
payments or eCommerce journeys):
o Payment Amount and Currency.
. Destination Country.

Reference

Requirements

1 . Instruction Priority (Normal or Urgent). + RTS Art. 36(4) 22 PISP Required
. Payee Account Name.
. Payee Account Identificaion details (e.g..IBAN) *
. Payment Reference - This is optiona filed but itis good practice to be populated for a payment.
. Any supplementary information required whichthe ASPSP has published as required and is specific © that ASPSP.
+ EBA Final Guidelines 5.1
3 If PISPs want to offer PSUs the ability to make an International Scheduled Payment (Future Dated),then PISPs must allow PSUs to select the requested execution date for | * PSRs Reg. 69(2)(c) 21 ASPSP Reatired
the payment, or pre-populate this informationas part of the paymentorder request. + FCA Approach Document 17.36-17.39, =
17.138
/4 | PBSUpayment Account Selection: As per4.1.1, iem #2. - nia 24 PISP Required
PSU Consentto PISP: PISPs must request for the PSUs' consentto the payment in aclear and specific manrer. PISPs must display the following information inthe consert
screen:
. Payment Amount and Currency.
. Destination Country.
. Instruction Priority (Normal or Urgent).
. Payee Account Name. . _
. Requested Payment Execution Date (sameday pr_oc_essnng or future date). o . PSRs Reg. 68(3)(a), 69(2) and 70(3)(a) 8 PISP R ired
5 . Payment Reference and any_s_upplemewtarymfo. if it has been entered by P_SUs or pre-_populated by PISPsinitem#1. - FCA Approach Document 17.55, 17.56 equire
. PSU payment Account Idertification and/or the selected ASPSP (based onitem#2 options).
. Note 1: If PSU payment Account identificationis selected initem#2, PISPs should mask the PSU payment Account details onthe consent screen. Otherwise, if
the PSU payment Accountidentification has been input by PSUs in iem#2, PISPs should not mask these details to allow PSUs to check and verify correctness
. Note 2: If PSU payment Account identificationis provided by PSUs in item#2, PISPs could use this to identify and display the ASPSP without having to ask PSUs
For Payee Account Identification details (e.g. IBAN) -
. If this has been provided by PSUs initem#1, then PISPs must also display this in the consentscreen to allow PSUs to check and verify correctness.
. If this has been pre-populated by PISPs (e.g. in a eCommerce paymentscenario) PISPs could choose whether to display this information or not .
« RTS Art. 32(3)
« EBA Final Guideline 5.1(b) and
5.2(c)
) « Trustee P3/P4 letter Actions P3 19 '
8 As per 4.1.1 item #8. A2 and P3 A6 a ASPSP Required
« EBA Final Guideline 5.2 (a)
« FCA Approach Document
17.132,17.136, 17.138
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4.1.6 International Payments
( User Journey )—( Wireframes CX Considerations )—( Additional Information )

G ChECkl iSt Req u irements Regulatory CEG ChecMist Participant Implementation

Reference Reference Requirements

Supplementary Information / Additional Payment Order Details

ASPSPs must be able to introduce a step as part of the authentication joumey to display supplementary information associated with that payment, if required. Moreover, ASPSPs
must allow the PSU to provide additional details related to the payment order during the authentication journey (authentication and supplementary information screens) such as for
example, the account for the payment. The informationto be providedin the supplementary information/ additional payment order details screen may include:

. PSU payment Account Idertification.

+  Payee Account Name. - EBA Final Guidelines 5.1(b) and 20
o Payment Reference. 5.2(c
9 . Payee Account Identificaion details (e.g. account number and sort code or additionally roll number or full IBAN). ASPSP Required
. Country. + CMA Order 10.2 23
Payment Currency. + FCA Approach Document 17.145

Payment Amount.

FX currency pair and rate.

Charges model (BEN/SHA/OUR) (for definitions please refer to appendix section 7.4.21).
Payment priority (Normal or Urgent).

Payment Execution Date (same day processing or future date).

* PSRs Reg. 69(2)(b)

. I . * RTS Art. 36(1)(b) 25 .
16 PISP Confirmation: As per 4.1.1, item #10 - FCA Approach Document ASPSP Required
In addition, PISPs must display to PSUs the actual FX rate used for the international payment transaction if this information has been provided by the ASPSP. L2261 %S0 2% PISP Required
* PSRs Reg. 44(1)
18 Eurther Payment Status Update: Asper 4.1.1, item #12. na 27 PISP Recommended
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4.1.6 International Payments

( User Journey )—( Wireframes )—( CEG ChecKist Requirements CX Considerations Additional Information )

OPEN BANKING

CX Considerations

PISPs could display an indicative FX rate for the payment currency pair if:
*  PSUs selected a PSU payment Account or provided PSU payment Account details in item #4.
2 *  PSUs provided the currency of the selected PSU payment Account.
Inthat case, PISPs must clearlyindicate to PSUs that the FX rate displayed is indicative and may be different to the FX rate to be provided by their ASPSPs.
If the PISP has the ahility to provide any actual FX rate quote © the PSU at this stage (e.g. havingimplemented a quoting m echanismwith the ASPSP) thenthe PISP should be able to display the actual FX rate to be used for the transaction.
6 As per 4.1.1, step 4.
7 As per 4.1.1, step 5.
ASPSPs must display to the PSU the FX currency conversion rate to be used for the payment order. This FX rate can be:
. Indicative - In this case ASPSPs must clearly inform PSUs that the FX rate is indicative and may be different than the actual rate that will be used for the payment order.
10 *  Actual - ASPSPs must clearlyinform PSUs for the validity period of this actual FX rate. If the payment order is not submitted within the validity window of the FX, then a new actual FX quote must be displayed. If PSUs confirm the payment but the
payment order submitted by PISPs is not submitted within validity period, ASPSPs could choose to either reject the payment or process it at the agreed FX rate.
ASPSPs could display the payment amount in the PSU payment Account currency (from applying the FX rate).
ASPSPs must ensure that charges related to international payments are provided to PSUs as agreed in the framework contract.
11 Notel: Any provision of charges can only be those of the ASPSP as the Beneficiary's bank charges are not known in many cases.
Note 2: Where the final charges are not known to the ASPSP, the responsibility should remain with the ASPSP for notifying the customer of the charges as per the PSD2 regulatory requirements.
Other Options:
12 *  ASPSPs should display the Final Debit Amount (including charges)in PSU payment Account currency.
«  ASPSPs could display the expected Value Date for the international payment.
13 ASPSPs should inform PSUs about their “point of no return” for making the payment and that their payment will be made after pressing the Proceed button. Example wording: “Press Proceed to make payment”.
Note: In cases of future dated payments, PSUs are able  cancel the payments as described in section 41.6.1.
14 ASPSPs must allow PSUs to review the information described in items #9, #10, #11 & #12. The PSU can either proceed with the payment or cancel it, on the same screen using options with "equal prominence".
15 As per 4.1.1, item #9.
17 As per 4.1.1, item #11.
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4.1.6 International Payments

OPEN BANKING

C User Journey )—C Wireframes )—C CEG ChecHKist Requirements )—C CX Considerations Additional Information

Examples of international payments cov ered by OBIE PIS functionality include:

* SEPA Credit Transferpayments.

* SEPAInstant Credit Transfer payments(where appropriate).

+ Correspondent payments/ SWIFT Payments- Single Customer Credit Transfer MT103
(single payment).

* International transfers (PSU's domesticaccount to PSU'soverseas account).

» Currency account transfers (i.e. IATsin currency).

« RTGSonTarget2 payments.

« EBAEurol payments.

The FX currency conversion rates applicable to international paymentsand the charges
incurred by PSUs constitute supplementary information and thusthe international payments
journey followsthe same approach asthe one-off domestic single paymentwith
supplementary information.

There are alarge number of parametersthat may need to be specifiedforan international
paymentsjourney. These depend on a number of factorssuch as the beneficiary country,
currency, payment scheme, chargesmodel and others. The basic journey shownon the next
slide isbased on a single SEPA Euro paymentinthe EEA. Further optionsare explained in
the optionssection and in the Appendix section 7.4.3.

< [_| > © Open Banking Limited 2019

4.1.6.1 Scheduled International Payments (Future Dated)

Journey 4.1.6 can be used to initiate single future dated international payments. In this
case, the execution date of the paymentiscaptured by PSUsand included inthe
paymentorder. Thus:

*« Minimum Set of Parameters: PISPsmust eitherallow PSUsto specify the selected
execution date forthe paymentby the ASPSPs or pre-populate thisinformation for
the PSUs (in use cases where applicable).

* The executiondate willthen be includedin the PSUs consent screen and will be
forwarded to ASPSPsas part of the payment order.

» OBIE Standardsdo not currently support the amendment or cancellation of Future
Dated International Paymentsvia PISPs. PSUshave to go to their ASPSPs direct
online channelin orderto amend or cancel these payments, where supported. In
these cases cancellation must be allowed up to and including the businessday prior
to execution of the payment order by the ASPSP.

In general for thistype of payment, both principle of journey 4.1.6 and 4.1.4 apply.

4.1.6.2 International Standing Orders

International Standing Orderscan be setup by combiningthe principlesdescribed in
journeys4.1.6 and 4.1.5. In thiscase, the Standing Order Schedule for the international
paymentsiscaptured by PSUs and includedin the international paymentsorder. Please
referto item #2 of journey 4.1.5.
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4.1.7 Bulk/Batch Payments
Wireframes )—( CEG ChecKist Requirements )—( CEG ChecKist Requirementsand CX Considerations )—( Additional Information )7

I NI L T L T T LTI
Enter ASPSP Payment Information Authentication Supplementary Payment
Account Information Summary & Confirm Information/ Confirmation
& Payment Type Payment Order
Parameters &
Proceed
Business PSUs can initiate, through PISPs, bulk/batch paymentsallowing themto make multiple paymentsfrom their payment accounts. Relevant Customer Insight and

The authentication approach used in thisjourney replicatesjourney 4.1.2, where there issupplementary informationto be displayed. If the payment supporting regulation

orderisincomplete, thenthe principlesof journey 4.1.3 apply. Thisisdue to the fact that there are certain caseswhere one of the parameters )
required for the bulk/batch paymentsmay not have been specified or notincludedin the submitted file, or specific chargesm ay apply. > View CX Cusiomer Research
> View CEG ChecHist
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4.1.7 Bulk/Batch Payments
( User Journey )—m CEG ChecKist Requirements )—( CEG ChecKist Requirementsand CX Considerations )—( Additional Information )7

— s

I 2225 ABe heck and confirm ] Your l?ayment order has been
. = Confirm payment account submitted to your ASPSP
Description: Payroll 200418
Moot :ayml i s Reforoncar 0223 ABC Please check the details below are correct.
c P cape Description: Payroll 200418 Referonce: 02238 EC
A Reference: 0223 ABC Description: Payroll 200418
Amount: 75,064.71 GBP No. of Payees: 2
Currency: — sf) Description: Payroll 200418 Payment Method: BACS
Make payment eEE CENESEED No. of Payees: 25 No. of Payees: 25
Payment Method: S Currency: GBPE£ Amount: 75,064.71 GBP
' Payment Method: BACS
IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIGI Select your bank (ASPSP) v| LLALLELLL Amount: 75,064.71 GBP —) _— e 00471 oo -} IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII@
Date to send: 20/01/2018 9 mount: s payment information
Date to send: 20/01/2018
Please select how you want your bank to
process your bulk payment ) ) Authentication Bank Name: YOUR ASPSP
ik here for full transaction defelk Order Ref: MERCHANT LTD
BACS Payment - funds will be received Business Account
in 2 working days
You will be securely transferred to YOUR 48-59-60 72346879 .
O Faster Payment - funds will be received AASPSP to authenticate and make the payment
today
Current Account
101112 789012345
Select date to send v
@ Press Proceed to submit bulk/batch payments

process to act as a check, including a ‘cancel' option to minimise

What the research says

Research indicatesthat SMEsvalue having a summary

information step page aspart of the bulk/ batch payment
E the chance of errors.

> See more
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4.1.7 Bulk/Batch Payments

C User Journey )—C Wireframes CEG CheckKist Requirements CEG ChecKist Requirementsand CX Considerations )—C Additional Information )7

CEG Checkl iSt Requirements Regulatory CEG ChecHist Participant Implementation

Reference Reference Requirements

PISPs should either allow PSUs to specify any of the below information or pre-populate this information on their behalf for the bulk & batch payments:

o Total amount of all payments in the bulk/batch and currency. « EBA Final Guidelines 5.1
1 . Number of payments included in the bulk/batch. * PSRs Reg. 69(2)(c) 21 ASPSP Required
+  Reference forthe file (as per best practice). + FCA Approach Document 17.36-17.39, 17.138

. Any supplementary information required which the ASPSP has published as required and is specffic to that ASPSP.

PSU payment Account Selection: If PISPs allow PSUs to import/upload a batch/bulk file of payments, then the file may contain one PSU payment Account (for
bulk) or multiple PSU payment Accounts (for batch). In this case, PISPs should not allow the customer to define a PSU payment Account for the bulk or batch.
PISPs could read the file and pre-populate the PSU payment Account in the case of bulk payments. Moreover, PISPs could use the PSU payment Account sort

- CMA 102 ;
2 code(s) to identify and pre-populate the PSU's ASPSP that the bulk/batch needs to be submitted for processing. . ECA fp;’zrac: T 23 ASPSP Required

Otherwise, if no external file upload or PSU payment Account(s) in the file, PISPs should allow PSUs to either: . nla 24 PISP Required
. Enter the PSU payment Account details.
. Select their account details (assumes they have been saved previously).
. Select their ASPSP in order to select their PSU payment Account from there.
Minimum Set of Parameters: If PISPs allows PSUs to import/upload a batch/bulk file of payments, then the file may contain the payment scheme(s) and the
requested execution date(s) for the bulk/batch of payments. In this case, PISPs should not allow the customer to define the payment scheme and the requested
execution date. PISPs could read the file and pre-populate the payment scheme and the requested execution date in the case of bulk payments and also forthe
3 batch p.ayme.nts if the samg throughout the file. ] _ ) ) ) i - RTS Att. 36(4) 22 PISP Required
Otherwise, if no external file upload or payment scheme and the requested execution date in the file, PISPs should allow PSUs to specify the below information:

. Instruction instrument (payment scheme).
. Requested Execution date.
Note: For batch payments this will only hold if these parameters will need to apply to all the transactions within the batch.

PSU Consent to PISP: PISPs must request for the PSU's consent to the payment clearly displaying any of the following information if specified by PSUs or pre -
populated by PISPs:
. Total amount of all payments in the bulk/batch and currency (subject to item #2 options).
. Number of payments included in the bulk/batch (subject to item #2 options).
4 . Reference for the file (as per best practice) (subject to item #2 options).
. Instruction instrument (payment scheme) (subject to item #1 options).
. Requested Execution date (subject to item #1 options).
. PSU payment Account or selected ASPSP (subject to item #3 options).
. Note 1: if PSU payment Account is selected in previous screen, PISPs should mask the account details.
. Note 2: if PSU payment Account details are provided, PISPs could use the account sort-code to derive and display the ASPSP.

* PSRs Reg. 68(3)(a), 69(2) and 70(3)(a)
« FCA Approach Document 17.55, 17.56 8 PISP Required

* RTS Art. 32(3)
» EBA Final Guideline 5.1(b) and 5.2(c)

« Trustee P3/P4 letter Actions P3 A2 19
7 +  Asper4.l.1item #8. and P3 A6 ASPSP Required
« EBA Final Guideline 5.2 (a) 1

» FCA Approach Document
17.132,17.136, 17.138

Although the payee details and total amount are known to the ASPSP before the PSU is authenticated,

. ASPSPs must introduce a step after authentication to allow PSUs to provide additional information associated with the bulk/batch payment in order to
complete the payment instructions, if the payment order is incomplete. This information may include:

8 . PSU payment Account Identification details (for bulk payments only) + EBA Final Guidelines 5.1(b) and 5.2(c) 20 ASPSP Required

. Instruction instrument (payment scheme) (for bulk payments and for batch only if it applies to all payments in the batch)
. Requested Execution date (for bulk payments and for batch only if it applies to all payments in the batch)

. ASPSPs should be able to introduce a step after authentication to display additional /supplementary information in relation to the bulk \batch payment
instructions such as expected execution date, specific terms related to this payment type, charges etc.
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4.1.7 Bulk/Batch Payments

( User Journey )—( Wireframes )—( CEG CheckKist Requirements CEG ChecKist Requirementsand CX Considerations Additional Information )7
H . Regulatory CEG ChecHist . Implementation
CEG Ch S Ckl Ist Req uirements Reference Reference PR il Requirements
+ PSRs Reg. 69(2)(b) 25
o ] * RTS Art. 36(1)(b) ASPSP Required
13 PISP Confirmation: As per 4.1.1, item #10. * FCA Approach Document 17.28-17.30 .
PISP Required
- PSRs Reg. 44(1) 28
14 Eurther Payment Status Update: Asper 4.1.1, item #12. * nfa 27 PISP Recommended

CX Considerations

5 | Asperall, step4.

6 | Asper4.ll, step5s.

9 ASPSPs should also display to PSUs all the payment instruction information received from PISPs.

10 ASPSPs should inform PSUs about their “point of no return” for making the payment and that their payment will be made after pressing the Proceed button. Example wording: “Press Proceed to make payment".

11 ASPSPs must allow PSUs to review the information described in items #8, #9 & #10. The PSU can either proceed with the payment or cancel it, on the same screen using options with "equal prominence”.

12  Asperall, step9.
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4.1.7 Bulk/Batch Payments
( User Journey )—( Wireframes )—( CEG ChecKist Requirements )—( CEG ChecKist Requirementsand CX Considerations

OBIE Bulk/Batch payments proposition
For the purposes of this paper, the following definitionsof bulkand batch paymentsare used:

« Bulk= Agroup of payments(e.g. in afile)to be paid to multiple creditor accountsfrom the
same debtoraccount, on the same date, with the same currency and throughthe same
paymentscheme.

« Batch = A group of payments(e.g. in a file) to be paidto multiple creditor accountsfrom
multiple debtoraccounts. These may involved different payment execution
dates, currenciesand payment schemes.

Please also note the followingworking assumptions:

« Forbulkpayments, the PSU maybe able to selectthe PSU paymentAccount and other
parametersof the bulkpaymentinstructionatthe ASPSP,if they are notincluded infile
submitted by the PISP.

« For batch payments, the PSU may not be able to select the PSU payment Account and
other parametersof the bulkpaymentinstruction atthe ASPSP, if they are notincludedin
the file submitted by the PISP.
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4.1.8 Multi-authorisation Payments

OPEN BANKING

Wireframes )—( Requirementsand Considerations )
I I L T T LT T LTI
Enter ASPSP Payment Information Authentication Supplementary Transactions
Account Information Summary & Confirm Information/ Confirmation
& Payment Type Payment Order
Parameters &
Proceed

PSUs can setup, through PISPs, paymentswhich require multiple partieswith delegated user authority to authorise a payment o rder. This
functionality can be used by ASPSPsforany paymentinitiationthat requiresmultiple authorities (including consumers, SMEsand Corporates).

The authentication approach used in thisjourney replicatesjourney 4.1.2, where there issupplementary informationto be displayed. If the payment
orderisincomplete thenthe principlesof journey 4.1.3 apply. The principlesof 4.1.1 may also be applied ifall detailsof the payment orderare
provided by PISPs, and ASPSPsdecide notto display any supplementary information.

< u > © Open Banking Limited 2019

Relevant Customer Insight and
supporting regulation

> View CX Customer Research
> View CEG ChecKist
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4.1.8 Multi-authorisation Payments

./

( User Journey Requirementsand Considerations

YOUR ASPSP

Payment total £1299.00
Name: MERCHANT Y hank you
. . Payment authorisation:
. D Check and confirm Y : four payment has been submitted pending
) Please check the details below are correct. further authorisation
0 Account No.: 98765432 Payee information
H P 3 MERCHANT
Crserer RERCIANIILTD) Payee name: MERCHANT ayee Transaction ID: 0-9328-472398
H X Sort code: 20-40-60
Cegicts EEEEY Sort code: 20-40-60 ort code: Total paid: £1299.00
s 08765432 ‘Account number: 98765432
Refer 4 MERCHANT LTD
Select payment method Payment ref.: MERCHANT LTD eference:
Jr— CFERED Payment information
I LLLLLRLN - - LR LR LR
Payment information N ot omh Bank Name: YOUR ASPSP
is payment needs authorisation from the
Pay by bank account v below lst of signatories: Sort code: 48-59-60
Paying with your bank account is completely Bank name: Your ASPSP Authenticati Account No.: G879
safe and secure with Open Banking. 2 - 50-4 uthentication
P 9 Sort code: 48-59-60 David Willis (vou) Order Ref: ERCHANT LTD
Account number: 12346879 Justin Clark (Pending)
Select your Account
O your Accou Susan Black (Pending)
Do you want to save these payment
(® Add your bank details ° You will be securely transferred to YOUR Press P ot details for future transactions?
ASPSP to authenticate and make the payment ress Proceed to authorise payment
Sort cod
I = | “ e
I Accaunt number |

Back

O select your bank
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4.1.8 Multi-authorisation Payments

OPEN BANKING

( User Journey )—( Wireframes Requirementsand Considerations

CX Considerations

4

As per 4.1.1, item#4

As per 4.1.1, item#5

Although some of the payment instruction order details are known to ASPSPs
before PSUs are authenticated, ASPSPs must introduce a step after
authentication to display supplementary information associated with the
payment such as for example to inform the PSU that the PSU payment Account
requires multiple authorisations before the payment can be executed.

ASPSP should displayto the PSU all the payment instruction information
received from the PISP together with the supplementary information required
for the multi-authorisation payment.

ASPSPs should display to PSUs the same information about the multi-auth
payment as displayed for multi-auth payments initiated by the PSU directly via
the ASPSP's online channels. This information could include the number and
name of the authorisers that need to authorise the payment before it can be
processed and executed by the ASPSP.

10

ASPSPs should inform PSUs about their “point of no return” for making the
payment and that their payment will be made after pressing the Proceed button.
Example wording: “Press Proceed to make payment".

11

ASPSP must allow the PSU to proceed with these additional items for the
payment initiation or cancel it, on the same screen with steps 7,8 & 9.

12

As per 4.1.1, step 9.

14

If PSUs provided payment account identification details (as per item #2
options), PISP could save the account details for future transactions ,provided
that this is explicitly agreed by the PSU.

: . Regulatory CEG ChecKist P Implementation
CEG CheCkl Ist Req uirements Reference Reference PN Requirements
1 Minimum Set of Parameters: As per 4.1.1, item #1. * RTS Art. 36(4) 22 PISP Required
2 PSU payment Account Selection: As per 4.1.1, item #2. * na 24 PISP Required
+ PSRs Reg. 68(3)(a), 69(2)
3 | PSUConsent to PISP : Asper 4.1.1, item #3. I — 8 PP Required
17.55, 17.56
* RTS Art. 32(3)
« EBA Final Guideline
5.1(b) and 5.2(c)
« Trustee P3/P4 letter
Actions P3 A2 and 19
R P3 A6 .
6 As per 4.1.1 item #8. . EBA Final Guideline a ASPSP Required
52(a)
« FCA Approach
Document
17.132,17.136,
17.138
PISP Confirm
PISPs must displaythe information received from the ASPSP. This
information may include: ' . o + PSRs Reg. 69(2)(b)
*  Whether the payment requires multiple authorisations. « RTS Art. 36(1)(b) 25 _
13 | ° The status of the multiple authorisations. + FCA Approach Document ASPSP Required
+  The number of required authorisations (total required at the start of the 17.28-17.30 PISP Required
multi authorisation journey). 26
«  Number of authorisations complete. ° IRl (R Y
*  Thedate and time of last authorisation update.
*  Thedate and time the authorisation flow must be completed.
15 Eurther Payment Status Update: Asper 4.1.1, item #12. * nla 27 PISP Recommended
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4.1.9 Confirmation of Funds for PISP - Y/N Response
Requirementsand Considerations

-/

ASPSP performs
YES funds check and
responds Y/N
to PISP

YES
L

CoF request
I % from PISP

Payment
Are funds available? Submission

(based on ASPSP Y/N
response OR information

received from ASPSP) 9
PSU Enters Account PISP to ASPSP Authentication  PISP to ASPSP Does the ASPSP
Details & Confirms Redirection Redirection :;“’/‘l? dzsayijfv”(':z: ASPSP sends PISP
Payment Screen Screen response? Information for I
CoF decision

a Customer Message

Payment submission
OR Payment aborted

PISPs can request confirmation of fundson a PSU'spayment account forthe amount necessary forthe execution of the payment transactioninitiated
through the PISP. ASPSPsmust respond to such request from a PISP with an immediate ‘Yes or ‘No’ confirmation and should take into accountthe same

; - > ! _ ! | snou | Relevant Customer Insight and
information (e.g. available balance, agreed overdraft, incoming and outgoing funds, any feesand charges) it would considerif the customerwasexecuting

supporting regulation
a paymenttransaction directly withthe ASPSP. The ‘Yes/No’ response is limited up to the pointofinitiation of the payment orderand not up to the point of PP greg
execution. The CoF checkis available forthe following payment order types: > View CX merR ch
» Single Immediate Domestic Payment (real time or fordelayed booking executed not later than next working day).
« Single Immediate International Payment(Immediate Debit). > View CEG ChecHi

* Future Dated International Payment (Immediate Debit).
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4.1.9 Confirmation of Funds for PISP - Y/N Response

C Process Flow Requirementsand Considerations

< u > © Open Banking Limited 2019

3 - Regulator CEG ChecHKist . Implementation ] 3
CEG Checklist Requirements Roforonce Reforence | Participant g o CX Considerations
+ RTS Art. 36(4) )
Minimum Set of Parameters: As per 4.1.1, item #1. * PSR Regs. 2 As per 4.1.1, item #5.
. p * FCA Approach
1 ESu Consent to PISP : Asper 4.1.1, item #3. Document 22 PISP Required
PISP connects to ASPSP and stages payment. paragraphs 17.46 )
and 17.47 (17.50 - 4 As per 4.1.1, item #9.
17.51)
* RTS Art. 32(3) 5 The PISP must be able to submit a CoF request after the ASPSP has
» EBAFinal authenticated the PSU.
Guideline 5.1(b)
and 5.2(c)
 Trustee P3/P4 . . . o
The ASPSP must apply SCA (including dynamic linking) unless an exemption letter Actions P3 A2 19 8 lieBiScantbnitibeloaynenijioexscticnloniieceng ISpTE
3 applies as per section 4.1.1 (unless supplementary information is required, and P3 A6 2 ASPSP Required
as per section 4.1.2). * EBA Final If the PISP receives a ‘N’ response, the PISP should provide an appropriate
Gideline 5.2 (a) message to the PSU to inform them of the unavailability of sufficient funds.
+ FCA Approach For example, the PISP could request the PSU to add funds to their account
Document within a certain period.
17.132,17.136,
17.138 o | ThePISP couid either submit the payment tothe ASPSP for execution or
- RTS Art. 36(1)(c) decide not submit the payment for execution. In both instances, the PISP must
If the ASPSP has built a system enabling it to respond to the CoF request, it . EBAO i. . inform the PSU whether the payment has been successfully initiated or not.
must provide the Y/N response at this time. rp h 22
. IgaéigAaproach 29a The PISP could also potentially make further requests on receiving a ‘N’
6 Note: The ASPSP could allow a PISP to initiate a payment even if the PSU Docu n%?,]t 17.24 ASPSP Required response provided this is allowed by the ASPSP and the authorisation has not
does not have sufficient funds. In that case, the ASPSP must reply with a ‘N’ 1795 Ly 29b expired.
when the PISP makes a CoF request. « FCA Approach
Document 17.26
+ RTS Art. 36(1)(c)
+ EBA Opinion
paragraph 22
If the ASPSP does not have a system in place that enables it to adequately * FCA Approach 29 5
respond to a confirmation request, it must provide the PISP with the Document 17.24, a ASPSP Required Note: Bulkibatch Payments haYe been deemed out of scope
7 | necessarydata to determine availability of funds. 17.25 29 because they can involve multiple debtor accounts. Art. 36(1)(c)
* FCA Approach RTS appearsto contemplate a single payment transaction from a
Document 17.26 . .
single payment account. Withrespect to future dated paymentsand

standing orders, a yes/no response at the point of initiation of these
payment ordersis of little or no utility to a PISP asit not
contemporaneouswith execution.
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5.0 Card Based Payment Instrument Issuers (CBPIIs)

One of the primary ambitions of these guidelines is to provide simplification and
consistency throughout each stage of the Open Banking implementation.
As such, w e have defined a core set of PSU journeys for CBPlIs.

Regulation 68 of the PSRs provides a mechanism w hereby payment service providers
(PSPs) issue a card based instrument w hichis linked to an account or accounts held at
one or more different ASPSPs (provided those accounts are accessible online) and
request a confirmation on the availability of funds. The payment service provider that
issues the payment instrument is knownas a Card-Based Payment Instrument Issuer or
CBPIl.

When the PSU uses the card-based payment instrument to initiate a payment
transaction, the CBPIl is entitled to request a confirmation from the PSUs ASPSP to

w hich the account is linked, to confirm w hether there are sufficient funds available for the
transaction amount. The ASPSP is obliged to respond w ith an immediate 'yes/no'

answ er, provided the relevant regulatory requirements are met.

Customer benefits

There may be several reasons for the customer to use the CBPIl card and this w ill mainly
depend on the actual CBPIl proposition. Example benefits may include the follow ing:

» Loyalty scheme with benefits for using the CBPIl card (points, air miles, cash back
etc).

» The customer has a single instrument to make payments from multiple accounts, with
no need to carry a card w allet full of cards.

» The customer only has to manage one card relationship, for example:
+  Remember the details forone card.

» Store the details of one card with a retailer.

< C] > © Open Banking Limited 2019

* The customer will only have a single combined transaction list and statement for all
their purchases.

» Single proxy for multiple accounts for all card usages.

» Less probability to have a purchase transaction declined as multiple funding accounts
may be used without having to try several different cards.

» Less need to handle expiring cards from various bank accounts.

Please note that the Confirmation of Funds (CoF) mechanism does not guarantee to the
CBPIl that they willreceive the funds from the PSUs account, as CoF is only a snapshot
w hich confirms w hether the funds are available at the time of the request. The ASPSP
does not block funds on the PSU's account for the CBPIl card payment.

Moreover, please note that the CoF APl made available to CBPlls is for funds checking
only and does not facilitate settlement of the transaction (i.e. the transfer of the funds
from the PSU funding account to the CBPIl). This is in the CBPIl competitive space and
could be fulfilled using various means such as Direct Debit, PISP push payment etc.

Finally, PSRs and RTS do not appear to place limitation into the number of payment
accounts that can be linked into a single CBPII issued card. This is in the competitive
space of the CBPIls. Furthermore, PSRs and RTS do not specify w hich card types can
be linked with the payment account, for example physical cards only or also tokenised
virtual cards. Again, this is in the competitive space of the CBPIis.
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5.1 CBPII Core Journeys

Open Banking APl specifications support CoF services for Card Based Payment
Instrument Issuers (CBPIIs). These services allow PSUs to provide explicit consent
to an ASPSP, so that they can respond to confirmation of funds requests from
CBPlls, limited to a Y/N. CBPls can subsequently submit confirmation of funds
requests to the ASPSP provided that the PSU has also provided their explicit
consent to the CBPIl and has initiated a payment transaction w ith the payment
instrument for the amount in question.

This section describes how each of the Participants (CBPlls and ASPSPs) in the
delivery of these services can optimise the customer experience for these.
Furthermore, it provides some clarifications to these Participants on the usage of the
APIs, w hich are not covered by the technical specifications and some best practice
guidelines for implementation of the customer journeys.

Please note that unlike AIS journeys, the consent given to ASPSPs and CBPIs can
be “until further notice” and does not expire after 90 days. Thus, authentication does
not need to occur after the initial set up for the specific CBPIl has been completed.
The consent to CBPIIs access willgenerally be ongoing or setup for a set period of
time, after which PSUs will need to renew it.

© Open Banking Limited 2019

OPEN BANKING

Featured journeys

5.1.1 Consent for Confirmation of Funds (CoF)

5.1.2 Access Dashboard & Revocation

5.1.3 Confirmation of Funds - Y/N Response

5.1.4 Revocation of Consent

5.1.5 Re-Authentication of COF Access at the ASPSP
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5.1.1 Consent for Confirmation of Funds (CoF)

OPEN BANKING

CEG ChecHKist Requirements Additional Information

m Wireframes )—( )—( CX Considerations )—(

N

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII}

Confirm
Consent

Confirm Authentication

Consent

Enter ASPSP
Account Details

COF Access
Confirmation

Regulation 68(3)(a) of the PSRs, requiresthatthe CBPIIs must have the explicitconsent of the PSU priorto making Confirmation of Fundsrequests
to the PSUs ASPSPs.

Regulation 68(5)(b) of the PSRsrequiresthat the ASPSPs must have the explicit consent of the PSU priorto respondingto the first CBPII
Confirmation of Fundsrequest. Thisappliesto each specific CBPIl and each PSU payment account, thatisaccessible online.

The above journey illustratesthe consent given by PSUsfor CoF purposes.

< [j > © Open Banking Limited 2019

Relevant Customer Insight and
supporting regulation

S Vi
> View CEG ChecHKist
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5.1.1 Consent for Confirmation of Funds (CoF)

( User Journey CEG ChecHKist Requirements )—( CX Considerations )—( Additional Information

N

CBPII YOUR ASPSP CBPII

Please enter the details of the account

N - N . " Consent  Authenticate Complete
you wish to link to this CBPII card. Consent Funds Availablity e
In order for us to offer you this service, we We have received a request from CBPII to Thank you
- provide confirmation of sufficient funds from the
need your permission so we can make future following account:
Name fund check requests from your chosen 9 . You are now fully set up.
account. You can manage or revoke your consent at
We need to do this to confirm that you have Account name: John Smith any time from the accounts page
Sort code enough funds in your account when you make Sort code: 48:50-60 Account details
future payments using your CBPII Card.
Account number: 12345678
We will only request a ‘yes or no’ answer from q G
LULUIDUDUUL LIV LIVUTUT T Account number | 4yourASPSPVoryourchasenaccoun(. ) Expiration: Ongoing Account name: John Smith I

Sort code: 48-59-60

Account details 0 Please confirm that you would like us to @ Account number: 12345678

respond to future confirmation of funds

A th t t. Expiration: Ongoing
(CCETOGTT John Smith uthentication requests from CBPII.
Sort code: 48-59-60 Please note that that CBPII will never see your We will access your information from your
account balance. We will only provide a ‘Yes or account(s) until: Ongoing
Account number: 12345678 No' answer to the CBPII when you use your
Expiration: ongoing CBPIl card.

We will access your information from your
Cancel Confirn account(s): Ongoing
Cancel Confirm
You will now be redirected to your ASPSP to

allow them to provide us with future
confirmations of funds.

conce!
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5.1.1 Consent for Confirmation of Funds (CoF)

C User Journey )—C Wireframes CEG ChecHKist Requirements CX Considerations )—C Additional Information )

. . Regulatory CEG ChecHKist - Implementation
CEG CheCkl Ist Requ iIrements Reference Reference IPETIETPENE Requirements
Minimum Set of Parameters
CBPIIs must allow PSUs to enter their payment Account Identification details in at least one of the ways specified in the OBIE V3 Read/Write API Specifications (e.g. account - PSRs Reg. 68(4)
number and sort code - with additional roll number if required, IBAN, PAN, Paym and other formats). < RTS Artegé(l) ©
Note 1: In some of the above cases, CBPlIs may also need PSUs to provide their ASPSP nare so that CBPIIs can check whether ASPSPs will be able to match the account fq g
1 . i y « EBA Opinion paragraph 22 34 CBPII Required
identifier to the underlying PSU paynent account. « FCA Approach Document
CBPIIs could also choose to allow PSUs to enter their payment account name. 17.22 gg 23
Note 2: The use of IBAN as an identification of the payer account for UK ASPSPs is not expected to be heavily used as account and sort code are the main account identifiers e
used in the UK. IBAN however will be used by non UK ASPSPs inplementing OBIE standards and offering their services in the UK.
PSU Consent to CBPII
CBPIIs must provide PSUs sufficient information to enable them to make an informed decision about whether to consent to the CBPIl making CoF requests to their ASPSP
accounts. For example, the CBPII should provide details on the purpose for which the funds checks will be used (including whether any other parties will have access to the
information) and clear and reassuring messages about what information will be made available from the ASPSPs. .
This should include information such as the following: Z%R;O?:gg(;é)ﬁs(?:)(a), 69(2)
2 *  Prior to making Confirmation of funds requests to their ASPSPs, CBPIIs must have been given explicit consent by PSUs. « FCA Anproach Document 8 CBPII Required
«  CBPIIs will onlyreceived a 'yes/no' answer about the availability of funds at PSUs' account, sufficient to cover a specific amount of a CBPII transaction. 17.55 gg 56
*  The Confirmation of Funds Response will not be stored by CBPIIs. e
*  Confirmation received by CBPIIs cannot be used for any other purpose than the execution of the transaction for which the request is made.
*  The period over which CoF consent is requested and the reasons why.
*  HowPSUs will be able to revoke their consent through the CBPII environment.
PSU Consent to CBPII
CBPIIs must request for the PSUs' consent to in a clear and specific manner.
CBPIIs must display the following information in the consent screen: * PSRs Reg. 68(3)(a), 69(2)
+  PSU payment Account Identification and/or the selected ASPSP (based on item #1 options). and 70(3)(a)
*  Note 1 if PSU paynent Account identification is selected in item #1, CBPIIs should mask the PSU payment Account details on the consent screen. Otherwise, if * FCA Approach Document )
the PSU paymrent Account identification has been input by PSUs in item#1, CBPIIs should not mask these details to allow PSUs to check and verify corectness. 17.55, 17.56 8 CBPII Required
3 . Note 2: if PSU payment Account identification is provided by PSUs in item#1, CBPlIIs could use this to identify and display the ASPSP without having to ask
_ PSUs. _ ! o _ o ) o o + PSRs Reg. 68(3)(a) 32 CBPIl Required
+  Expiration Date & Time: Consent could be on-going or for set period of time. If this parameter is provided by CBPIls, the consent will have limited life span and will expire | « FCA Approach Document
on the specified date. CBPIIs could choose to align this expiry date with the expiration date of the card based instrument issued to PSUs. Alternatively, they could choose 17.53,17.55
a different period for security or business reasons, or they could also allow PSUs to select their desired expiry date explaining however the implications this may have on
the usage of their issued card.
*  PSU payment Account name, if provided by PSUs in item #1.
o « Trustee P3/P4 letter Actions
Authentication P3 A2 and P3 A6
ASPSPs m | A. « EBA Final Guideline 5.2 (a) 1 ASPSP Required
SPSPs must apply SC.
The ASPSP authentication must have no more than the number of steps that the PSU would experience when directly authenticating via the ASPSP channel. + FCA Approach Document
17.132,17.136, 17.138
ASPSP Consent
Prior to receiving the first request from each CBPII, ASPSPs must obtain explicit consent from the PSU to provide confirmation of funds to CBPII requests.
ASPSPs must be able to introduce an additional screen to display Information associated with the Confirmation of Funds consent.
ASPSPs must display to PSUs all the information related to the CoF consent. This information includes the following:
»  CBPIllrequesting CoF to the PSU account SR egI6A(5) (D)
7 . » FCA Approach Document 31 ASPSP Required
. PSU payment Account Name. 17.18
*  PSU payment Account Identification.
+  Consent Expiration Date & Time: (this could also be on-going).
Note: PSU's payment account details may be shown in account number and sort-code format in cases when PSU in item #1 provided account identification details in other
forr_rats such as a PAN, IBAN, Paym nobile nunber, etc., subject to CBPIl and ASPSPs offering these options.
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5.1.1 Consent for Confirmation of Funds (CoF)
( User Journey )—( Wireframes )—( CEG ChecHKist Requirements Additional Information

CX Considerations

4 Generic CBPII to ASPSP redirection Screen and message. Please refer to Section 2.2.5.

N

Authentication
ASPSPs could display a message to prompt PSUs to authenticate to continue with setting up Funds Check

6

ASPSP Supplementary Information

ASPSPs should provide some supplementary information in relation to their obligations for CoF requests and how these will be handled. This may include but not limited to the following:
*  ASPSPs will onlyrespond with a 'yes/no' answer about the availability of funds at the PSUs' account, sufficient to cover a specific amount of a CBPII transaction.

8 «  ASPSPs are not permitted to provide additional account information (such as the account balance) or block funds on the PSU's account for the CBPII transaction.

. PSUs may be able to view their history of Confirmation of Funds requests including the identity of CBPIls which made CoF requests and the provided response, using their Access
Dashboard at their ASPSPs.

. How PSUs will be able to rewoke their consent from the ASPSP Access Dashboard.

9 ASPSPs should allow PSUs to review, as a part of the authentication process, all the information related to the CoF. PSUs can either proceed with the CoF consent or cancel it, on the same
screen with items #7 & #3,using "equal weight" options.

10 Generic ASPSP to CBPII redirection screen and message. Please refer to Section 2.2.5.

CBPIl Confirmation

CBPIIs should confirm to PSUs the successful completion of the Confirmation of Funds account access request.
11 CBPIIs could also choose to display again:

«  The PSU payment account identification details (this can now be in masked form).

«  Theexpiration date of the Confirmation of Funds consent.
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5.1.1 Consent for Confirmation of Funds (CoF)
( User Journey )—( Wireframes )—( CEG ChecHKist Requirements )—( CX Considerations

PSU Research Considerations
Research undertaken on behalf of OBIE withconsumer PSUshas identified the following points:

* PSUsdo notunderstand the term CBPIl and thusotherlanguage should be used forthe
consent group:

o Consumers have no spontaneousawareness or understanding of CBPII. Itiseasiest to
explain to themusing a practical example of how it might operate. Thus, the term CBPIl is
unknown and should avoided incustomerjourneys.

o Once explained, ‘Confirmation of Funds'isa workable name for part of the process, asis
‘Funds availability check.

o Othersuggestionsincluded: ‘Fundscheck, 'Funds confirmation’ and ‘Pre-transaction
check.

« PSUstrust and are willing to provide theirconsent to the CBPIlIsto make CoF requests to
their ASPSP accounts

o Once the concepthasbeen explained, PSUsare happy to provide consent to make CoF
requests, although in theirmindsthese are of secondary importance compared to
payments.

* PSUsunderstand that CoF is ‘yes/ ‘no’answer and that their ASPSP will neither provide any
otheraccountinformation to the CBPII such asthe actual balance on theiraccount, norallow
them to initiate any payments.

o The process of CoF and what information the CBPII card issuerwould have access to are
both easy to understand, once explained, and make sense / reassure PSUs.
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5.1.2 Access Dashboard & Revocation

m Wireframes )—( Requirementsand Considerations )
Funds Check
History
-~
(™
T TR TR ALY L T T LT
Connected CBPII Selected Confirm Account Update
Dashboard Account Change Deactivation Confirmation

Relevant Customer Insight and

Regulation 68(6) PSRsstates thatif the PSU so requests, the ASPSP mustinform the PSU of the CBPIl which hasmade previous CoF and the
supporting regulation

answer given to that CBPII.

As part of enabling this, ASPSPsmust provide PSUswith a facility to view and revoke CoF access that they have given to any CBPII foreach > View CX C R
account held atthat ASPSP. Thissection describeshow CBPII CoF access should be displayed, including CoF accesshistory and howthe customer
> View CEG ChecHist

journey to revoke them should be constructed.
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5.1.2 Access Dashboard & Revocation
( User Journey )—m Requirementsand Considerations

./

YOUR ASPSP YOUR ASPSP YOUR ASPSP YOUR ASPSP

1 Below are the CBPIIs which are 2 CBPII L Thank you
currently linked you your account. This service provider has to the ability to check ‘We have successfully cancelled access for:
funds available to the following account: 157 /CBPII 1
To make changes, please selected the
CBPII below:
CBPII 1
Account name: John Smith .
o e Below are the CBPIIs which are
ort code: 59 i "
CBPIl 1 Do you wish to cancel CBPII fund currently linked you your account.
Authorised on: 20/01/20 Manage Account number: 12345678 check access to this account?

To make changes, please selected the

Expires on: Ongoing — Expiration: Ongoing — — .
T You should contact CBPII 1 to fully CBPII below: T
understand the implications of
CBPI 2 View your funds check history v withdrawing access. cBPll2
Authorised on: 20/01/20 ['ELETTY N .
Date Reference  Amount Response Authorised on: 20/01/20
Expires on: 18/06/20

Expires on: 18/06/20

20/06/2019 123456789 £20.00 Yes
27/06/2019 765435678 £20.00 Yes

SB!:III 3 d on: 2000120 o 12/05/2019 567356865 £9.60 Yes CBPII 3

E:pir:;s:"::’;;oelzo — 20/04/2010 876754245  £20.00 Yes A“”_“"ised on: 20/01/20
27/0412019 432546455 £15.90 Yes Expires on: 16/06/20
12/04/2010 456426245 £1180 Yes
12/032019 098765435  £39.00 Yes
12/02/2019 345463463 £20.00 Yes

Bk

What the research says
Research indicatesthat PSUswantto be able to review
'Confirmation of Funds'(CoF) consentsvia a dashboard at their
=—  ASPSP.
L

> See more
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5.1.2 Access Dashboard & Revocation

C User Journey )—C Wireframes

ntsand Considerations

Participant  FRIemeNEIOn CX Considerations

Access Dashboard CoF Access History

ASPSPs must provide PSUs with Access Dashboard. For each CBPII having CoF access, ASPSPs should display the PSUs accourt

The ASPSP Access Dashboard must display all Confirmation of Funds access details including account name, sort code, account number and expiration date

authorisations provided to each CBPII. Thus, for each PSU account there must and time.

be a corresponding explicit consent entry for each CBPII that has been granted P2 and P15 ASPSPs must also provide PSUs with the ability to request all the CoF access
1 | CoF access to the account by the PSU. of Agreed 10 ASPSP Required history (CoF requests and responses) under a specific CBPIk

The Access Dashboard must also describe for each authorisation: Arrangements This must include the identity of the CBPII who made the request, and the

response (Y/N) given. ASPSPs should provide this functionality via the Access

*  Thestaius of the authorisation e.g. Active/Inactive. Dashboard. Note: While OBIE recomends the use of the Access Dashboard

« Theong oi_ng nature of the access or when the CBPII access to the for provision of CoF Access Historyto the PSU, it is in the domain of each

account will expire. 2 ASPSP to consider alternative options to meet their regulatory requirenents
*  Thedate the CoF access was granted by the PSU. for the provision of the COF access history.

The COF history could also include the following:
ASPSPS allow PSU e the CoF . " CEPII P2 and P15 «  Thedate the Confirmation of Funds request has been received by the
3 e Prgas; chym s to rewoke the CoF access for eac toa of Agreed 10 ASPSP Required ASPSP.
) Arrangements «  Theunique reference of the CoF request.
o The amount in relation on the CoF request.
Revocation Reguest Please note that in case ASPSPs are unable to prO\{ide aresponseto a CoF_
ASPSPs must allow PSUs to confirm that they want to revoke CoF access of request to the CBPII, a reason should be provided in the history entry for this
their account to a specific CBPII. CoF request.
ASPSPs should inform PSUs that once CoF access is revoked, the CBPII will
Ly Ionger_be ghielig checkthe avajlablllty ojfuncsliniieiifaccountyiislnay P2 and P15 ASPSPs should confirmto PSUs that CoF access to their acoount has been
cause their CBPII transactions to be declined. f 5
4 of Agreed 10 ASPSP Required cancelled.

ASPSPs should also inform PSUs that they should contact the associated Arrangements
CBPII whose access has been revoked to inform them of the cancellation of
CoF access to their account and/or fully understand the potential implications of
doing so. . .
ASPSPs should give equal prominence to the choices of continuing or PSU Research Considerations

lling the CBPII CoF : ) . -
SZUEIINY LS oF access Research undertaken on behalf of OBIEwith consumer PSUs has identified

the following points:

* PSUs want to see the history of all the CoF requests and the response
their ASPSP providedbackto the CBPII.

* PSUs expectto see the details of CoF request to their ASPSPsuchas
the date & time the requestwas receied, the transactionreference,
the CBPII, the account checked and the response by their ASPSP to
the requesting CBPII

*  PSUs would want to be able to view the expiration date of the CoF
consent through the ASPSP dashboard or through the CBPII website or
app

* PSUs want to be able to rev oke their CoF consent from the ASPSP
dashboard. This is the instinctive place to revoke such consents.
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5.1.3 Confirmation of Funds - Y/N Response

OPEN BANKING

CEG ChecHKist Requirements )—( CX Considerations )
Closed Loop

Pays merchant if funds available

Funds available?

“Yes” or “No” (1

Sends information
about sale

Merchant /
Retailer

[(J Purchase complete

PSU
Cardholder

Open Loop

Authorisation
response

0

“Yes” or “No”

Transaction
routed to card
issuer

[:® Authorisation response:
routed to acquirer

Funds
available?

Transaction
authorisation
request

Merchant /
Acquirer

kP Authorisation
response

Transaction data

Card presented
for payment

PSU Merchant /
Q Cardholder Retailer

Terminal receipt

Paymentsnetworks primarily operate under two differentbusinessmodelsthat can apply to CBPlls.

1. Open-loop paymentsnetworks, such as Visa and MasterCard that are multi-party and operate througha scheme that connectstwo financial institutions.

2. Closed-loop networkswhich issue cards directly to consumersand serve merchantsdirectly.

Relevant Customer Insight and
supporting regulation

> View CX Customer Research

As per PSD2 regulations, any authorised PSP, be ita bankora paymentinstitution, can issue payment instruments. Payment in strumentsnot only cover > View CEG ChecHKist

payment cardssuch as debit and credit cards, but any personalised device or set of rules agreed between the issuerand the u serthatis used to initiate a

payment.

The above diagramsillustrate at a highlevel the usage of the CoF by CBPIIsin both Closed and Open Loop operational models. Note that there isno PSU

journey and thishappensin the background.
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5.1.3 Confirmation of Funds - Y/N Response
( User Journey CXConsiderations)

: . CEG ChecMist .. Implementation
CEG Checklist Requirements Regulatory Reference e Participant Re‘; s
Confirmation of Funds Request
A CBPII must only generate a confirmation of funds request if the payer has initiated a payment transaction for the amount in question using the issued card > PR (R RN & G Mandaiopy
based payment instrument.
Confirmation of Funds Response
In response to the CoF request, the ASPSP must provide a Yes/No Answer as a CoF response. * PSRs Reg. 68(4)
This must include: * RTS Art. 36(1)(c)
B + aYes/Noresponse that funds in the funding payment account checked are sufficient to cover a transaction of the specified amount. « EBA Opinion paragraph 22 34 ASPSP Mandatory
+ aunique CoF response identifier. This is unique within the ASPSPs environment. A CBPII has no real use for this identifier however it is provided in order « FCA Approach Document 17.22,
to have the ability of a full trace for audit purposes. 17.23
*  This could also include the date and time the CoF response was created.
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5.1.3 Confirmation of Funds - Y/N Response
C User Journey X CEG ChecHKist Requirements

CX and other processing requirements

Confirmation of Funds (CoF) - BAU operation

C After PSUs provide their consent for CoF access to CBPIIs, PSUs are no longer required to be involved in the CoF request and response process. As part of the ASPSP consent process, ASPSPs must create a long lived consent and provide to CBPIIs a
unique identifier of the consent. Every subsequent CoF request falling within this consent, must be made using this consent identifier.

Confirmation of Funds Request
Every time PSUs initiate a transaction using the CBPII issued card, CBPIIs could choose to make a CoF request to ASPSPs holding the PSU's funding account.
D The CoF request must include:
«  Theidentifier of the consent that the customer has previously confirmed.
«  Thetransaction amount and currency to which the CoF request pertains.
«  Aunique reference for the CoF request assigned by the CBPII. This is a reference provided by the CBPIl and should relate to the ID of the transaction initiated by the PSU using the CBPII issued payment instrument.

Notifications to PSUs

As stated above, PSUs are not involved in the CoF Request/Response process at all. PSUs may not even be aware that every time they are initiating a transaction using the CBPII issued instrument (e.g. card) the above process takes place. In addition,

if PSU transactions at the POS fail due to confirmation of funds failure, PSUs may not be aware that this was the reason for the transaction failure. Thus, OBIE recommends the following based on undertaken PSU research:

. Every time a CoF request for a transaction results in a negative response by ASPSPs, ASPSPs should notify PSUs that a funds availability check has responded as such. This notification could take place through various means such as SMS, mobile

E notification through the mobile banking app, email, automated woice call etc. The notification could be switched off upon PSU request.

«  Alternately, CBPIIs could also decide to notify PSUs in case of negative CoF response in order to allow PSUs to take any corrective actions such as funding the account immediately and retrying the failed transaction or use another funding account for
their card based instrument.

«  ASPSPs could also choose to notify their customers on every occasion of a CoF request by a CBPIl and not only upon a negative response. This will allow PSUs to identify any CoF requests that may not genuinely be related to a specific CBPII
instrument transaction initiated by them. However, customer research indicates that PSUs do not consider necessary/important notifications on every CoF requests.

. In case ASPSPs are unable to provide responses to CoF requests backto CBPIIs, it is recommended that ASPSPs should send notifications to PSUs about this failure, including a reason for not being able to provide responses back to CBPIlIs.

CoF Reguest/Response Processing Considerations

*  When ASPSPs receive CoF requests, ASPSP must immediately provide a yes or no answer on the availability of the amount necessary for the execution of the card-based payment transaction. As per the FCA approach document (paragraph 17.22)
‘immediately in this context means that the response should be sufficiently fast so as not to cause any material delay in the payment transaction, therefore this is likely to mean the answer must be provided as soon as the request is received.

«  CBPIlIs should be able to make multiple CoF requests for different transactions simultaneously to ASPSPs (provided the relevant consents have been granted). However, every CoF request must only be made where the payer has initiated a payment

= transaction for the corresponding amount.

«  CBPIlIs should be able to send multiple CoF requests for multiple accounts without having to have first received a response from any previous CoF request message.

*  ASPSPs should be able to cope with multiple CoF requests from the same CBPII for PSUs transactions initiated at the same time.

. PSUs may decide to link the same ASPSP account with multiple issued payment instruments (e.g. cards) from multiple CBPIIs. This means that there may be multiple consents for CoF requests to the same account for multiple CBPIIs. In this case, the
ASPSPs should be able to cope with CoF requests from multiple CBPIIs for transactions initiated at the same time.

@ «  ASPSPs should allowa CBPII request for confirmation of funds even if the identifier, used by the PSU with the CBPII as part of the original consent, is no longer valid where that identifier is not an account number and/or sort code
(e.g. expired/reported lost stolen primary/'secondary PAN).

» CoF isseenas aminorpart of the payment process, and itisthe confirmation of paymentsthemselvesthat are the priority for PSUs.
However, PSUs would like to knowif a CoF request has resulted in a negative response / technical failure, orif there hasbe en any
suspicious activity e.g. multiple CoF requestsat different amounts.

PSU Research Considerations
Research undertaken on behalf of OBIE withconsumer PSUshas identified the following points:
=
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5.1.4 Revocation of Consent

m Wireframes )—( Requirementsand Considerations )
T TR TR 3 R TR TR RN L TR LA
Connected ASPSP Select Account Confirm Account Account Update
Account Dashboard to Change Access Revocation Confirmation
CBPIlIs must provide PSUswith a facility to view and revoke consentsthat they have given to that CBPII. PSUsmay have consented to CoF a ccess Relevant Customer Insight and
to several accounts from one or more ASPSPs. supporting regulation
Thissection describeshowthese consents should be displayed and howthe customer journey to revoke them should be constructed. > View CX C R

> View CEG ChecHKist
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5.1.4 Revocation of Consent
( User Journey )—m Requirementsand Considerations

./

CBPIl CBPII

ASPSP 1 Thank you
Consented Accounts We have cancelled access to:
Active: Ongoing
Select the account you want to ASPSP 1
manage: Cancel Funds Check Access
We have funds check access from this e++6879
account. Avre you sure you want to cancel
access for:
ASPSP 1 — e ASPSP 1 e Consented Accounts
0006879 . 0026879
T nnnnnnm | NN Select the account you want to manage. T
Account name: John Smith
Sort code: 48-59-60 ez
ASPSP 2 rocoutno: -
e Eepleson e “ e
0002456
ASPSP 3
o678
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OPEN BANKING
5.1.4 Revocation of Consent

C User Journey )—C Wireframes

ntsand Considerations

: . Regulator CEG ChecKist .. Implementation F
CEG Checklist Requirements e Reforence | Particieant B o CX Requirements
Consent Dashboard For each ASPSP account granted CoF access, CBPIIs should display the PSU

The CBPII Consent Dashboard must display all Confirmation of Funds access
consents provided to the CBPII. Thus, for each PSU account, there must be a
consent entry granting CoF access to the account for CoF purposes by the
PSU.

payment account identification (such as account name, sort code and account
number) and expiration date and time.
Note: PSU account nunber should be masked.

The Consent Dashboard should also describe for each consent:
+  TheASPSP. P2and P15 CBPIl Confirmation
1 . ;mi grl?c c(>:|(r)13 ntn\;\at/illjlr: )gfl rt(r;e consent and when the consent for CoF access oAfr )rAagn Le:r?e s 9 CBPII Required 6 ‘CBPIls should confirm to PSUs that CoF consent to their account has been
. lled.
*  Thedate the CoF consent was granted by the PSU. cance
. In addition, the CBPII Consent Dashboard could also include details on
the purpose for which the funds checks is used (including whether any
other parties will have access to the information) and clear and reassuring
messages about what information is made available from the ASPSPs, as . .
per the examples described in 5.1.1, item #2. PSU Research Considerations
R G Research undertaken on behalf of OBIE withconsumer PSUshas
3 chczﬂﬁthSt allow PSUs to rewvoke the CoF consent for each specific ASPSP of Agreed 9 CBPII Required identified the following points:
’ Arrangements

*  PSUswould wantto be able to view the expirationdate of the
CoF consent through the ASPSP dashboard orthrough the
CBPIl website or app.

llation R
CBPIIs must allow PSUs to confirm that they want to cancel CoF consent of
their account to the CBPII.

CBPIIs should inform PSUs that once CoF consent is revoked, the CBPII will e PSUsalso wantto be able to revoke their CoF consent from

no longer be able to checkthe availability of funds in their account. P2 and P15 : f f :
4 CBPIIs should inform PSUs of the exact consequences of cancelling their of Agreed 9 CBPII Required ,the CBPIl website or app. ThISCOUId be espeC|alIy C,O“V‘?"'e”t

consent, for example it may cause their CBPII transactions to be declined Arrangements ifthere are several ASPSPsinvolved —they can doitallin

or they will no longer be able to receive the specific services from the CBPIIs one place, ratherthan have to |Og-i nto several systems.

etc.

CBPIIs should give equal prominence to the choices of continuing or

cancelling the CBPII CoF consent.

CBPIIs must inform ASPSPs that PSUs have withdrawn their consent by

making call to the DELETE API endpoint (as described in Release 3 of the

Read/Write API specifications). This will ensure that no further CoF account

access will be accepted by ASPSPs. - P2 and P15 of
5 Note 1: ASPSPs must support the Delete process as described in the Release Agreed 9 CBPII Required

3 Read/Write API specifications. Arrangements

Note 2: This activity is not visible to PSUs as it takes place in the background,
however it will ensure no further CoF responses are provided by ASPSPs to
CBPIIs).
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5.1.5 Re-Authentication of COF Access at the ASPSP
Wireframes )—( CEG ChecHKist Requirements )—( CXConsiderations)

Customer Confirm Authentication Confirm COF Access
Alert Consent Consent Confirmation
We note that generally ASPSPsmay not require re-authentication of PSUsonce PSUshave given their explicit consentto ASPSPsto provide Relevant Customer Insight and
Confirmation of Fundsresponsesto requests from a specific CBPII, priorto the first request (as shown in journey5.1.1). However, there may be supporting regulation
instanceswhere ASPSPs have invalidated the token afterthe consent hasbeen setup, forexample due to suspicion of fraud. In these instances, the
PSUwill need to be re-authenticated. Thissection describesthe customer journey where re-authentication for CBPIl access is required to allow the > View CX Customer Research

CBPII to continue making further confirmation of fundsrequests:
> View CEG ChecHKist
CBPlIs should inform the PSU that they need to be re-authenticated by their ASPSP. CBPIIsshould present the original account detailsand
expiration date (or CBPlIscould vary the expiration date). Thisre-authenticationjourney will establish a new token which the CBPII can use to make
subsequent confirmation of fundsrequests.
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5.1.5 Re-Authentication of COF Access at the ASPSP

)—( CX Considerations )

( User Journey CEG ChecHKist Requirements

CBPII

Authenticate  Complete

@Thank you
You are now fully set up.

YOUR ASPSP

CBPIl CBPII

Consent

Consent

Funds Availablity

‘We have received a request from CBPII to
provide confirmation of sufficient funds from the

9 following account:

Funds Check
access unavailable

In order for us to offer you this service, we
need your permission so we can make future

Funds Check access to fund check requests from your chosen

account.
ASPSP 1 5 Account name: John Smith You can manage or revoke your consent at
We need to do this to confirm that you have any time from the accounts page
CURRENT ACCOUNT enough funds in your account when you make Sort code: 48-59-60
fequires re-authentication future payments using your CBPII Card. Account number: 12345678 Account details
We will only request a ‘yes or no' answer from N .
Ty *y0urAspSpf°ry°u[chusenaccuunl_ —) Bl G —) LRI

Dismiss
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We will access your information from your
account(s): Ongoing

‘You will now be redirected to your ASPSP to
allow them to provide us with future
confirmations of funds.

Cancel

Please re-authenticate with your A t detail Please confirm that you would like us to Accountname: Jomn Smih
\ccount detalls
ASPSP to restore the funds respond to future confirmation of funds Sort code: 48-59-60
checking access to your previously R . requests from CBPI o —— D
° : . ccount number:

consented account information. Account name: o Authentication )

Please note that that CBPII will never see your Expiration: Ongoing
° Sort code: 48-59-60 account balance. We will only provide a ‘Yes or
- AR 12345678 No' answer to the CBPII when you use your
§ CBPII card. We will access your information from your
Expiration: ©Ongoing account(s) until: Ongoing
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5.1.5 Re-Authentication of COF Access at the ASPSP

OPEN BANKING

C User Journey )—C Wireframes CEG ChecKist Requirements CX Considerations )

: . Regulatory CEG ChecKist = Participa Implementation
CEG CheCkl Ist Req uirements Reference Reference nt Requirements
PSU Consent to CBPII
CBPIIs must provide PSUs sufficient information to enable them to make an informed decision about whether to consent to the CBPIl making CoF requests to their ASPSP
accounts. For example, the CBPII should provide details on the purpose for which the funds checks will be used (including whether any other parties will have access to the
information) and clear and reassuring messages about what information will be made available from the ASPSPs. .
This should include information such as the following: sgé)s(:)eg 68(3)(a), 69(2) ard
3 *  Prior to making Confirmation of funds requests to their ASPSPs, CBPIIs must have been given explicit consent by PSUs. + ECA Approach Document 8 CBPII Required
«  CBPlIs will onlyreceived a 'yes/no' answer about the availability of funds at PSUs' account, sufficient to cover a specific amount of a CBPII transaction. 17.55 Eg 56
*  The Confirmation of Funds Response will not be stored by CBPIIs. D
«  Confirmation received by CBPIIs cannot be used for any other purpose than the execution of the transaction for which the request is made.
*  The period over which CoF consent is requested and the reasons why.
*  HowPSUs will be able to revoke their consent through the CBPII environment.
PSU Consent to CBPII
CBPIIs must request for the PSUS' consent to in a clear and specific manner. * PSRs Reg. 68(3)(a), 69(2)
CBPIIs must display the following information in the consent screen: and 70(3)(a)
+  PSU payment Account Identification and/or the selected ASPSP + FCA Approach Document 8 CBPII Required
4 «  Note 1: CBPIIs should mask the PSU payment Account details on the consent screen. 17.55, 17.56
*  Expiration Date & Time: Consent could be on-going or for set period of time. If this parameter is provided by CBPIIs, the consent will have limited life span and X
will expire on the specified date. CBPIIs could choose to align this expiry date with the expiration date of the card based instrument issued to PSUs. Alternatively, - PSRs Reg. 68(3)(a) 32 CBPIl Required
they could choose a different period for security or business reasons, or they could also allow PSUs to select their desired expiry date explaining however the + FCA Approach Document
implications this may have on the usage of their issued card. 17.53,17.55
*  PSU payment Account name, if provided by PSUs in the original consent journey (as per 5.1.1).
* Trustee P3/P4 letter Actions
Authentication P3 A2 and P3 A6
6 ASPSPs must apply SCA. « EBA Final Guideline 5.2 (a) 1 ASPSP Required
The ASPSP authentication must have no more than the number of steps that the PSU would experience when directly authenticating via the ASPSP channel. + FCA Approach Document
17.132,17.136, 17.138
ASPSP Consent
Prior to receiving the first request from each CBPII, ASPSPs must obtain explicit consent from the PSU to provide confirmation of funds to CBPII requests.
ASPSPs must be able to introduce an additional screen to display Information associated with the Confirmation of Funds consent.
ASPSPs must display to PSUs all the information related to the CoF consent. This information includes the following:
«  CBPIllrequesting CoF to the PSU account RoRSIRegI68(5)(D)
8 . * FCA Approach Document 31 ASPSP Required
. PSU payment Account Name. 17.18
*  PSU payment Account Identification.
+  Consent Expiration Date & Time: (this could also be on-going).
Note: PSU's payment account details may be shown in account number and sort-code format in cases when PSU in item #1 provided account identification details in other
formats such as a PAN, IBAN, Paym nobile nunber, etc., subject to CBPII offering these options.
< L] > © Open Banking Limited 2019 133



Customer Experience Guidelines | Card Based Payments Instrument Issuers OPEN BANKING

5.1.5 Re-Authentication of COF Access at the ASPSP
( User Journey )—( Wireframes )—( CEG ChecHKist Requirements

CX Considerations

1 CBPIIs should alert PSUs when re-authentication needs to be performed so that CBPII access at the ASPSP for CoF is restored.

2 CBPIIs should make it clear that PSUs are being asked to authenticate with their ASPSPs to restore the funds checking access of CBPIIs to their account.

5 Generic CBPII to ASPSP redirection screen and message. Please refer to Section 2.2.5.

Authentication
ASPSPs could display a message to prompt PSUs to authenticate to continue with setting up Funds Check

ASPSP SupplementaryInformation

ASPSPs should provide some supplementary information in relation to their obligations for CoF requests and how these will be handled. This mayinclude but not limited to the following:
«  ASPSPs will onlyrespond with a 'yes/no" answer about the availability of funds at PSUs' account, sufficient to cover a specific amount of a CBPII transaction.

9 «  ASPSPs are not permitted to provide additional account information (such as the account balance) or block funds on the PSU's account for the CBPII transaction.

. PSUs may be able to view their history of Confirmation of Funds requests including the identity of CBPIIs which made CoF requests and the provided response, using their Access
Dashboard at their ASPSPs.

. How PSUs will be able to revoke their consent from the ASPSP Access Dashboard.

10 ASPSPs should allow PSUs to review as a part of the authentication process all the information related to the CoF. PSUs can either proceed with the CoF consent or cancel it, on the same
screen with items #8 & #9,using “equal weight" options.

11 Generic ASPSP to CBPII redirection Screen and message. Please refer to Section 2.2.5.

CBPIl Confirmation

CBPIIs should confirm to PSUs the successful completion of the Confirmation of Funds account access request.
12 CBPIlIs could also choose to display again:

«  the PSU payment account identification details (this can now be in masked form).

«  the expiration date of the Confirmation of Funds consent.
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6.0 The Customer Experience
Checklist

The Customer Experience Guidelines Checklist ("the CEG Checklist") will serve as

an essential tool that will enable Participants to certify against key criteria identified in

the Customer Experience Guidelines, by answ ering specific questions used
to demonstrate the Participant’s conformance to the Guidelines.

For ASPSPs in particular, this certification tool will assist in the process of applying
for the contingency mechanism exemption, by serving as an integral component in
show ing how Open Banking Standard Implementation Requirements are
appropriately met. The CEG Checklist will also be useful in aiding Participants

to identify deviations from the Open Banking Standard Implementation
Requirements, as contemplated by Guideline 6 of the EBA’s Draft Guidelines on the
conditions to be met to benefit from an exemption from contingency measures. Of
course, the view s of OBIE in relation to non-CMA Order matters are indicative only
and the final decision on an exemption is a matter for individual ASPSPs and their
NCA. Additionally, w e w ould note that the CEG Checklist is subject to change in the
future depending on market and regulatory developments; in particular, we reserve
the right to edit the CEG Checklist follow ing the completion of the EBA consultation
on their guidelines for granting an exemption from the contingency mechanism.

The CEG Checklist has been developed in parallel withthe Customer Experience
Guidelines, and for each customer journey that is detailed in the Guidelines,

the relevant CEG Checklist criteria and questions have been highlighted. ltems on
the CEG Checklist are marked as Mandatory and Conditional and references are
made to the relevant rationale of the CEG Checklist item, w hether CMA Order,
PSD2/RTS (including the recent EBA Opinion and the Draft Guidelines) or the Open
Banking Standard Implementation Requirements.
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We w ould note that w hile non-CMA9 ASPSPs are not required to comply withthe
CMA Order, it is at the discretion of Open Banking to define the Open Banking
Standard Implementation Requirements and any item marked "required" is
compulsory for successfulcertification. We note that non-CMA9 ASPSPs may
choose not to comply withsome or any of the Open Banking Standard
Implementation Requirements, but it is expected that any deviations w ould need to
be explained to the relevant competent authority as per the current EBA
guidelines, w herethat ASPSP is seeking the contingency mechanism

exemption. Similarly, TPPs have no legal responsibility to conform to the CEG
Checklist and assuming they meet their regulatory requirements, may adopt the
Open Banking Standards and use the Directory without meeting items marked as
“required”. How ever, they would not then meet the Standard Implementation
Requirements and therefore not certify as meeting the Open Banking Standard.

Participants wiill be invited to submit videos of their customer journeys
demonstrating their conformance withthe CEG Checklist and each submission wiill
be assessed by the OBIE. For CMA9 ASPSPs, these videos will assist the Trustee
in confirming to the CMA that the CMA remedies are being met. The OBIE
Monitoring Function is due to be operational by 31st October 2018 under the Office
of the Trustee.
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6.1 Explanation of the Customer Experience Guidelines Checklist

The CEG Checklistis ultimatelyintended to drive certain behaviours and
functionality in the ecosystem in order to:

» Deliver excellent customer experiences that are simple and secure.

* Promote innovation.

« Ultimately, encourage adoption of Open Banking by both TPPs and consumers
This includes ensuring that:

* Any supplementary information that is ancillary to the journey provides clear
customer benefit.

* ASPSPs are able to demonstrate that their implementations “do not give rise to
unnecessary delay, friction or any other attributes that would mean that PSUs are
directly or indirectly dissuaded from using the services of PISPs, AISPs and CBPIs".

* ASPSPs provide the full level of functionality available to PSUs available through the
direct online channel irrespective of the TPP channel and authentication method.

It should be noted that for the CMA9 and any other ASPSP that adopts the Open
Banking standard, itis expected that a completed CEG Checklist is submitted at least for
a.) each dedicated interface, and b.) each brand and segment (Personal Current
Accounts and Business Current Accounts). We note that brands may have the same
implementations and dedicated interfaces, w hich means the same CEG Checklist can
be submitted. Further, we encourage those completing the CEG Checklist to consider if
any further submissions may be appropriate, for example if an ASPSP has "app-only"
customers, w here having a consolidated CEG Checklist could lead to different answ ers
being provided. Each CEG Checklist submission should be signed off by the relevant
business ow ner.

> . o "
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The CEG Checklist is not intended to be a check on technical functionality or technical
performance. The CEG Checklist relates to the Customer Experience Guidelines only.

In developing the CEG Checklist questions, w e have defined some key principles that
each question must adhere to:

*+ OBJECTNVE -be factbased and not rely upon the judgement of the ASPSP or TPP.

*+ CLEAR - standalone, single clause, closed questions w hichdemand a “yes or no”
answ er.

+ DEFINED - unambiguous and tightly constructed withlinks to definitions w here
appropriate.

+ TRACEABLE - based on regulatory requirements and/or the OB Standard
Implementation Requirements (rationale forinclusion and classification will be made

explicit).

OmO0o
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6.1.1 Examples and additional detail for CEG Checklist questions
2

1

5a

14

15

17

Equivalence covers arange of topics including:

« Functionality. « Length of journey / number of steps (this means that having to manually open a browser or an app must be awided as that is
« Access rights (if ajoint account holder can access all account information or initiate payments without any action on the part of not required in a direct experience, except for the generation of a code on a mobile app).

the other account holder directly with the ASPSP, then this functionality should be available when using a TPP). « Visual displayincluding branding, imaging, fonts and text formatting.
« Authentication methods (and the order in which they are presented). « Version control and equivalence for authentication i.e. authentication works with all available versions of the app.

» The process covering mistakes when inputting an authentication element (e.g. typo of a password).

For clarity, the experience should match the associated channel e.g. if biometric can be used on an app, then this should be available to the PSU when a TPP is involved.

Additional checks of consent

While an ASPSP may provide additional information and clarification throug hout the journey, at no stage should the ASPSP seek to reconfirm or check that the PSU wants the TPP to perform the activity they have consented to. For example, language such as
"Are you sure you want to grant access to the TPP..." or “The TPP has asked us to initiate a payment, please confirm you are happy with this...“ should be awoided.

Further explanation and clarification of this point is found throughout the Customer Experience Guidelines journeys.

Identifying your firm as genuine
For example have personalised greetings during authentication so that the PSU knows they are authenticating with their own ASPSP and not a fake.

App-to-app redirection

As provided in the P3/P4 Evaluation letter, the OBIE definition of App-to-App is:

'App-to-App' redirection allows the TPP to redirect a PSU from the TPP application (in a mobile web browser or mobile app) to the ASPSP’s mobile app, installed on the PSU's device, where the TPP is able to transmit details of the request along with PSU
preferences (e.g. product type, one-step authentication) and deep linkthe PSU into the ASPSP app login screen or function. The PSU is then authenticated through their app using the same credentials/methods as normally used when the PSU directly accesses
their account using the app (typically biometric). This must not involve any additional steps (such as being redirected first to a web page to select which ASPSP app to use) and must not require the PSU to provide any PSU identifier or other credentials to the
ASPSP if their current ASPSP app does not require this. Where the PSU does not have the ASPSP's mobile app, they should experience a redirection flow which should not involve additional steps than would be the case when the PSU authenticates with the
ASPSP directly (e.g. be redirected to the ASPSP's mobile website).

Error Codes:
ASPSPs must provide TPPs with the error codes included in the Read/Write API specification for failed requests (see Appendix 7.6). TPPs should then use the error code provided to determine the content of the message displayed to the PSU. This message
should describe, in user-friendly language, what has gone wrong and what the PSU should do next. (OBIE will carry out research into effective PSU error/failure messaging from the TPP and include the output in the next revision of these guidelines).

Consent
PSUs must be able to understand the nature of the service being provided to them, and the consent should be clear and specific.

Functionality—account information
Note this refers to account information as defined in the PSRs. Please consult Section 3.2.4 for clarity around "Optional Data" (e.g. "Party data").

Functionality—joint accounts
If ajoint account holder can access all account information without any action on the part of the other account holder directly with the ASPSP, then this functionality should be available when using an AISP.

Authenticating torefresh access

There an example in Section 3.1.2 that clarifies this. In this example, nothing in the consent request has changed (e.g. the PSU gawve consent for account information to be shared for the payment account and wishes the TPP to continue to have access to the
account).

If the PSU has an opportunity to reselect or change the consent request and accounts being shared, this requires a full end to end journey as per the initial consent journey including account selection as in 3.1.1.

The point of this question is to ensure that the journey in 3.1.2 is shorter than that in 3.1.1.
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6.1.1 Examples and additional detail for CEG Checklist questions

19&20 Supplementaryinformation:
ASPSPs should determine the situations where Supplementary Information is required to be shown to the PSU, having regardto If the relevant payment submission cut-off time has elapsed and the ASPSP wishes to offer an execution date/time.

the principle that parity should be maintained between Open Banking journeys and ASPSP direct online channel journeys. + Wherethe PSU has been identified by the ASPSPs as a winerable customer (who therefore receives tailored journeys and
Supplementary Information may be required: messages in ASPSP’s own online platforms).
+ Wherefees and charges apply (e.g. for single CHAPS payment). +  Toshowvalue-add information based on functionality implemented by ASPSPs in competitive space which provides
*  Where interest rates apply. positive customer outcome (e.g. cashflow prediction engine).
+  Tofacilitate confirmation of payee (for UK implementations, where ASPSPs applied COP validation and found inconsistency <+  For high value transactions using a different payment scheme.

between payee account name. *  Where the payments may be duplicated by the customer in a short period (e.g. ASPSP may display a warning that payment
*  Todisplaya PSU warning that the relevant payment account will become overdrawn / exceed an owerdraft limit as a result appears to be duplicated).

of the intended payment.

21. Functionality—payment initiation
For example, even if an international payment can only be made through a web browser when a PSU accesses the ASPSP directly, the PSU must be able to make an international payment via a PISP irrespective of authentication channel.

25. Functionality— payment status
This deals with the status of payment and more specifically, to meet the regulatory requirement as per PSR Reg. 69(2)(b). Currently, the "Payment Status End point" allows an ASPSP to provide the TPP with a status message regarding the payment initiation
and payment execution (pending, rejected, or accepted) at the point in time, when the ASPSP receives the payment order from the PISP for execution.

< u > © Open Banking Limited 2019 138



Customer Experience Guidelines OPEN BANKING

7.0 Appendices Appendices

7.1 Themes identified from consumer and SME research

7.2 CX Guidelines Consultation — Research Data

7.3 Deep Linking for App-to-App redirection

7.4 Payment Initiation Senices (PIS) parameters and considerations

7.4.1 Domestic Standing Orders

7.4.2 International Payments

7.4.2.1 Charge Models

7.4.3 AML - Required bank details

7.5 Card-specific Permissions and Data Clusters for AIS journeys

7.6 Open Banking Read/Write API Specification v3.1.2 — Standard Error Codes

7.7 Contingency Reimbursement Model

7.8 Payment Status

7.8.1 Payment Status — Example of optional enhanced status

7.8.2 Payment Systems specific information — FPS payment types and status
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7.1 Themes identified from consumer and SME research
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7.1 Themes identified from consumer and SME research

The Open Banking Implementation Entity (OBIE) has undertaken considerable customer research over 18 months; this sectiondraws out the themes and principles identified from this consumer and SME research. These are the

principles that should be consideredwhen establishing Open Banking Customer Journeys.

1. Trust

There is a natural tendency for consumers to feel unsure about, or evensceptical about, new ways of doing
things. This is especially so when it comes to financialmanagement and making financial transactions, areas
where consumers tend tobe inherently cautious. There is a recognition that the consequences of dealing with a
company which is untrustworthy or experiencing the effects of a data breach can be severe for consumers.

The research rev eals a clear link between the transparency of any new product or service and the willingness of
potential users to trustit. With both consumers and SMEs trust can be earned around Open Banking enabled
servicesif ASPSPs and TPPs are open and clear in explaining the steps in the process, what is happening
throughout the journey, where consent needs to be given and in reassuring about security.

Consumers will be reassured by a clear consent process that explains what they are consenting to. A three-step
process, involingthe PSU giving consent toa TPP, authentication at ASPSP and a final step at the TPP that
summarises the sharing of information or initiation of payment offers this clarity. More truncated processes can
also provide reassurance but, with fewer steps, the need for absolute clarity of information presentation is
increased.

Trust is essential in encouraging the use of AIS, but it is PIS journeys where it is mast critical since the risk
associated with potential loss of funds is more immediately recognised than the risks associated with loss of data.
Review steps during a journey can helpto build trust. This trust is equaly important to individual consumers and
SMEs. The research shows that, for both audiences, thelarger the purchase, the greater the needfor trust.

The research indicates that PSUs have a greater tendency to trust ASPSPs, with whom they will already have
relationships relating to their finances, than TPPs. ASPSP processes are familiar, and they are known established
brands. Many TPPs, especially those without an existing brand or presence in the market, will need to work
harder to prov e their trustworthiness with consumers. They need to ensure, in developing services and the
communications thatgo with them, thatthey are at leastas clear and transparentas ASPSPs. Using an ASPSPs
logo, for example on redirection screens, will make consumers feelmore trust in the process, and provide
reassurance regarding authenticity .

Trust can also be built by using different and mutiple channels for receipts, for example, SMS, email or letter, as
well as within the PISP and ASPSP screens.
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2. Security

Concerns about security were a consistent theme across all the researchconducted. Consumers and SMEs
recognise that there are risks inherentin sharingbankinginformation and data. However, their understanding of
the nature of such risks and what can be done to mitigate themiis limited.

Concerns stem from uncertainty and focus on issues such as datasharingand privacy, fears about cybersecurity
and fraud. Providing reassurance about the security of processes and journeys will be fundamentalto the success
of the Open Banking ecosystem.

The research shows that concerns about security tendto be expressed more strongly concerning PIS journeys.
Security isvital for both consumers and SMEs, but it is especially critical for SMEs, due to the natureand scale of
the transactions involved. SMEs are more likely to be making more payments of higher value, and their
businesses may depend on these being made securely. There may also be reputation considerations involved.

There is a link between security and contrd, as being reassured about security gves PSUs a sense of being in
control, which will increase their willingness to explore products, services and benefits available more fully.

There is also a link between security and ease. Consumers would prefer notto have toenter details manually but
for details to be prepopulated or dropdown boxes provided. Not only is this easier for the consumer, but it also
minimises therisk of them making errors.

Consumers want guarantees and protection to be builtinto Open Banking customer journeys. They tend tolook to
both ASPSPs and TPPs to provide this. However, they recognise that there could be a trade-off involved between
the need f or protection and potential offers, discounts or benefits, and may be willing to take more riskin some
circumstances, particularly when making smaller transactions.

Consumers need security messages tobe clear and well sign-posted, and they value confirmation and
reconfirmation. Some customers also value the extra step involved in decoupled journeys.

Providing supplementary information plays a vital role in delivering reassurance and a sense of security for
consumers. Consumers express concern if some journeys feel ‘too easy’. Consumers would feel more
comfortable if, for example, the process of initiating more substantial payments had more positive friction within it
than that f or smaller transactions.
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3. Speed

While supplementary information is welcome in some journeys, the research shows that, in general, consumer
PSUs prefer shorterjourneys. Those with too many steps or which appear too repetitive are likely to discourage
adoption. Consumers recognisethe potertial trade-off between speed, clarity and security.

Open Banking journeys should feelsmooth, with services easy for consumers to use, and with minimal scrolling,
clicking and wait times. Consumers will alsofind journeys that feel familiar to be simpler to understand and

nav igate, allowing them to complete them more quickly and efficiently. New or unfamiliar journeys should feel
seamless and intuitive, analogous to existing financial services journeys.

Many consumers find app-based journeys easier than web-based, due to less information being shown on screen,
as well as the general high mobile usage and comfort amongst consumers, and the intuitive nature of a
touchscreen.

4. Transparency

The research showed the need f or transparency around Open Banking customer journeys. Consumer PSUs are
reassured when they understandwhat is happening at each stage of the process and find that thereis a logical
flowto the steps within a journey. Transparency requires thatthe journey enables the consumer tocomprehend
what is happening, is clear aboutwhat they are agreeing to and find the process convenient. Transparency is also
key to building trust, as discussed above.

Amongst the things that research indicates ASPSPs and TPPs can do to deliver transparency for PSUs are
explaining things clearly, confirming payments and providing helpful information and prompts.

Key to delivering transparency is the way in which information is presented. The provision of technical information
and extensive detail can sometimes undermine transparency. For example, some of the detail around
international payment methods and FX; if notexplained clearly, can lead PSUs to feel confused.

TPPs and ASPSPs should be clear as to why they require customersto share the information they are
requesting. If the customer is transparent with their data, so the providers should be clear about what they will do
with it. This sense of reciprocity will also helpengender trust.

The research has shown that the language used to explain PIS and AlSsewices and the stepsinvavedin the
journey s needs to be consumer-friendly and not open to misinterpretation. Communication needs to be familiar, if
possible, so consumers can identify what it is and link it to something they know, or may already use. Entirely new
concepts should be explained in clear, plain English and with consistent use of terms, and minimal technical
language/jargon.
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5. Control

Throughout the research conducted for OBIE, the need for customers to feel in control, throughoutan AlS or PIS
journey, was a recurrenttheme.

There are clear links between control, security and ease of use/ navigability. Where customers trustthe security,
they feel in control. Where they canunderstand what is happening, they will feel a sense of control over the
process.

Being able to review, check and confirm (positive friction) are all sources of control for consumers. Enabling
rev ocation is alsoimportant. The knowledge that a decision can be reversed adds reassurance, particularly when
doing something for the firsttime.

Control is also linkedto transparency. If ASPSPs and TPPs are transparent, the PSU feels more in control.
Dashboards alsohelp consumers feel a sense of control. Dashboards provide consumers with evidence of activity
and the ability to reviewin case of problems or issues.

142



Customer Experience Guidelines | Appendices OPEN BANKING

7.2 CX Guidelines Consultation — Research Data

< C] > © Open Banking Limited 2019 143



Customer Experience Guidelines | Appendices

7.2 CX Guidelines Consultation — Research Data

OPEN BANKING

Ref. no. Research evidence - what, who, why, and quantitative stats where available
Research amongst consumers has shown that 29% of participants actively prefer a browser-based PIS journey for a single domestic payment, while 32% Security
1 222 prefer an app based journey. Those preferring a browser-based journey refer to security and ease to explain their choice. Those preferring the app based Speed
alternative select it because they deem it easier than the web-based experience, with fewer mentioning security. Control
Research amongst consumers has shown that 29% of participants actively prefer a browser-based PIS journey for a single domestic payment, while 32% Security
2 223 prefer an app based journey. Those preferring a browser-based journey refer to security and ease to explain their choice. Those preferring the app based Speed
alternative select it because they deem it easier than the web-based experience, with fewer mentioning security. Control
3 223 Consumer research has shown that people feel authentication via Fingerprint ID adds a reassuring sense of security to the journey. Security
4 223 Research amongst consumers has shown that within a TPP domain in an app to app context, 45% of participants want to have a ‘proceed' button to click Security
e after reviewing account information, to confirm payment and begin the biometric authentication process. They feel this is secure and gives them control. Control
Research amongst consumers and SME PSUs has shown that the presence of the ASPSP's logo on the PISP to ASPSP redirection screen is important
(70% and 74% respectively saying this) and that it makes them trust the process more (66% and 77%) respectively. Trust
5 227
Atwo to three second delay on the redirections screens. may encourage wider take up without causing irritation as the time delay provides reassurance of Transparency
the banKs involvement. This is important to older consumers and the less financially sawy.
Research shows that consumers are familiar with decoupled authentication when making a payment or setting up a new payment. This means that, if PIS
6 231 journey designs follow similar patterns, consumers will be comfortable with them. Many welcome the additional level of security decoupled authentication Security
provides.
Research shows that consumers are familiar with decoupled authentication when making a payment or setting up a new payment. This means that, if PIS
7 232 journey designs follow similar patterns, consumers will be comfortable with them. Many welcome the additional level of security decoupled authentication Security
provides.
8 232 Consumer research has shown that 62% of people feel having to generate a one-time code on a mobile app is 'annoying’. Security
9 313 In addition, consumer research has shown that respondents prefer confirmation of a revocation in writing via email in addition to text on the website. Er(;Jnst: ol
10 314 Consumer research has shown that people feel most confident that a revocation has been actioned when it is has taken place with an ASPSP. Their Trust
o perception is that they are 'stopping' the information at 'source' rather than instructing a TPP not to 'take' the information. Control
Research amongst consumers has shown that utilising simple, familiar language enables consumers to understand the broad categ ories of account data
11 322 that may be required by AISPs. "Your Account Details', "Your Regular Payments', "Your Account Transactions' and 'Your Account Features and Benefits' (as = Transparency
opposed to'...Services') were all shown by research to offer appropriate levels of clarity.
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Ref. no. Research evidence - what, who, why, and quantitative stats where available
12 411 Research amongst consumers has shown that 64% of participants prefer to be shown confirmation that payment has been received at the TPP. This would Transparenc
o provide reassurance that the process has worked. parency
13 411 Research amongst consumers has shown that 26% of participants would prefer a payment process with a single summary step in one domain. They felt that Speed
o it was the easiest method. pee
Research amongst consumers has shown that 37% of participants wish to select the account from which to make a payment within the TPP's domain. The Securi
14 411 reasons for this relate to the following conventions they are both used to and comfortable with. However, 32% of participants had no preference of P dty
howwhere to select an account. pee
15 413 When account selection is done at the ASPSP, research amongst consumers has shown that 58% of participants prefer to be shown the balance for their Control
o selected payment account, before reviewing a payment. This was felt to assist in good personal financial management.
16 414 Consumer research has shown that 82% of consumers would like to see the payment schedule at least once in the journey. Trust
17 414 The term 'Pending’, when employed in this contex, is clear and understood by consumers. Trust
18 414 Consumer research has shown that 73% of consumers prefer to see exactly when a payment will be taken. Trust
Consumer research has shown that 64% of people would prefer to see a message at the top of the ASPSP page which states that the TPP cannot see the .
19 414 X . Security
information here.
20 415 Research amongst consumers has shown that they are not always able to differentiate between Standing Orders and Direct Debits. This means itis Transparency
o important to be clear about the details of a new payment arrangement when itis being set up. Control
21 415 Consumer research has shown that 73% of consumers prefer to see exactly when a payment will be taken. Trust
22 415 Research has shown that 63% of consumers and 75% of SMEs, feel ‘ok about having to go direct to their bank's website to amend a Standing Order. Security
23 415 Research amongst consumers has shown that a 3 step process of Consent - Authentication - Summary Information step gives the customer an assurance Trust
o they are engaging with their bank, creating confidence. This feeling comes from an impression that they have 'overseen' the entire set-up process. Security
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Ref. no. Research evidence - what, who, why, and quantitative stats where available
2 415 Research amongst consumers has shown that they consider it important to be able to schedule arecurring payment to be paid on the same date every Control
o month. There is currently some frustration with providers who do not take payments on set dates but rather indicate a window when payment will be taken.
Research amongst consumers has shown that the summary information step acts as a confirmation of exactly what they have consented to. This also Trust
25 415 creates a 'safety net' preventing inadvertent/unauthorised permissions and offers the opportunity for greater financial discipline due to the time afforded to Security
review a standing order commitment. Control
26 416 Consumer research has shown that people find a recognisable ASPSP login page and process reassuring and increases their confidence in the journey. g;st'ltrity
27 416 Research has shown that consumers find it reassuring to receive confirmation of precisely what has been paid when they are returned to the PISP's page. Trust
28 416 For international payments, consumer research indicates that people find it both appropriate and time saving to be able to choose which account to pay with Speed
o and review the account balance once logged onto the ASPSP's domain. pee
Research indicates that consumers would like to see the final cost breakdown for an international payment at the TPP after payment has been authorised.
29 4.16 This would provide transparency and reassurance.ist Transparency
20 416 Both consumer and SME PSUs show a strong preference for the TPP/Merchant to prepopulate their details, as is 'less hassle' for them and reduces the risk = Speed
o of PSU error. Control
31 416 Consumer research shows that, while PSUs would prefer to see an actual FX rate, they generally accept an indicative rate. zroaﬁtfgarency
Research shows that SMEs want to know when the payee will receive a payment. They want to be able to select the execution date for the payment in the
32 416 N . Speed
ASPSP's domain.
33 416 Consumer research shows that PSUs want to see the FX currency conversion rate and, ideally, the amount of the payment in £. Transparency
Consumers wish to see the details of urgency (timings and/or method), charges and FX rates before consenting to international payments. Research shows
34 4.16 they appreciate extra levels of detail, such as the expected date of the payment reaching its destination. Any additional information should be clearly Transparency
explained.
Research amongst SMEs has shown that those with experience of bulkibatch transfers have a clear understanding of issues such as cut-off times and the Transparenc
35 417 importance of accuracyin preparing batches of payments. There is a clear expectation that new processes (both at PISP and ASPSP) will be as closely Co ntrglar y
analogous to existing methods as possible.
% 417 Research amongst SMEs has shown that those with experience of bulk/batch transfers would value the facility to view the details of payments included in a Control
o bulk/batch file once it has been uploaded to their ASPSP.
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Ref. no. Research evidence - what, who, why, and quantitative stats where available
37 417 Research amongst SME PSUs indicates theywould like to be able to select multiple payment accounts when setting up bulk/batch payments. Control
38 417 Research indicates that SME PSUs value having a summary information step page as part of the bulk/batch payment process to act as a check, including a Control
o ‘cancel' option to minimise the chance of errors.
Research indicates that most SMEs would like the opportunity to check details at each stage of the bulk/batch payments journey, to minimise the risk of
39 417 mistakes Control
40 4.2 Consumer research has shown that 80% of people would prefer a warning about breach of contract at the point before they confirm the consent revocation. Transparency
M 511 Research has shown that consumers have no initial understanding of CBPIIs, or a Confirmation of Funds process, indicating that the process needs to be Trust
o clearly explained during any journeys. Transparency
- . . . . . Transparency
42 512 Research indicates that PSUs want to be able to review 'Confirmation of Funds‘(CoF) consents via a dashboard at their ASPSP. Control
03 513 Research indicates that PSUs do not wish to receive notifications of all requests, but would like to be informed of declined or failed requests with the Transparency
o reasons why these occurred. Control
PSUs would like to be able to view the expiration date of their CoF consents through both the ASPSP dashboard and through the CBPII website or app. Trust
44 514 PSUs want to be able to revoke their consent from their ASPSP as this is the instinctive place to revoke such consents. They would also like the option to be Securi
able to revoke consent from their CBPII. y
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7.3 Deep Linking for App-to-App redirection

Problem Statement
As provided in the P3/P4 Evaluationletter, the OBIE definitionof App-to-App is:

'App-to-App' redirection allows the TPP to redirecta PSU fromthe TPP application (in a mobile web browser or
nobile app) to the ASPSP’s nobile app, installed on the PSU's device, where the TPP is able to transmit details
of the request along withPSU preferences (e.g. producttype, one-step authentication) and deep link the PSU into
the ASPSP app login screen or function. The PSU is then authenticated throughtheir app using the same
credentials/methods as normally used when the PSU directly accesses their account using the app (typically
biometric). This must not involve any additional steps (such as being redirected first to a web page to selectwhich
ASPSP app to use) and rmust not require the PSU to provide any PSU identifier or other credentials to the
ASPSP if their current ASPSP app does not requirethis. Where the PSU does not have the ASPSP's mobile app,
they should experience a redirectionflow which should not involve additional steps than would be the case when
the PSU authenticates with the ASPSP directly (e.g. be redirected to the ASPSP's nobile website).

There hav e been a number of technical and security chalenges regarding the implementation of App-to-App.
These are addressed below.

This document does not cover the standards nor implementation of de-coupled flows.
How the Redirect Flow Works
When using a service based on the OBIE API standard for redirection, the PSU will be re-directed twice:

1. From the TPP interfaceto the ASPSPinterface (to authenticate and authorise). The authorisationserver URI is
specifiedby each ASPSP in their well-known endpoint.

2. Back fromthe ASPSPinterface tothe TPP interface (tocomplete any transaction with the TPP). This redirectis
specifiedby the TPP as part of the first redirect.

Implementation of Deep Links

A seamless journey for the PSU, which bypasses the built in browser (e.g. Safari) on their mobile device, can be
implemented for any URL, ie BOTH a) for theinitial redirect which the TPP sends the PSU to on the ASPSP's
servers, AND b) the redirect URL which the ASPSP sends the PSU back to after authentication/authorisation.

Both ASPSPs and TPPs should falow the guidance from Apple and Google below:
i0S: https://developer.apple.com/ios/universal-links/ (covers over 99% of all iOS users?, who are on iOS 9 or

greater).

Android: https:/developer.android.com/training/app-inksindex.html (covers 65% of all Android users?, who are on
Android 6.0 or later).

In the ev ent thata PSU does not have the app installed on their device, or if they have an older (or non
iOS/Android, e.g. Windows Mobile) operating system, these methods will allow the PSU to be re-directed to a
mobile web page.

<O o2
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Open Banking Directory Implications

In order to support multiple apps for a given brand (e.g. Brand X Personal App, Brand X Business App), ASPSPs
will need to configure multiple ‘virtual well-known configuration endpoints for each physical authorisation server
listed on the Open Banking Directory. The Open Banking Directory will be updatedto facilitate this functionality.

Security Considerations

Security considerations are addressed here: https://tods.ietf.org/html/fc8252.

Y ou can find the most updated paper versionof this here: Deep linking for App-to-App redirection

149


https://developer.apple.com/ios/universal-links/
https://developer.apple.com/ios/universal-links/
https://developer.apple.com/ios/universal-links/
https://developer.android.com/training/app-links/index.html
https://developer.android.com/training/app-links/index.html
https://developer.android.com/training/app-links/index.html
https://tools.ietf.org/html/rfc8252
https://openbanking.atlassian.net/wiki/spaces/DZ/pages/23889379/Deep+linking+for+App-to-App+redirection
https://openbanking.atlassian.net/wiki/spaces/DZ/pages/23889379/Deep+linking+for+App-to-App+redirection
https://openbanking.atlassian.net/wiki/spaces/DZ/pages/23889379/Deep+linking+for+App-to-App+redirection
https://openbanking.atlassian.net/wiki/spaces/DZ/pages/23889379/Deep+linking+for+App-to-App+redirection
https://openbanking.atlassian.net/wiki/spaces/DZ/pages/23889379/Deep+linking+for+App-to-App+redirection

Customer Experience Guidelines | Appendices OPEN BANKING

7.4 Payment Initiation Services (PIS) parameters and considerations

< C] > © Open Banking Limited 2019 150



Customer Experience Guidelines | Appendices OPEN BANKING
7.4 Payment Initiation Services (PIS) parameters and considerations

7.4.1 Domestic Standing Orders 7.4.2 International Payments

Standing Order Frequency Examples 7.4.2.1 Charge Models

Paymentsinitiated by PISPsusing Open Banking Write APIs, should be ableto
Every day. coverthe followinginternational paymentscharge models:

Everyworking day. * "SHARE" transfer: The sender PSU of the payment will pay feesto the
sending bankforthe outgoing transfer charges. The receiver PSU will receive
the amount transferred, minusthe correspondent (intermediary) bank
charges.

Every week, on the 3rd day of the week.

»  "OUR" transfer: All feeswill be charged to the sender PSU of the payment -
E 2nd the 3rd d fth k.
very 2nd week, on the 3rd day of the wee i.e. the receiver PSU getsthe full amount sent by the sender of the payment.
Any charges applied by the receiving bankwill be billed to the sender of the
payment (usually sometime after sending the payment).

Every month, on the 2nd weekof the month, and on the 3rd day of theweek.

«  "BEN"transfer: BEN (beneficiary) meansthat the sender PSU of the
paymentsdoesnot pay any charges. The receiver PSU of the payment

receivesthe payment minusall transfer charges, including the sending bank
Every 6th month, on the 15th day of the month. chargesifany.

Every month, on the last day of the month.

Paid on the 25th March, 24th June, 29th September and 25th December.
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7.4.3 AML - Required bank details

In order to make an International Payment, the ASPSP willneed some of the
follow ing details relating to the Beneficiary's bank account:

The Account Holders Name

The recipient's full name.

SWIFT/BIC Code

A SWIFT Code consists of 8 or 11 characters, both
numbers and letters e.g. RFXLGB2L.

Sort Code

UK Bank code (6 digits usually displayed as 3 pairs of
numbers), optionalif within EEA.

Routing Number

The American Bankers Association Number (consists of
9 digits) and is also called a ABA Routing Number.

The information required is different for each country. For further information
please see the table below:

Receiving Country Information Required Optional Information

IBAN
SWIFT/BIC code

UK GBP Account Holder's Name = IBAN
Account Number SWIFT/BIC code
Sort Code

UK All Other Currencies Account Holder's Name | Sort Code

Routing Code Any other local Bank Code- e.g. BSB number in
Australia and New Zealand (6 digits).

IFSC Code Indian Financial System Code, which is a unique 11-digit
code that identifies the bank branchi.e. 1C1C0001245.

IBAN The International Bank AccountNumber.

Bank Name The name of the bank where the recipient's account is
held.

Bank Address The address of the Beneficiary's bank.

Account Number

The recipient's bank accountnumber.
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All European Countries

All Currencies

Account Holder's Name
IBAN
SWIFT/BIC code

Hong Kong USD, EUR, GBP Account Holder's Name
IBAN
SWIFT/BIC code
China USD, EUR, GBP Account Holder's Name

Account Number
SWIFT/BIC code
Bank Name
Bank Address
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Receiving Country Information Required Optional Information

Australia/
New Zealand/
South Africa

All Currencies

Account Holder's
Name

Account Number
Routing Code
Bank Name
Bank Address

SWIFT/BIC code

Receiving Country Information Required Optional Information

India

INR

Account Holder's
Name

Account Number
IFSC Code

Bank Name
Bank Address

SWIFT/BIC code

Canada

All Currencies

Account Holder's
Name

Account Number
SWIFT/BIC code
Bank Name
Bank Address

Routing Code

India

All Other Currencies

Account Holder's
Name

Account Number
SWIFT/BIC code
Bank Name
Bank Address

IFSC Code

USA

All Currencies

Account Holder's
Name

Account Number
ABA Number
Bank Name
Bank Address

SWIFT/BIC code

All Other Countries

All Currencies

Account Holder's
Name

Account Number
Bank Name
Bank Address

SWIFT/BIC code
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Note: Whilst the SWIFT BICis required to route the payments, for paymentsin
Euro the customerdoes not have to provide this, the sending bankmust derive it
from the beneficiary IBAN.
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If an AISP is asking for data access solely to a card account they should adjust the

language they use to describe the ASPSP (e.g. “card provider” rather than “bank”) and

certain data clusters and permissions. Card specific language is shownin blue.

Data Cluster Language API End Points Permissions Language Information av ailable

Accounts Basic

Any other name by which you refer to this account

Currency of the account, Nickname of account (e.g. ‘Jakes
Household account’).

Accounts Account Name, Sort Code, Account Number, IBAN, Roll
Accounts Detail Your account nane, nunber and sort-code Number (used for Building Society) (plus all data provided in
Your Card Details Accounts Basic).
Balances Balances Your account balance Amount, Currency, Credit/Debit, Type of Balance, Date/Time,
Credit Line.
All where PAN is available PAN Your long card nurrber PAN masked or unmasked depending on how ASPSP

displays online currently.

Beneficiaries

Beneficiaries Basic

Payee agreenents you have set up

List of Beneficiaries.

Beneficiaries Detail

Details of Payee agreenments you have set up

Details of Beneficiaries account information (Name, Sort Code,
Account) (plus all data provided in Beneficiaries Basic).

Standing Orders
Your Regular Paynents

Standing Order Basic

Your Standing Orders

SO Info, Frequency, Creditor Reference Info, First/Next/Final
Payment info.

Standing Order Detail

Details of your Standing Orders

Details of Creditor Account Information (Name, Sort Code,
Account) (plus all data provided in Standing Order Basic).

Direct Debits

Direct Debits

Your Direct Debits

Mandate info, Status, Name, Previous payment information.

Scheduled Payments

Scheduled Payments Basic

Recurring and future dated paynments from your
card account

Scheduled dates, amount, reference. Does not include
information about the beneficiary.

Scheduled Payments Detail

Details of recurring and future dated paynents
from your card account

Scheduled dates, amount, reference. Includes information
about the beneficiary.

Your Card Transactions Transactions

Transactions Basic Credits

Your incomring transactions

Transaction Information on payments made into the
customer’s account (Reference, Amount, Status, Booking Data
Info, Value Date info, Transaction Code). Does not include
information about the entity that made the payment.

Transactions Basic Debits

Your outgoing transactions

Same as abowe, but for debits.

Transactions Detail Credits

Details of your inconing transactions

Transaction Information on payments made into the
customer’s account (Reference, Amount, Status, Booking Data
Info, Value Date info, Transaction Code). Includes information
about the entity that made the payment.

Transactions Detailed Debits

Details of your outgoing transactions

Same as abowve but for debits.
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Data Cluster Language API End Points Permissions Language Information av ailable

Transactions Basic

Your transactions

Transaction Information on payments for both credits in and
debits out of the customer’s account (Reference, Amount,
Status, Booking Data Info, Value Date info, Transaction
Code). Does not include information about the payer/payee.

Transactions Detail

Details of your transactions

Transaction Information on payments made both credits in
and debits out of the customer’s account (Reference,
Amount, Status, Booking Data Info, Value Date

info, Transaction Code). Includes information about the
payer/payee.

Statements Basic

Information contained in your statermrent

All statement information excluding specific amounts related
to various balance types, payments due etc.

addresses as held by the bank/card issuer

Your Statements Statements
. . . . . . All statement information including specific amounts related
Statements Detail Details of information contained in your statenment fovarious balance types, payments due etc.
Your Card Features and Benefits Offers Offers Offers available on your card account Z?éagca:fegansfer, promotional rates, limit increases, start &
The narre of the account and your full legal nare. The name of the account. Full Legal Name, Address,
Par PartyPSU Optionally this can also include your address, telephone numbers and email address of the PSU as held
v telephone nunbers and erreil addresses as held by the bank/card issuer and party type (solefjoint etc.).
by the bank/card issuer
Contact and party details
The narre of the account and the full legal The name of the account. Full Legal Name(s), Account
Account specific: nane(s) of all parties. Role(s), Beneficial Ownership, Legal Structure, Address or
Parties Party Optionally this can also include their address or addresses, telephone numbers and email address as held
Party addresses, telephone nunbers and enail by the bank/card issuer and party type (sole/joint etc.).
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Note: With respectto the clusters and permissionslanguage, ASPSPsshould
considerwhetherthe language thatisdisplayed to the PSU isappropriate when
the information being accessed relatesto more than one party. Forexample,
"Yourdata" may need to be adapted to just “data” to indicate to the PSU that
the accountinformation being displayed may not be solely specific to themasis
the case of jointaccounts, when the accountinformation of both partiesis

requested.
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HTTP Status .
Category

For the scenario, when a field-value is not provided in the payload, that is expected in combination with preceding field-value pairs.
The corresponding path must be populated with the path of the unexpected field.

400 UK.OBIE. Field Expected e.g. ExchangeRate must be specified with Agreed RateType. ExchangeRate should be specified in the path element.
InstructionPriority must be specified with Agreed RateType. InstructionPriority should be specified in the path element.
400 UK.OBIE.Field.Inalid Aninvalid value is supplied in one of the fields. Reference of the invalid field should be provided in the path field, and url field may have the linkto a website explaining the
. . . valid behaviour. The error message should describe the problemin detail.
400 UK.OBIE.Field.InvalidDate Aninvalid date is supplied, e.g., When a future date is expected, a date in past or current date is supplied. The message can specify the actual problem with the date. The

reference of the invalid field should be provided in the path field, and URL field may have the link to a website explaining the valid behaviour.

A mandatory field, required for the API, is missing from the payload. This error code can be used, if itis not already captured under the validation
400 UK.OBIE.Field.Missing for UK.OBIE.Resource.InvalidFormat.
Reference of the missing field should be provided in the path field, and URL field may have the link to a website explaining the valid behaviour.

For the scenario, when afield-value is provided in the payload, that is not expected in combination with preceding field-value pairs. E.g.
Contractldentification must not be specified with [Actual/Indicative] RateType. Contractldentification should be specified in the path element

400 UK OBIE Field Unexpected ExchangeRate must not be specified with [Actual/Indicative] RateType. ExchangeRate should be specified in the path element.
InstructionPriority must not be specified with Locallnstrument. InstructionPriority should be specified in the path element.

400 UK.OBIE.Header.Invalid Aninvalid value is supplied in the HTTP header. HTTP Header should be specified in the path element.

400 UK.OBIE.Header.Missing Arequired HTTP header has not been provided. HTTP Header should be specified in the path element.

{payment-order-consent} and {payment-order} resource mismatch. For example, if an element in the resource’s Initiation or Risk section does not match the consent
400 UK.OBIE.Resource.ConsentMismatch section.
The path element should be populated with the field of the resource that does not match the consent.

The resource’s associated consent is not in a status that would allow the resource to be created. E.g., if a consent resource had a status
400 UK.OBIE.Resource.InvalidConsentStatus of Awaiting Authorisation or Rejected, a resource could not be created against this consent.
The path element should be populated with the field in the consent resource that is invalid.

When the Payload schema does not match to the endpoint, e.g., /domestic-payments endpoint is called with a JSON Payload, which cannot be parsed into a class

400 UK.OBIE.Resource.InvalidFormat OBWriteDomesticl

400 UK.OBIE.Resource.NotFound Returned when a resource with the specified id does not exist (and hence could not be operated upon).

400 UK.OBIE.Rules.After CutOffDateTime {payment-order} consent / resource received after CutOffDateTime

400 UK.OBIE.Signature.Invalid The signature header x-jws-signature was parsed and has a valid JOSE header that complies with the specification. However, the signature itself could not be verified.
200 UK.OBIE. Signature.InvalidClaim Il?gufc?lJSeEsh;Jee?:?:; c|inI rt]ht?1 gg\;\ﬁ]—zieglga;?trﬁeh:frgrfg pr:l?sr:clajms with an invalid value. (e.g. a kid that does not resolve to a valid certificate). The name of the missing claim
400 UK.OBIE.Signature MissingClaim thterz] g?zrsrirhreee}sd;r:: et'he X-jws-signature has one or more mandatory claim(s) that are not specified. The name of the missing claim(s) should be specified in the path field
400 UK.OBIE.Signature.Malformed The x-jws-signature in the request header was malformed and could not be parsed as a valid JWS.

400 UK.OBIE.Signature.Missing The API request expected an x-jws-signature in the header, but it was missing.
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HTTP Status .
Category

The API request was not expecting to receive an x-jws-signature in the header, but the TPP made a request that included an x-jws-signature.

400

UK.OBIE.Unsupported.Accountldentifier

The account identifier is unsupported for the given scheme.
The path element should be populated with the path of the Accountldentifier.

UK.OBIE.Unsupported.AccountSecondaryldentifier

The account secondary identifier is unsupported for the given scheme.
The path element should be populated with the path of the AccountSecondaryldentifier.

UK.OBIE.Unsupported.Currency

The currencyis not supported. Use UK.OBIE.Field.Invalid for invalid Currency.
The path element should be populated with the path of the Currency.
The URL should be populated with alinkto ASPSP documentation listing out the supported currencies.

UK.OBIE.Unsupported.Frequency

Frequencyis not supported.
The path element should be populated with the path of the Frequency.
The URL should be populated with a linkto ASPSP documentation listing out the supported frequencies.

UK.OBIE.Unsupported.LocalInstrument

Local Instrument is not supported by the ASPSP.
The path element should be populated with the path of the Locallnstrument.
The URL should be populated with alinkto ASPSP documentation listing out the supported local instruments.

UK.OBIE.Unsupported.Scheme

Identification scheme is not supported.
The path element should be populated with the path of the scheme.
The URL should be populated with a linkto ASPSP documentation listing out the supported schemes.

5xx

UK.OBIE.UnexpectedError

An error code that can be used, when an unexpected error occurs.
The ASPSP must populated the message with a meaningful error description, without revealing sensitive information.
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7.7 Contingent Reimbursement Model

The Contingent Reimbursement Model Code for Authorised Push Payment Scams, was published on the 28 February 2019 and
comes into force on the 28 May 2019. Along with the Practitioner Guide*, the CRM Code will assist PSPs in preventing and
addressing APP fraud scams; by educating customers to increase awareness and reimbursing victims of APP fraud, where the
expected level of care was met.

ASPSPs implementing CRM should act in a way which advances the following overarching objectives of the CRM Code:

. reduce occurrence of APP scams
. to increase the proportion of customers protected from the impact of APP scams
. to minimise disruption to legitimate payments journeys.

In the context of Open Banking customer journeys, the expectation is that ASPSPs ensure that their TPP journeys do not have
obstacles, such as, unnecessary or superfluous steps or the use of unclear or discouraging language, that would directly or
indirectly dissuade customer from using PISP services.

In the context of the CRM Code, the detection of APP fraud during the payment journey is a key consideration for the protectng
customers against APP scams. Where a potential APP scam payment is identified based on a risk based approach and, where
possible, based on APP scam risk indicators, the ASPSPs should provide an ‘effective warning’ which enable the PSU to
understand what actions they need to take to address the risk and the consequences of not doing so. ASPSPs should adopt a
balanced approach to ensure that they provide appropriately meet the requirements of the CRM Code, but also consider how to
minimise disruption to legitimate payments journeys by not creating unnecessary obstacles for TPPs.

* Expected publication date by LSB is 28 May 2019
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7.8 Payment Status
m Wireframes )—( Requirementsand Considerations )—( Additional Information )

‘Post’ Action #1 ‘Post’ Action #2
PSU asks PISP asks ASPSP PSU PISP asks ASPSP Scheme Payee’s Credit to
OB-Ste_ps for PISP to ASPSP creates authorises ASPSP to processes sends ASPSP payee’s
Immediate setup to set up consent consent initiate payment payment accepts and  acount
Payment payment payment resource resources payment handles
payment

Payment Payment Payment Payment Payment

Payment Phase Setup Authentication Initiation Processing Execution

Payment Payment Consent Payment Consent Payment Consent
Ste)lltus + Awaiting Authorisation « Authorised « Consumed « AcceptedSettiementinProcess < AcceptedSettlementCompleted « AcceptedWithoutPosting
* Rejected * Rejected * Rejected « AcceptedCreditSettlementCompleted
Payment Order * Rejected
« Pending

OBIE Standardshave been updatedto allow ASPSPto provide the PISP with the following payment statusinformation:
Relevant Customer Insight and

. The status any time after payment submission for all supported payment types, including Single Immediate Domestic. Single Future-dated Domestic, supporting regulation

Standing-order Domestic, Single Immediate International, Single Future -dated International, Standing-order International and Bulk/Batch payments.

+ A meaningful statusmessage to a PISP request foreach processing phase and particularly when settlement on the debtor'saccount hasbeen > View CX Customer Research
completedthusproviding the PISP witha sufficient statusmessage that the payment will be successful. > View CEG ChecKi
View CEG ChecKist

. A confirmationthat the payment hasbeen executed and hasbeen received by the payee bank (e.g. provide the status
message AcceptedCreditSettlementCompleted, ISO code ACSC)

. Enriched and more granular list of paymentstatus messages of status information asperthe ISO 200022 standard and other standardsthrough the
paymentinitiation, processing and execution stagesof payments.
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C User Journey )—C Wireframes

CX and other processing requirements

Payment Consent Response Status
«  After payment consent has been posted by PISP to the ASPSP.
A « iftherequestis successful, a new payment consent resource is created. The status of the payment consent at this state should be ‘Awaiting Authorisation’. The ASPSP responds backto the PISP that the request has been successful (201 message)
including the payment consent status.
*  A'GET status call by the PISP at this stage should also respond with status ‘Awaiting Authorisation’
. If the request fails, a 4xx series message with a failure code is sent back to the PISP.

ntsand Considerations

Additional Information )

PSU Authentication Status
«  If payment consentis setup successfully, the PSU is redirected to the ASPSP for authentication. If the PSU authenticates successfully, then:
« ifthereis no call to action for the PSU (such as in journey 4.1.1) the status of the payment consent should become ‘Authorised’
B « Ifthereis acall to action for the PSU (such as in supplementary information journey 4.1.2), then the PSU decision to proceed with the payment should make the status of the payment consent become ‘Authorised’
« Ifthe PSU call to action leads to the PSU cancelling the payment, then the status of the payment consent should become ‘Rejected”
*  APISP could make a call to the ‘GET’ status endpoint at this stage to find out if the payment consent resource has been ‘Authorised' or ‘Rejected’ by the PSU.
. If the PSU does not authenticate successfully, then there is no authorisation code sent back to the PISP. However, ASPSP will respond with error information back to the PISP. The status of the payment consent resource should still be ‘Awaiting
Authorisation’. The PISP may notify the PSU in order to decide whether to redirect the PSU again to the ASPSP or take some other action.

Payment Initiation Response Status
* Inthe case that the payment consent has been authorised by the PSU, the PISP will submit the payment order to the ASPSP. if the request is successful:
C « the payment consent resource status should become ‘Consuned’
* anew payment order resource is created. The status of the payment order at this state should be ‘Pending’. The ASPSP responds backto the PISP that the request has been successful (201 message) including the payment order status.
*  APISP could make a call to the ‘GET’ status endpoint at this stage to confirm that the payment consent resource has been ‘Consumed’ as part of the payment order initiation.
«  Ifthe request fails, a 4xx series message with a failure code is sent back to the PISP. Depending on the error code the PISP could make the decision whether to submit the payment order again or not.

Eurther Payment Initiation Stat

* Incase the payment order submission is successful and the payment order resource is created (with ‘Pending’ status), there are further checks and validations that will take place at the ASPSP as part of the payment initiation.

. If all the checks complete successfully, the payment order resource status should become ‘AcceptedSettlenentinProcess’. The payment will then proceed to the payment processing phase.

D . If any of the checks fail, the payment order resource status should become ‘Rejected’

¢ APISP could make a call to the ‘GET’ status endpoint at this stage to find out if the payment initiation has been successful (i.e. payment order resource status is ‘AcceptedSettlenentinProcess”) and the payment progressed the payment processing
stage or the payment initiation has failed. (i.e. payment order resource status is ‘Rejected’).

. Note: In several occasions (such as in single donestic paynments), the progress frompayment initiation to paynment processing will happen extrenely quickly and the status that could be returned by the payment order submission response or
subsequent call(s) to the GET status endpoint, will be any of the statuses described in iterrs #C or #D. This may also depend on the inplemrentation by various ASPSPs.

Payment Processing Status
. In case the payment initiation is successful, the payment order during payment processing may undergo further checks. Further to these checks:
» Ifany of the checks fail, then the status of the payment order resource should become ‘Rejected’
«  Ifall aspects of the payment processing are successful, then:
*  The PSU account is debited with the amount of the payment
E *  The payment order resource should become ‘AcceptedSettlenentConpleted”
*  The payment is sent by the sending ASPSP to the underlying payment system for execution
*« APISP could make a call to the ‘GET’ status endpoint at this stage to find out if the payment processing has been successful (i.e. payment order resource status is AcceptedSettlementConpleted”’) and the payment progressed the payment execution
stage or the payment processing has failed. (i.e. payment order resource status is ‘Rejected’)
. Note: In several occasions (such as in single donmestic payments), the progress frompayment initiation to paynment processing and further to payment execution will happen extrenely quickly and the status that could be returned by the payment order
subnission response or subsequent call(s) to the GET status endpoint, will be any of the statuses described in items #C, #D or #E. This may also depend on the inplenentation by various ASPSPs.
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( User Journey )—( Wireframes Requirementsand Considerations Additional Information )

er processing requirements

Payment Execution Status

. In case the payment processing is successful and the payment is sent to the underlying payment system for execution, the payment may undergo further checks by the payment system (or scheme if applicable), intermediary FIs and the receiving
ASPSPs and banks. These checks may include technical and business parameters/rules specific to the underlying payment system, fraud/sanctions and business rules checking at the intermediary or receiving banks and other checking and
validations related to the payment execution (subject to various implementations by relevant parties). For further details of these checks, please refer to section 7.8.2). Further to these checks:

« Ifany of the checks fail, then the status of the payment order resource status should become ‘Rejected’
= «  Ifall aspects of the payment execution are successful, then:

. If the receiving ASPSP or bank confirms that they have received the payment but have not credited the beneficiary account yet, then the payment order resource status should become ‘AcceptedWithoutPosting”

If the receiving ASPSP or bank confirms that they have received the payment and have applied the credit to the beneficiary account, then the payment order resource status should become ‘AcceptedCreditSettlenmentConpleted”
A PISP could make a call to the ‘GET’ status endpoint at this stage to find out if the payment execution has been successful (i.e. payment order resource status is ‘AcceptedWithoutPosting’ or ‘AcceptedCreditSettlementConpleted”) or the payment
execution has failed (i.e. payment order resource status is ‘Rejected’).

Note: There are edge cases where the payment has been received by the receiving ASPSP or bank but the payrment cannot be applied to the PSU account and thus is returned to the originating ASPSP. These cases cannot be covered by the
paynent status as they are returned payments and will appear as incomring credits to the PSUs account. For details on edge cases, please refer to section 7.8.2).
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7.8.1 Payment Status — Example of optional enhanced status

( User Journey )—m Requirementsand Considerations )—( Additional Information )

Payment total £31.94 Payment total £31.94 Thank you
Select payment method To consent to this fransaction, Authenticate to make payment i :::ur pay‘rrventl’hai beedn :zmla:::i by
. e receiving bank and shoul
check the defals below : : : credited to the payee account within
Payee information : Payment details : Amount: 904 Payment details ] max 2 hours
: £31.94 to MERCHANT : U pERcHA i
Payee name: MERCHANT : H £31.94 to MERCHANT H
Pay by bank account v Ot 20-40-60 H E E Transaction ID: 0-9328-472398
Poto ok ot i Aot s i s : ] S s
m ) | Payment reference: Merchant Ltd — - "/@‘ ] ~ | r— LLLLLI
: H H Payment details
Name: MERCHANT : H H
Sort code: 2040-60 Peyment informaion : You are now leaving TPPand are | Fingerprint ID for “ASPSP" You have securely logged off ] Bank name: Your ASPSP
Account number: 98765432 e . D being securely transferred to Press the sensor lo authenticate from ASPSP and will shortly Sort code: 48-58-60
Payment reference: Merchant Lid gy 48-50.60 : YOUR ASPSP to authenticate be transferred back to TPP H Account number: 12346879
) : Cancel H Order reference:  MERCHANT LTD
‘Account number: 12346879 d H :
Q) select your Account Payment date: 19/03/19 (today) Do you want to save these payment
: : 4§ details for future transactions?

k. il
© Add your bank datale ‘You will be securely transferred to YOUR

ASPSP to authenticate and make the payment

| Sort cade |

N 4 RN N ——— i
Confirm
| Account number |
-

Q) select your bank

CX Considerations

*  ASPSP should be able to provide the PISP with payment status information across the whole payment journey, from payment initiation, to payment processing and payment
execution. This payment status information should include both high level ISO processing payment status, and also lower lever payment status information specific to the
1 underlying payment system (for example qualified and unqualified accept for UK faster payments).
«  PISP should use this information to determine the confidence level about the status of the payment and inform the PSU (and the receiving party if relevant) about the status of the
payment.
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7.8.2 Payment Systems specific information — FPS payment types and status
( User Journey >—< Wireframes )—C Requirementsand Considerations

UK Faster Payments and payment status code

Faster Paymentsis the UK's low value near-real time payment system with deferred net
settlement cycles. Faster Paymentssupport the following payment types:

1. Single Immediate Payment (SIPs): SIPs are single paymentsprocessed synchronously
by the FPS Membersand the Central Infrastructure. Synchronouspaymentshave specific
SLAsforresponse timesand thusin the majority of them the roundtrip time from Sender
Bank sending the request till receiving the response from the Receiver Bankisusually
less than 15 seconds. The receiving bankmay:

a. Acceptthe payment: There are 2 waysthe receiving can accept the incoming
payment:

i. Unqualified Accept: The paymentisaccepted without qualification andthe credit
will be applied to the customer'saccount within the SLAtime (max 2 hours).
Typically, inalot of casesthe creditis applied to the customersaccount within
seconds. The paymentisirrevocable. In the case the credit cannot be appliedto
the beneficiary account,the receivingbankhasto initiate a Return payment
providing the reason for the return. Several of the return reasonsrelate to the
beneficiary account detailsnot being sent correctly or the beneficiary account not
being able to receive the funds.

ii. Qualified Accept: The qualified acceptisused cases where the receiving bank
cannot guarantee that credit will be applied to the beneficiary account within the
standard SLA defined by the FPS Scheme (i.e. 2 hoursmax). Different qualifier
codes are used to indicate the timelinesof the credit such as same day, next
calendarday, next working day, at unspecified time and datewithin the PSD
guidelinesetc. Typical caseswhen qualified codesare being used are the
following:

* Thereceived paymentisforan indirect memberbank(agency bank). The
receiving FPS settlement bankacceptsthe payment on behalf of the agency
bank but providesa qualifier code of when the agency bankwill apply the
credit to the beneficiary account. Please note that while the receiving FPS
settlement bankcan perform some checks before accepting, they cannot
checkthe businessrules of the beneficiary account and thusthe payment may
gtill fail atthe agency bank, even if it hasbeen acceptedby the receiving FPS
settlementbank In thiscase, the rejected paymentby the agency bankalso
hasto be returned by the FPS settlement bank.

* Thereceived paymentisforan FPS memberbankbut there are technical
issues and the bankis not able to apply the creditto the beneficiary account
within the agreed SLA.
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b. Rejectthe payment: When receiving the payment and before responding backto the
sending bank, the receiving bankwill perform and number of checksin the received
paymentinstruction. Some of these checks will include the checking of the following:

» beneficiary account sort code and number belong to the receiving bank (or sort
code to one of its agencies), beneficiary account name hasbeen providedand
matchesthe account number

* paymentdetailsare correctin termsof currency, payment reference etc

+ the beneficiary accountinnot stopped, closed, or transferred, the T&Csallowthe
accountto receive the credit and there are no beneficiary sensitiviiesorany other
business reasons for not crediting.

If any of the above checks fail, the paymentisrejectedand the rejection message
including the rejectionreason code issent to the sending bank Considering thatthat
the PISP will be initiatinga payment for a known beneficiary (e.g. in case of a
merchant) a lot of the above rejection codescan be avoided before the payment
initiation.
Notel: Synchronouspaymentsare considered time critical asthe expectation isthat they
are paymentswhere the PSU is present initiatingthe payment andwaiting fora result or
any outcome to take place.

Note 2: Faster Paymentscan also be rejected by the servicing Central Infrastructure (Cl).
In fact, the Cl continuously monitorsthe FPS members connected gatewaysfortechnical
issues and availability. If member systemsare unable to receive payments, the Cl will
reject the paymentssent by the senderbank

Future Dated Payments (FDPs): FDPs are single paymentswhich are non-urgent and
thus do not need to be executed immediately. They have an execution date inthe future,
which allowssending banksto warehouse them and process them on they day requested
by the PSUs. They are being processed asynchronously by FPS member banks, which
meansthe following:

« the sending bankis sending the payment request to the CI. The Cl confirmsbackto
the sending bankthat the payment hasbeen accepted. From the sending banKs
perspective, the paymenthasbeen successful and they can update their status
accordingly.

* The Clissending the payment request to the receiving bank The receiving bankwill
perform the necessary checks and respond back to the Cl if the paymentis
successfully accepted ornot (same checks apply with SIP payments).
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7.8.2 Payment Systems specific information — FPS payment types and status

C User Journey )—C Wireframes )—C CEG ChecKist Requirements )—C CEG ChecKist Requirementsand CX Considerations Additional Information

» Ifthereceiving bankrejectsthe payment, then the Cl will send aspecial type of return
payment (called Scheme Return payment) to the sending bank. Thisisbecause for
the sending bank, the payment hasbeen successful and the PSU’s account hasbeen
debited. The Scheme Return will apply credit to the PSU’saccountin orderto restore
the original balance priorthe paymentto theiraccount.

Note: Asynchronousfuture dated paymentsare usually processed by the banks overnight
on the required execution dateon 365 basis(for FPS memberbanks). Thisprovidesa
window of several hours forthe payment to be processed and executed and credited to
the beneficiary account before the end of the calendarday. On several bank
implementations, if fundschecking failsduring the original attempt to processthe
payment, the payment will be retried again later on the same day. The cutoffpoint for
submitting a future dated paymentdependson each banksimplementation.

3. Standing Orders (SOs): SOs are recurring paymentsof fixed amount to a fixed
beneficiary which again are non-urgentand thusdo not need to be executedimmediately.
They are also processed asynchronously by the FPSmemberbanks. Thus, similarly to the
FDPs, once checked by the Cl, they are confirmed backto the sending bankand being
considered successful. Again, if they are rejected by the receiving banks, the Cl will send
a Scheme Return backto the sending bankin orderto return the credit back to the PSU.
SOs, are being processed during weekbusiness days and the majority of them (e.g. over
90%) are expected to be processed during the FPS 1stsettlement cycle, from midnight to
6am. Finally, similarly to FDPs, on several bankimplementations, if fundschecking fails
during the original attemptto processthe payment, the payment will be retried againlater
on the same day. SOs scheduled fora weekend, will be processed on the first available
business day of the following week.
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